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Important Notice

Because oftte nature of wireess commurzation, transmissiornd reception of data can never be
guaanteed, Data ray be delayed, corrupted.€., have errors), or be tally lost. Significant delays or losses
of data are rare when wireless devices such as the Viper &re used in a normal manner with a well
constructed network. Viper SC+ should notused in situabns where failure to transmit or receive data
could result in damag of any kind to the user or any other party, including not limited to personalrjury
or death, or loss of mperty. NextGen RBccepts no responsibility for damagesaniy kind resuing from
delays or errors in data transmitted or reeed using Viper SCer for the failure of Viper SC+ to transmit or
receive such data.

Copyrght Notice
© 20102021 NextGen RF Desigill rights reserved.

Products offered may contain #ware which s proprietary toNextGen RFThe offer or supply of trse
products and services does not include or infer any transferwhership.No part d this documentabn or
information supgdied may be divulged to any third party without the expresitten consen of NextGen RF

NextGen RFeserves the right taippdate its products software,or documentationwithout obligation to
notify ary indvidual or entity Product updates may result idifferences between the information provided
in this manuhand the prodict shipped. For access to the most current productuhoentaion ard
application notes, visivww.NextGerREcom.

UL listed models ory

When operaing at elevated temperature extremes, the surfaceynexceed +70dJsius. For user safety, the
Viper should be installeith a estricted access location.

/\ WARNING EXPLOSION HAZARD, atoconnect while circuit is live uass area is known to be nen
/s \ hazardous.

For more information seAPPENDIX D UL Installation Instructions

RF EposureComplance Requirements

Viper SC+ radios are intended foels the Industrial Monitoring and@trol and SCADA
(((.))) markets. EaclViper SC+ unit must be professionally installed gt ensure aninimum
separation distance listed in the table belowtiveenthe radiating structure and any person.
I An antenna mounted oa pok or tower is the typical instlation and in rare instancesa 1/2
wave whip antenna is used.

RF Exposure
(cm @max power) 5 dBi 10 dBi 15 dBi
132 MHz VHH) 123cm 219cm 389 cm
215 MHz (UHB 123cm 219cm 389cm
406.1 MHz 106cm 188cm 334 cm

Note: It is the responsibility of the user to guarantesmpliance with the FCC MPE regulations when
operating this device ia wayother thandescribed aboveélhe installer of this equipmemhust ensure the
antenna is located or pointed sudhet it does noemit an RF field in excess of Health Canada limitdhé
generalpopulation.
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Viper SC+ usa lowpower radiefrequencytransmitter. The concentrated eneygfrom an antenna may
pose a lealth hazard. People should not be in front of théeama whenthe transmitter is operating.

The installer of this equipent must ensure the antenna is located or pointed such that it doesemit an

RF field in excess of bléh Canada limits for the genal populationRecommended safety guidelines foeth
human exposte to radicfrequency electromagnetic energy are comadl inthe Canadian Safety Code 6
(available from Health Canada), tRedeal Communications Commissi¢fCC) Bulletin 65, aride Council

2T GKS 9dzZNRLISIHY | yA2ynmoowdheliniarod gf BXpasive2ofthey@nerah v Wdzt
public to electranagnetc fields (0 Hz to 300 GHz) (1999/519/EC)

Caution:Before depbying your system, you must read drunderstandSection % Selecting Antema and
Lightning Arrestor combinations

Exigences de conformité expostion auxRadiofréquences

SCADA.inité Viper SC doit étre installée par un professionnelait assuer une distance

minimale de séparation entre les sourcesliantes et toute personne. Les distances sont

indiquées dans le tdbauci-R S & & 2 dz& @ piGuA g5Buiid ahténheldd tgp@ldet &
Exposition aux 1/2-f 2 y 3 dZé dzNJ R Q2 y F’Q é A y é/lél’i@f f s S a dzNJ dZ)/ LJ2 l] é I dz 2

Radiofréquences

Distan@ de sécurité minimum Gain deAntenne

((( ))) La radio Viper SC+ est destinée a éiiesé dans les marchés contrélieslustriels et
o

(puissance cn@ max) 5 dBi 10 dBi 15 dBi
132 MHz (VHF) 123cm  219cm 389 cm
215 MHz (UHF) 123cm | 219cm | 389 cm
4061 MHz 106 cm 188cm  334cm

Note: Il est de laespmsabilité de l'utilisateur de garantir le respect des reglerméiPEle la FCC lorsque

vous utili®z cet appareil d'une fagon aatque celle décrite-® S & & dza @ [ QA ‘Wssuier dué I (G S dzNJ R
I'antenne est située ou orientée de facon a ne pas trmeinchamp R dépassant les limites de radiations

pour la populatio gérérale établies par Santé Carsad

La radio Viper S@itiliseyy SY SO G SdzNJ £ NI RA 2 T NBI|j di§goieéntrédudel A 6 f S LI
antenne peut poser un rigge pour la santé. One derrait pas étre en face de l'antenne lorsque I'émetteur
est en marche

Les consignes de sécuritcanmandées pour l'exposition maine a I'énergie électromagnétiques de
radiofréquenes sont contenes dans le Code 6 canadien de la sécurité (dispoaipes de Saré Canada),
la Commission Communications Fédéral (BL@gin 65 et la recommandation dii2 Juillet 1999 sur la
limitation de I'exposition du public aux champs électromaanées (de 0 A a 300 GHz) (1999/519/CE) du
Congil de I'Union europenne.
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Class A Digital Device Compliance

Note: This equipment has bedeged and found to comply withhte limits for a Class A digitd¢vice,
pursuant to part 15 of the FCC Rules. THasis are degned to provide reasonable protection against
harmfulinterferencewhen the equipment is operated in a commercial envir@min This equipment
generates, usesand can radiate rad#requercy energy and, if not installed and used in accor@anith
the indruction manual, may cause harmfulterference to rad@ conmunications. Operation of this
equipment in a residential arda likely to cause harmful interfence in which case the user ik required
to correct the interference athis or lker own expense

Any changes or modifications not expressly apprdwethe party responsible for compliance (in the
country where used)auld@2 A R (1 KS dza Sp¢iata the edgipoentNA G & (2 2
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1 VIPERSG OVERVIEW

The Viper SC+ provideany IPenabled device with connectivity to transmit dat Ths DSPased radio was designed for
industrial applications utilizing 13674MHz, 215240 MHz, 406.125511.975 MHizequercies. Operational as a
wideband IP mdem or router, Vipr SG is optimized for use in SmartGridsdribution automation,and SCADA
applicatons.SCADA applications are defined as thosé wite or morecentralized control sites used to monitor and
control remote field devices over wide areas. For examplesgioral utility may monitor and control netorks over an
entire metropolitan area. Indstry sectors with SCADA systems ineladergyutilities, water and wastewater utilities,
and environmentagroups.

1.1. GENERALDESCRIRON

Designed to relace wire linesthe BEhernet and R232 serial ports allowlirect connection to Programmable Logic
Cortrollers (PLCs) or Remote Terminal Units (R Mijsgr SC+supports serial and Ethernet/IP RTarsl PLCs. It is

Standard IEEE 802c®@mpliant. Vipesuppats any protocbrunning over IPv4 (eludng ICMP, IPinIP, IPsec, RSVP, TCP,
andUDP protocols). It provides MAC lapeidgingand HTTP, AR&nd static routing packet forwarding.

1.2. OPERATIONATHARACTERISTICS

Viper has the followingperational chaacteristics:

1 Frequency range of 13674 MHz 215-240 MHz, 406.125470 MHz, 456&11.975 MHz,

1 142174 MHz, 406125470 MHz, ad 450511.975MHz frequency ranges certified for Eypean Union (ETSI
EN300 113)

1 142174 MHz, 406.125470MHz,and 450511.975MHzfrequency rangesagtified for Australia/New Zealand
(ACMA ABIZS 49258004 Spectrum Impact Assesamie

1 Userselectable da ratesg up to 256kbps @100 kHz

9 Wide input power rageof 10 to 30VDC

1 Builtin transcever adjustablerfom 1to 10W

1 Used asan access point or an end point with eacbrdigurable inthe following:
(a) Bridge mode for qigk setup of nits on same netwrk or
(b) Router mode for advanced netwks

9 Embedded web server to access status and/or sahfprmation

1 Remote access for owne-air sygem firmware upgrades

1 Advanced AES 128t data encryption and security desigghto med FIPS 14@ requirements

9 Superior data compression (zlib compressfgorithm applies to Serial and B®nnections)

1 Native UDP and TCP/IP support

9 Online and Offlire Dagnostics

9 Supports up to 32 differentéquency channel pairs

1 Rugged diecast aluminunand steel case

9 UL Certified whie powered by a listed Class 2 source
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Viper consists of two logic PGBsethat includes the modem circuitry arile other the radio module. Both are
instdled in a cast aluminum case. The usihot hemetically seded and should be mounted in a suitable enclosure
whendust, moisture, and/or a corrosivetaosphere are aritipated.

1.3.1. CHASSIBIMENSONS

The bllowingfigure shows the dimensions of the Viperadsis and attached mounting plate.

Figurel ¢ Viper S@ Chassis and Mounting Pla®@verallDimensions and Mounting Hole Locations

[itl————————————————————— I Bl I, ———————————————— -

el 2 1T i, —i—

e

— @ 210N
« 4 mounting hales

The equipnent is intended for installation only in a RERICTED ACCESS LOCATION per ENBROGH

1.3.2. LEDPANEL

There ae five (5) TrColor LEDm the LED panel of the Vipas shown in the following figur@heir functionality is
describedn the following tédle.

Figue 2 ¢ Viper LEDpanel

N @ AcCT
Q, N nX @® POWER @ sSTATUS @ Rx/Tx

L4 LNK
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Tablel ¢ LED Fuctionality

L

POWER

STATUS

ACT

LNK

Rx/Tx

Green(Solid) ViperSC+eady, normal opertons

Green (Blinking Upgrade in progress

Red ViperSC+hardware fault

Green ViperSC+no faults, normal operéons

Blinking Green Viper SC+scannirg for neighbors

Red ViperSC+has a fault condition; cheadlnit status

Amber (Solid or lihking) ViperSCHdetects highbackground noise

Blinking Green Ethernet ativity detected on PHY link (RJ45 / LAN)

Off No Ethenet activity on PHY link (RJ45 / LAN)

Amber Etherret connection Estblished, 100 Mbps (RJ45 / LAN)
Green Etherret connection Established0 Mbps(R45/ LAN)

Off No Ethernet connection (RJ45 / LAN)

Green Receiving data

Red Transmitting data

1.3.3. FRONT PANEL

The front panel, shown in thiellowingfigure, has onnectionsdescribed in the following table.

Figure3 ¢ Front Parel (Dual Port Viper S€E200 Shown)

Q' NextGen

=

-
- EOwER i BTATYS B LNE

Table2 ¢ Front Panel Connections

1
2
3
4
5

1.3.3.1.

50 Ohm TNEemale Atenna ®nnector

50 Ohm SMAemaleReceiveAntenna connector Dual-Port models only

RightanglePower Connector (1630 V DC)

10Base T AutdIDIX RA5 Ethernet LAN conngont VHF/UHF modelsor

1
1
DE9F R232 ports one (1) kbeled Setupone (1) labeled COM 2
1
1

10/100 Base T/Tx AutbIDIXRJ345 Ethernet LANamnectiont 220/900 MHz models

Ethernet LAN Port

The Ethernet LAN port is an-B&receptecle with a 10 Base T (or 100 Base T/TxX2&f MHz and 290 —
MHz models) Ethernet connon ard Auto-MDIX. Rfer to the follaving table for pirout descriptions

and Sectiord.4.6to configure the LAN settings for this port. LAMN
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Table3 ¢ Pinout for IEEEB02.3 RH#5 Reeptacle @ntacts
™R
XN O
RP®
SPRE
SPARE
RANNW
SPARE
SFPARE
SHELL Shield

0 N o o B~ W N P

M Thename shows the defaultihction. Given the AuteMDIX capability
of the Ehernet transceiverIx and Rx functions ctdibe svapped

1.3.3.2. SETURINd COM Ports

TheSETUP and COM serial connectionsdDdt®F RS32 ports. Refer to the

following table for pirout descriptions and Section314 for control line @E@ @E@
cOom

configurations of DCD, DJIRTS, and CTS control lines. SETUP

Serial pot consideations:

1 ViperSETUP and COM ports are Data Communication EquipBD€R)(devices.
1 In general equipmentconnected to the Viper serial ports is Data TermiBgupment (DTERaNd a straighthrough
cable § recommended.

Note:If a DCE device is auected tothe Viper seial ports, a nubmodem cable or adapter is required.

Table 4 ¢ Pin-Out for DCE SETUP and COM Port, 9 Contad& D&nrector

Signal Name Signal Direction _

SHUP / COM port

Pin-Out _ Data @rrier Detect(DCDY) DTE+ DCE

) 2 Receive Data (RxD) DTE+ DCE

3 Transmit Data (TxD) DTHHDCE

— 4 Daa Terminal Ready (DTR) DTHHDCE
Contact Numbeing 5  Signal Ground (GND) DTEp DCE
6 Data Set Ready (D$R) DTE+ DCE

7 Ready To Send (R{S) DTHHDCE

8 Clearto Send (CTSY DTE+ DCE

9 Ring Indicator (RP) DTEp DCE

@ programmable @ Alwaysassrted @) Future use
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1.3.3.3. Power Connector

B
w
-

®
o
o
S

Viper is supplied with a rigkingle power connector (:80 V DC). The following table shows the -
pin-out of the power conector.

gl
X+

Table 5 ¢ Pin-Out of the Power Connector

Power Connecto Contact Description
Pin-Out number

(Left to Right)

4 Fan Power Output (5V)

3 Black  Ground

2 Red Positive (1€80) VDC

1 White Enable to Power Manageentt See

Note
9 Powerg Viper is awake.
1 No Power Vipe is asleep.

SeeAppendix Bor detailed voltage and current requirements.

Note: The white Enable line must be tied to the red positive lead of the eotan for theViper topower up and
function.

WARNING ¢ EXPLOSION HAZARDD not discanect unless power has been removed or the area is
known to be northazardous.

1.3.3.4. Antenna Connector

Standard Viper SC+ models hav@ahm TNC female antenna connectdrhis connei@on functions for

both transmit and receie.
ANT

Warning: SeeSekcting Antenna andLightning Arrestorcombnationsfor information about types of lightning
arrestors to not use and good design pra@ito use wha selectig a lightning arrestor for use Vth an antenna.

Dual port models fature a 50-ohm TNC female antenna connector functioning for transmit (only) ab@-a
ohm SMA female antenna connector functioning for receive (only). The separa®esgntennaconnectoris
ideal for applications thataguire additional receive filteringexternal PA(s) and other options.

Warning: The transmit antenna port must not be connected directly to the receive antenna port of the Dual Por
Viper SC+Excessivpower into the receive antennaqrt will damage the radio. Input paer to the receiver should
not exceed 17 dBm (50 mW).

To reduce potential interference, the antenna type and its gain should be chosen to ensure the effectivedsotrop
radiated pwer (EIRPis not more than required f@uccessful communication.

WARNING; EXPLOSION HAZARIDo not disconnect unless power has been removed or the area is
known to be northazardous.
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WARNING; EXPLOSION HAZARBubstitution of conponents may inpair suitability for Class |,
Division 2.The unit must be powered with a kied dass 2 or LPS power supply or equivalent.

Viper SCi is available in various models. Each is available with a range of fedtitsesnd acessoriesRefer to the
following table fo productavailability and part nutmersfor ordering Refer to tableshat follow for Viper SC+
accessories and famtenna options and kits.

1.4.1. VIPER SC+ RADIO

The following tablslist Viper SC+adiosandkit part numbesrs.

NOTE: Obsolete models have been removed fromtalies butare still supported thoughthis manual.

Table 6 ¢ Viper SC+ Radio and Kit Part Nunbe

Viper SCH00 Series 136- 174 MHz

Viodel Number | Frequency Range

1405018502
1405018503
1405118502
1405318502
1405318503
2505018500
2505018510

136-174 MHz
136-174 MHz
136-174 MHz
136-174 MHz
136-174 MHz
136-174 MHz
136-174 MHz

Viper SC200 Series 215- 240 MHz

Viodel Namber | Frequency Range

1405028504
1405028505
1405128504
1405328504
140-5328-505
2505028502
2505028512

215-240 MHz
215-240 MHz
215-240 MHz
215-240 MHz
215-240 MHz
215-240 MHz
215-240 MHz

Viper SC+ 13674 MHz 6.250 kHBW

ViperSC+ 13874 MHz 6.2550 kHZBW 2RP

Viper SC6td BS136-174 MHz 6.250 kHz BW

Viper SCRdnt.BS136-174 MHz 6.250 kHz BW

Viper SCRdnt.BS136-174 MHz @550 kHz BV2RFP
Vipersé13emTtn all 5S@Spers)ISNDA YAl

ViperSC+ 13Tt n al |

5S@Spers)ISNDa YA

Viper SC215-240 MHz 6.25100 kHzBW

Viper SC+215-240 MHZ6.25-100 kHZBW2RFP

Viper £+5Std.BS215-240 MHz6.25100 kHz BW

Viper SCRdnt.BS215-240 MHz6.25100 kHz BV

Viper SC-Rdnt.BS215-240 MHz5.25100 kHz BW2RFP

Viper SC215240 MHA S @S € Kit (S \Nidara)

Viper SC215240 MH5 S @St 2 LISNIsi YA (G 60 =

Key to albreviatiors: BW = bandwidth, BS = BasetiSita Std. = standard, Rdnt. = retilant, 2RFP = Dual RF Port.
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Viper SCH#00 Series Range 3

Miodel Number | Frequarcy Range

140-5048-302 406.1- 470MHz Viper SC#4061-470 MHz 6.2550 kHZBW

140-5048-303 406.1- 470 MHz Viper SC406.1-470MHz6.2550 kHZBBW2RFP

140-5148-302 406.1-470 MHz Viper SC6td.BS406.1:470MHz 6.2550 kHz BW

140-5348-302 406.1- 470 MHz Viper SCRdnt.BS406.1-470MHz 6.2550 kHz BW

140-5348-303 406.1- 470MHz Viper S& Rdnt.BS406.1-470MHz 6.2550 kHz BV2RFP

250-5048-300 406.1- 470 MHz Viper SC+406.1470a 1 T 5SS @St 2 LISND& YA G 61
250-5048-310 406.1- 470 MH Viper SC406.1470a | T 5SS @St 2 LISND& YA G 6«

Viper SCH00 Series Range 5

Model Number | Fregtency Range

1405048502 450-512 MHz Viper SC+ 45812 MHz 6.250 kHz BW

1405048503 450-512 MHz Viper SC+ 45812 MHz 6.250 kHz BW RFP

140-5148-502 450-512 MHz Viper SC6td.BS 456512 MHz 6.250 kHz BW

140-5348-502 450-512 MHz Viper £+Rdnt.BS 45612 MHz 6.250kHz BW

140-5348-505 450-512 MHz Viper SC+Rdnt.BS 45612 MHz 6.250 kHz BW 2RFP
250-5048-500 450-512 MH ViperSC+45p mu al 1l 5S8@St 2LISNDRa YA
250-5048-510 450-512 MHz Viper SC450512 MHz 8 @ S f 2Kit)3 Nifeds)

Key to abbreviations: BW = bandwidth, BS = Base St&tdn= stadard, Rdnt = redundant, 2RFP = Dual RE.Po
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EN 300 11ETSICompliantand AS NZCompliantModels
Table7 ¢ Viper SCEN 300 11ETSI Compliant and AS/NZ Compli&edio and Kit Part Numbers

Viper SC400 Series 142¢ 174 MHz

Vel Number | Frequency Range

1405018600 142-174 MHz Viper SC+42-174 MHz 12.525 kHz BW ETSI AS/NZ

1405018601 142-174MHz Viper SC+ 4174 MHz 12.25 kHz BW ETSI/NZ 2RFP
1405118600 142-174 MHz Viper SC&d. BS 18-174 MHz 1%-25 kHz BV ETSI AS/NZ
1405118601 142-174 MHz Viper SC6td BS 136 74MHz 12.5-25 kHz BW ETSI AS/NZ 2RFP
1405318600 142-174 MHz Viper SC+ RdnBS 14274 MHz 12.825 kHz BW ETSI AS/NZ
1405318601 142-174 MHz Viper SC+ Rdnt. B82-174 MHZz12.525 kH BW ETSI AS/NZ 2RFP

Viper SCH400 Series Range 3

Vol Number | Frequency Range

1405048400 406.1-470MHz Viper SC+@6.1-470MHz 12.525 kHz BW ETSI AS/NZ

140-5048401 406.1-470 MHz Viper SC#406.1:470 MHZz12.525 kHz BW ETAE/NZ 2RF
1405148400 406.1-470 MHz Viper SC+ Std. B96.1:470 MHz125-25 kHz BW ETSI AS/NZ
1405148401 406.1-470 MHz Viper SC+ Std. B86.1:470 MHZz12.525 kHz BW ETSI AS/NZ 2RFP
1405348400 406.1-470 MHz Viper SC+ Rdnt. B86.1-470 MHz12.5-25 kkz BW ETSI AS/NZ
1405348401 406.1-470 MHz Viper SC+ Rdnt. B86.1-470 MHz12.525 kHz BW ETSI AS/NZ 2RFF

Viper SCH400 Seies, Range 5

Model Number Frequency Range Descrption

1405048600 450-512 MHz Viper SC+ 45812 MHz 2.5-25 kHz BWETS| AS/R|

1405048601 450-512 MHz Viper SC+ 45612 MHz 12.825 kHz BWETS AS/NZ 2RFP
1405148600 450-512 MHz Viper SC+ Std. BS 4502 MHz 15-25 kHz BW ETSI AS/NZ
1405148601 450-512 MHz Viper SC+ Std. BS 4502 MHz 12.25kHz BW ETSBEANZ 2RFP
1405348600 450-512 MHz Viper SC+ Rdnt. BS 4502 MHz 12.25kHz BW ETSI AS/NZ
1405348601 450-512 MHz Viper SC+ RdnBS 45612 MHZz12.525 kHz BW ETSI AS/NZ 2RFP

Key to abbreviations: BW = bandwidth, BS = Base St&idn;= Standa, Rdnt.= Redundant, 2RFP = Dual RF.Port

1.4.2. FAN KIBANDCABLE

The followirg tables list standardan kits and cableavailablefor use with the Viper G#.

Table8 ¢ Viper SC+ Fan Kits

PartNumber
Fan Ki Viper SC+;actory hstalled 1505008001
Fan KitViper SC+, Field Installed 150-5008-002
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Table9 ¢ Viper SC# PowerCable

PartNumber

Power Cable, VipesC+

Table10¢ Goaxial Adaper Cables

Lengih PartNumbe

18 inches
48 inches
72 inches
18 inches

TNCGMale to NMale
TNCGMale to NMale
TNCGMale to NMale
TNCGMale to NFemale

1.5. COMPONKTS

RG400
RG400
RG400
RG400

8975008010

140-5018502
1405018503
2505018502
1405118502

1.5.1. BASIQNIT

The following items are itaded with the Viper SC+ basic unit

Viper SC+ IP Router

60 in. Cat 5 E#trnet Cable

Power Cable
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1.5.2. TWO ANDTHRERPIEE KIT ADDIDINAL ITEMS

The follawving items are included with twand three-piece Viper S&t Developer Kits.

SMA Male to BNC Female ‘a‘ﬁ
Connector ‘
SMAFemale to BNC Male @'»
Connector /
TNC Male to BNC Felaa é«t
Connector

Mini Circuits 5 W 20 dB "-
Attenuator

Hex Rubber Duck Antenna
(VHF, UHF, or 900 MHz)

120 VAC td.3.8 VDC
4 A Paver Supply
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2. NETWORK ARCHITECTURE AND SYSTEMIRIGANN

This setion discisses netwak architecture, basic network types, imfacing modems iad DTE, data protocols for
efficient channel operation, as well as providing tips for selecimgppropriate site, antenna selection, and reducing
the chance of hanful interference.

In a radio system, only one radibould transmitat atime. If two radios transmit at the same time to another radio, RF
collisons occur. Coblions will slow data traffic anthay corrupt data. Most SCADA netwohesre a devde that is
configureR G2 065 G KS WL fspohgbility oftisiadilisyMiaster th dontral RffafficksS RABIlisions

do not occur.

Viper has RF collisi@voidance technology (checks the air wave for a carrier before tratisg) and Ehernet CMA
(Carrer Sense Multiple Access). CSMA is anrB#teollision asidance mechanism technology built into to all
Ethernet connections. Howevehese technologis must still be supplemented lige HMI/PLC polling master to
optimizeRF data tréfc.

SomeHMI/PLC Ehernet applications may depend solely Bthernet CSMA toontrol the flow of messages to avoid RF
collisions in a Viper data network. This may flood nlkeévork with multiple polling messages, making it difficult for the
RTUs to acqué the airvave to transmit their reply messages. This will sathe RTUs to capete for airtime and a
dominant RTU may be created.

While the dominant RTU/radio is transniity, the other RTUs will sendetin reply messages to their connect¥iper
SG-. Viper SG will buffer reply messages because the dominant RTtllérés transmitthg (carrier is present). A Viper
SG will buffer (while a carrier is present) a reply messaggl itrcan capture the airwave (carrier absent) to transmit.
There cold be five orsix RTU/dios ina small system (or 10 or 20 in a largetsgy, which coulde trying to capture
the airwaves to transmit. The RTUs will not respond in the order theg welted but will respond wherhey are ready
and have captured the avaves. The dminant RU is creded because it happens to reply at jusethight time andbe
in the right order in the pollig sequence.

A common method for a polling master to manadetraffic is for the HMI/PLC polling master to poll one remote at a

time. The nexpolling message isot sent until the current message has fee O 2 Y LI Saf)SrRas dined auy/

This prevents more than one outstanding polling message. Ladder logi@aprs typically refer to theseapameters as

(KS YSaal 35 NNRAFRS AHIRF FAENNE: G a4 LI NI Y5 § S Nbrhgerdzdeaut OF y o
values, if required.

Because the Viper $€Canuse two completely different and separate SCAIDMng protocols, it is important to have
interaction between thewo protocds. The Viper S&an sewl out an Ethernet TCP/IP polling messagéan RS232

pollingmessage, which may or may not be generated by the same HMIN&x85en RFecommends the usr

program the polling sequenda each protocol with log that interacts wik 1 K S 2 (i K SSNEYAS éLINRYIR G29t NI\
bits. The Etheret polling protocol would rot be allowed to send a message until the current Ethernet message is either
G52y Sé 2NJ YR NINRSI LINEDA 2dza w{ & & NINPNEIEdEa ST RILE p&likgl KSNJ a5 2
protocd would also have a similar logic.
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2.1.1. POINI-TO-POINT NEWORK

A point-to-point network is the simplst type ofnetwork andmay be used for connecting a pairPCs, a host
computer and a taminal, a SCADA pollingaster andone remote, or a wide variety of dier networking applications.

Figue 4 ¢ Point-to-Point Network

2.1.2. POINFTTOMULTIPOINT NETWORK

A Pointto-Multipoint network is acommon network
type

Viper 2
(Remote Device)

(Polling Master)

used in SCADA and other polling syss. The Mder Pollirg station communicatewith any number of remotes and
cortrolsthe network byissuirg polls and waiting for remote responses. Individual PLC/RTU remotes manage
addressing and spond when their individual addsses are queried. PLCIRTnit addesses are raintained in a
scanningdist stored in the host programranader terminal device athe SCADA host site. Communications equipment
is transparent and does not interact with spgcremotes; all data is coupled to the host on a sirtgta line(such a
network is commonly used i synchronous radio modems andyachronous radio mocems).

Figure5 ¢ Pointto-Multipoint Network

Remote 1

Polling Master

Remote 2 )
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2.1.3. REPORT BY EXCEPTION GDRATION

In a true Report by Exctpn configuration, theeemotes £nddata to the master only when aavent or exception has
occurred n the remote. However, mosReport by Exception systems have a master/remote polling component. The
master polls the remtes once every hour or haliour to ensure there is stih validcommunicationpath. In a Report

by Exception configuration, there witot be amastercontrolling RF traffic and RF collisions will often occur.

Viper has several collision avoidance featito help minimize collisionsAMLIS NJ A & € di LO2EIAEDeBWENI R A 2
check the RF traffion the receive channel before tnamitting. If there is no R traffic present (no carrier present) it

will transmit. If there is RF traffic (carrier pess) the Viper SEwill buffer the data. Viper will transinthe buffered

data when there is no RF trif present.

2.1.4. EXTENDING THE COVGRAREAWITH A RELAY POINT

A Viper can be configured as a Relay P@ee the following figure)Relay Points provide@e and forward repeating
of necessary information fronone covergearea to tte next. In Bridge modall traffic is forwarded. In Roat mode,
only Broadcast P&ets and address specific packets are forwarded. There may be multiple Relay Points to extend
coverage over seeral hops.

Note: Multiple relay pointsn a singt network mayslow the flow of dataraffic.

Serial data is always isteout as a broadcast mesgge. A broadcast message cannot take advantage of IP routing mode
so it must use relay point® move from one RF coverage ateanother. However, itnay be pasble to corigure

the Viper SC+osthat it may be able to take admtage of the router mode fature and collision avoidance features of
the router mode.

An option b configurethe ViperSC+ asa relay pant isin the firststep of the Viper Sap Wizardor later inthe RF
Network tab ofthe RF Network Settings padestructionsfor completingthe Viper Setup Wizard arfdr configuration
options in the VipeWeb Interfaceabbedpages argrovided later in this User Manla

Figure6 ¢ Extendng coverage areas byaofiguring the Viper SC+ as a rglpoint

Viper (1)

Viper (2)
Relay Point
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All Ethernet capable devices, or hosts, have at least one IP address and a subnet ngasH &8l The IRaddress
identifies a specifidevice,and thesubnet mask tdéls the device whiclother IP addresses it can direcdgmmnunicate
with. When aly host needs to communicate with another device thataswithin the same local area networkwill
first send the data packebtthe gateway or roter. The gteway or rouer will forward thepacket to the desired
location.Oftena packet will pass thragh several gateways or routers to get todesstination

The Viper SC+ has two different modé®peration:
1 Bridge Modec Bridge mode i$or quicksetup of units all on the same network.
1 Route Modet Router mode igor advarced netwaks.

Bothmodes areexplained in the sections that follow.

2.1.5. BRIDGE MODE

Bridge mode is the simplest configuratiorr &l Viper networks. Viper may lm@nfigurel for bridge node onlywhen
all devices are located dhe same LocahreaNetwork (LAN). Thus llaunits in the netvork can communicate directly
with all other units in the network.

Each Viper has only one IPdegss assigned tih and the subneémask ighe same for @ery Vipe in the network.
Bridge commurtations does at require each Viper to haw a unique IP addss, but it is highly recommended and
necessary for remote programming of the radio.

Every Vipeships from the factory with the dault Ethenet IP addres of 192168.205.1 and a subnet mask of
255.255.255.0The default subnet of the \fier consists of ad@ésses from 192.168.205.0 to 192.168.205.255. The first
and last IP address of each subnet gereed, no matterwhat the subnesize isThe first IP adiress irnthe subnet is

the Network IDThe last IP addsss n thesubnet is the Bradcast Address.

Bridge Mode Example 1

This ekample illustrates a sample Viper network. The subnet consists ofitless#s ranging from 192.168.2050
192.18.206.255. Thesubnet mask is 255.255.255.0. Thigbné is sometimesndicatedas 192.168.205.24 since the
subnetmask 255.255.255.0 contains 24 ortéslowed by8 zerod when converted to binary.

9 The first @dress 192.168.206is reserveddr the Netvork ID.
9 The st address 192.168.205.255 is resed/for the broadcat address
9 There are 254 \al IP addresses #t may be assigned to hosts on the network.

Ethernet Subnet Mask 255.255.255.0
Network ID 192.168.205.0
Broadcast Address 192.168205.255

Viper #1 192.168.205.124 Viper #2 192.168.205.2/24
PLC/RTU#1  192.168.205.10/24 PLCRTU #2 192.168.205.20/24
Computer #1  192.168205100/24

Viper #3 192.168.205.3/24 Viper #4 192.18.205.4/24
PLC/RTU#3  192.168.205.30/24 PLC/RT@#4 192.168.20510/24
X Viper #10Q 192168.205253/24

PLC/RTU #D: 192.168.26.254/24
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Figue 7 ¢ Bridge Mode Exaple 1
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Ethernet Subnet Mask: 255.255.255.0
Network ID: 192.168.205.0
Broadcast Address: 192.168.205.255

Bridge Mode Example 2

The subnet for this Viper network is comprisedieliceswith IP addresses ranging from 172.20.tb 17220.2%.255.
Thesubnetmask is 255.255.0.0. The shortfthnotation is 17220.01/16 since the sbnet mask 255.255.0 contains
16 oneg(followed by16 zeroywhen converted to binary.

1 The first address 172.20@isreserved for he Network ID.
9 The last ddress 172.20.85.255 s reserved for the broadcast adtbs.
9 There ae 65534 vdid IP addressesvailable to be asghed to hosts on the network.

Ethernet Subnet Mask255.255.255.0
Network ID 172.20.0.0
BroadcastAddress 172.20.255.255

Viper #1  172.20.01/16 PLC/RTU #1 172.20.255.1/16
Viper #2  172.20.02/16 PLC/RT@#2 172.20.255.2/16
Viper #3  172.20.0.3/16 PLC/RTU #3 172.20.255.3/16

X X

Viper #105 172.2.0.015/16 PLC/RTU #250172.20.255.250/16

Computer #1  172.20.138.1/16
X
Conputer #500 17220.255.254 16

ViperSC# IPRouer for Licensed SpectruRN001-5008000Rev H | Pagel5



8 ¢ Bridge ModeExample 2

\ PLC 3
172.20.255.3

PLC 2 jﬁﬁﬁ
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Viper 2 m 172.20.0.3

172.20.0.2

s PLC 100

172.20.255.100
. —t
L] = 4
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PLC 4 .
172.20.255.4  |0[S it

Viper 4
172.20.0.4

Ethernet Subnet Mask: 255.255.0.0
Network ID: 172.20.0.0
Broadcast Address: 172.20.255.255

2.1.6. ROUTR MOLE

Router mode allers greater networlconfiguration flexibility, allows the use of a variety of protocalsgadds RF
diagnosticzapablity to Viper networks. Rignosticscan beretrievedthrough the Ethernet port of the VipeMore
information aboutViper RF diagnoisss is provided isection4.6

Router mode requas thesetup of EthernetP andSerial IRiddreses and isecommended only for users who have
IT/Network suppat readilyavailable to themand/or the authorzation required to make changé@so the network.

In Router mode, each Viper uses two IP addsss

9 AnEthernet IP Address
1 AnRHP Addres

Evey Viper idactory configured with a default Etieet IP Addres192168205.1 and a uniqu&F IP address. BHRF
IP address will have the form 10.x.y.z where x, y, and z is based on the last 6 digitszyf Mgih&riet MAC addrss.
The defaultnetwork is 10.00.0/8.

In Router mode, each Viper musave its Etharet IP Addess on a uniqueetwork and all Vipes must have their RF IP
addresses on the same network. For consistent and reliable communictt®@RMetwork addresses shoulibt
overlap orcontain ary of the IP Addresses in the Ethernedtwork.

RouterMode Exanple 1

In this exarple, each Viper hagn Ethernet IP address on a unique network. For Vipers #1, #2, and #3, each network
connected tatheir localEthernet portshas 54 valid P addesses thatmay beassigned to other host3he néwork
connectal to Viper#4Q local Etherat port has 65534 alid IP addresses.

Note 1 All Viper§RF IP addresses are on the same network. Because theyiagetiis10.0.0.0/8 network, alVipers
mayuse he defaultRF IRiddress programmed by the factor

Note 2 Allthe Mper Bhernet IP addreses are on differennetworks.

Note 3 Computers, PLCs, RTUSs, or other Ethernet capable devices canrneetedto each VipeNdibaal Ethernet
interface.That device must g set withan IP address on the same netik@s the Ehernet interface of the
Viperit relates ta
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Ethenet Subnet Mask Varies from Viper to Viper.
RF Subnet Mask is the same for all units: 255.@@&0ce 8 shown for alRF IP Ad@sses8 mes @4 zeros) binary
HMI/PLC/RTU Default Gatewagipts to the Mper that the HMI/PLC/RTU é®nnected to.

Viper #1:  Ethernet IP Address192.168.205.1/24 RF IP Address: 10.11.12.25/8
PLGHL: 192.168.205.2/24 Defaudt Gateway: 192168205.1
Compter/HMI #1: 192.168.2053/24  Default Gateway: 192.168.205L

Viper#2.  Bhernet IP Address:192.168206.1/24  RF IP Adéss: 10.9.7.2518

PLC #2: 192.168.206.2/24 Default Gateway 192.168.206.1
Viper #3:  Ethernet IP Adress: 192.168.97.1/24  RF IP Adtess: 108.0.52/8

PLC 8: 192.168.207.2/24  Default Gateway: 1921682071

Camputer #3: 192.168.207.3/24 Default Gateway: 192.168.207.1

Viper #4:  Ethernet IP Address172.2151.105/16  RF IP Address: 100.1. 11/8
PLC #: 172.2151.106/16  Defaut Gaeway 172.2151.106

Figure9 ¢ Router Mode Exmple
1

PLC 2
192.168.206.2

Viper 3
Ethernet IP 192.168.207.1
RF IP 10.8.0.52

PLC 3 \"T’.T -
192.168.207.2 >\ i
Ry i

Viper 2

Ethernet IP 192.168.206.1
RF IP 10.9.7.251

PLC
192.168.205.2 HMI/Computer 200
s 172.21.51. 200 — &

PLC 100
Ethernet IP 192.168.205.1 172.21.51. 100

RF IP 10.11.12.25

Viper 240
192.188.205.3 Ethernet IP 172.21.51.240
RF IP 10.0.1.11

Ethernet Subnet Mask: Varies from Viper to Viper
RF Subnet Mask for all Viper: 255.0.0.0

Router Mode Example

Each Vipehas an Ethernef addres®n a unique network.

AAAAA

Ly GKA& SEIFYLX SZ SI OK ySig2 N]porthasyly &l &idtesse thatriakb® used A LIS ND &
for the Viper,PLCs, RTUs, computers, or otkémrernet equipment that may be connected.

The subnet mask d@he RF IP addresses has been changed to ensure that the RF IP network does not overlap any of the
Bhernet networks.In this scerario, the RF IPddresses must bmanually programmed to ensur&at every Viper has
an RF IP address iretlnetwork and thaho RF IP address is used twice.

ViperSC# IPRouer for Licensed SpectruRN001-5008000Rev H | Pagel7?



Viper #&  Ethernet IP Address10.200.1.1/28 RF IP Address: 10.0.0.1/16

Viper #2  Etherret IP Addess: 10.200.1.17/28 RF IP Address  10.0.0.2/16
Viper #8:  EthernetlPAddress: 10.200.1.33/28 RF IP Address: 10.0.0.3/16
Viper#4:  Ethernet IP Address10.2001.49/28 RF IP Address: 10.0.0.4/16
X

Viper #177: Ethernet IP Addrss: 10.200.12.1/28 RFIP Adiress: 10.0.0.177/16
Viper #178: Ethenet IP Address:10.20012.17/28 RAP Adiress 100.0.17816

Viper 3
S Ethernet IP 10.200.1.33

RF IP 10.0.0.3

Figurel0¢ Router Mode Example 2

¥ Viper2
Ethernet IP 10.200.1.17
RF IP 10.0.0.2

—

Viper 1
Ethernet IP 10.200.1.1 Viper 178

I RFIP 10.0.0.1 Ethernet IP 10.200.12.17
RF IP 10.0.0.178

Viper 177
Ethernet IP 10.200.12.1
) RF IP 10.0.0.177

Viper 4
Py Ethernet P 10.200.1.49
¥ RFIP 10.0.0.4

Solarwindg Advanced Subnet Calculator (available as a free dagdrfrtomthe Solarwing websiteat
www.solarwindscom) can be uskto helpcalcuhte subnets assedin this example. The Advanced Subnedl@ulator
will calalate and display the range of hostdBdresseshat can be used, as shown in the following figure
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Figue 11 ¢ Router Mode Example Bulnet Calculations

File Edit Teols Help
Address Details I Classful Subnet Calculator CIDR Calculator | Subnet Addresses
Address Block |10.200.1.1 Al
CIDR Mask |255.255.0.0 | o [16 ~| bits
Subnet Mask [255.265255.240 = Eena s ' bl
e Subnets Details
Mask Bitz |28 | Humber of Subnets |4035 bt _ Copy
Host Bits |4 | Hosts per Subnet |14 - Subniets
Subnet Bit Mask |nnnnnnnn.nnnnnnnn.ssssssss.sssshhhh
Subnet Mask Subnet Size | Host Range Broadcast -
10.200.1.0 255.255.255.240 14 10.200.1.1 to 10.200.1.14 10.200.1.15 |_|
10.200.1.16 255255255240 14 10.200.1.17 to 10.200.1.30 10.200.1.31
10.200.1.32 14 10.200.1.33 to 10.200.1.45 10.200.1.47
10.200.1.48 255.255.255.240 14 10.200.1.49 to 10.200.1.62 10.200.1.63
10.200.1.64 255255255240 14 10.200.1.65 to 10.200.1.78 10.2001.79
10.200.1.80 255.255.255.240 14 10.200.1.81 to 10.200.1.94 10.200.1.85
10.200.1.96 255255255240 14 10.200.1.97 to 10.200.1.110 10.200.1.111
10.200.1.112 14 10.200.1.113 to 10.200.1.126 10.200.1.127
10.200.1.128 255255255240 14 10.200.1.125 to 10.200.1.142 10.200.1.143
10.200.1.144 255.255.255.240 14 10.200.1.145 to 10.200.1.158 10.200.1.158
10.200.1.160 255255255240 14 10.200.1.161 to 10.200.1.174 10.200.1.175
10.200.1.178 255.255.255.240 14 10.200.1.177 to 10.200.1.150 10.200.1.181 i
4 1 | »
NextGen RRas aveloped a ViperRlzl S DSY SNF 02NJ 0 +twDO | LILIX AOIF GA2Y
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then the renote IP addresses tollow in thatsequence.

ViperSC# IPRouer for Licensed SpectruRN001-5008000Rev.H | Page19

i KI

aKI



The VRG applit@an canbe downloaded fromNextGen RFContactNextGen RHechnicaSupport to obtain the VRG
applicationand instructions for its use

2.1.8. MULTISPEED NETWORKING

Whenusing theViper SCwith a Viper SCrulti-speedbase staibn, itis possiblé¢o configure the netverk for

multispeed operation. With the kse station enabledsthe rate controller the remote devie becomes aate follower.
The rate controller (base stian) can ke confgured to talkat different overthe-air daa rates for each renote Viper.

This albwsthe user to uniquely control the dateate for each RFrlk in the system using the Base Station configuration
interface web pages. The user can progmariinks wth strong signal strength to commurdte at fastdata rates and
RFinks with low signastrength can be programmed to communieat morerobust, $ower data rates. Even if data
rates vary from Viper to Viper, every Viper in the network musptogrammed for the same bandwdth.

An option to configurgéhe Viper SC+ for mitispeed networkingsin the first step of the Viper Setup Mard or later in
the RF Network tab of the RF Network Settings page. Instructions for completing the Viper Setopawd or
configuration ogtions in the VipeiWeb Interface tabled pages ar@rovided later in this UserManual.

Figurel3¢ Viper £+ Base Station with remote Vipers configured with different OTA data rates

Viper MultiSpeed W33y ' Viper SC+

Base Station % - B LIM"

¥

o SCADA
Istribution Automation
AMI Backhau!

2.2. UNDERSTANDINGFPATH REQUREMENTS

Ralio waves ae propagated when electricahergy produced bya radio transmittelis converted into magnetic energy
by anantenna. Magnetic vaves travel through space. The receiving antenna intercepts a very small amount of this
magneticenergy andconvertsit back into electrical enesgthat is anplified by the raib receier. Theindicator of
strength of signa¢nergy receied by the receiveis called the Received Signal Strength Indication (RSSI) and is
expressed in dBm.
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A radio modenrequires nminimumamaount of receved RF signal to operate iahlyand provide dequate data
throughput. TheA & (G KS NI R A 2vityNidbS oSt ka@eSspdotaum gedhiitard willxdefine or limit the amount of
signal that can b&ansmitted,and it wil be noted in the FEC license. This is the dffiwe isotric radiated power
(EIRP). Transmittgabwer decays with distance and other fears as it moves asy from the transmitting antenna.
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2.3. SITE SELECTION AND SITE SURVEY

2.3.1. SITE SELECTION

For a successfutstallation, caeful thought nmust be given to selecting éhsite for each rath. These requiremas can
be quickly determined in most cas. Suitable siteshould provide the following.

1 Protection from direct weather exposure.

1 A source of adequate andadile primary power.

1 Suitable entrances for antemninterfa@, orother cabling

9 Antenna locatiorwith an wnobstructed transmission path tall remote radiosn the system.

2.3.2. SITE SURVEY

A Site Survey is an RF propagation study of the RF path between itws ggdbetween ane point and mdtiple points.
UHF radio sigalstravel primarly by line of sighindobstructions between the sending amdceiving stationsvill

affect system performance. Signal propagation is also affected by attenuation from obstissich & terrain,

foliage, or buildings in theransmissbn pah. A Site Swey is recommendeébr mostprojects to determine the optimia
RF paths for eadimk. This is especially true when more than one RF coverage area is required. A Site Survey will
determinethe best unit locatian for the Relay Points.

Very Important! Before youdeploy yoursystem,you must read and understand this section.

RF engineers and installers have seen many types if irsgtalations ove the years, and they knovihére are cetain
details that nust not be overlo&ed & anyinstallation. Most radio inst#ations contain sme form of lightning
protection. However, the wrong combination of antenna and lightning arresinrceeatehigh \oltage transiers on
i KS NJ RA 2 havihgydev&tatf Impacig dwlheife and rdiability of moderndayradio equipment.

2.4.1. LIGHTNIS ARRESTOR OVERVIEW

Lightning arrestors can take many forms. But some of the most common liglamegjorsuse gas dicharge tubes
that turn on when the volageacross their teminals exceeds #hspeified threshold. Under normal condons, these
devices haveextremely higimpedance and no current flows through the device. When the turn on voltagsibid
is exeeded, thegas dscharge tube turns on instantaoesly and becomes short.

This tinctionalty works well to limit the magitude of a transiehfrom a nearby lightning discharge. However, it can
haveextremely negativeonsequences if a gassdnargelightningarrestor 5 used with the wong antenna.
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2.4.2. ANTENNAOVERVIEW

Antennas an comein just about ay skape or size. Howevethere is one paramter that the system designer should
not overlook, especially if the radio installation uges disbarge tube ightning arrestos. The parameter is thBC
groundng of the active element in thantenna.

A DC grounded antenna will meas) ohms from thective element to ground when tested with ahmmeter. One
way to test this is to connect éohmmeter from the center conductor to ground of theFRcdle that isattached
directly to the antema. This will read as a short for a DC groled antenna, and aan open for anon-DCgrounded
antenna. Note: Some antenna datasheets are misleading ahdhdicat the antennais DC groundeddowever, the
datashest may be réerringto the body of the arenna and not necessarily the active elemefor this reasontis best
to measure the antenna you plan to use to verify the active element is DC grdunde

2.4.3. THE WRNG COMBINATION

The combination of a DC opentanna and a D®lockedgas discharge tube lgning arrestor creates a situation

where sttic charge can bld up slowly on the active element of the antenna. Static charge can be created by wind
blowing acrosthe antenna, precipitationhitting the active ekment, or oher emironmental causes. Asatic charge

0dzA f RA dzLJ 2y va éetent, gvar efigd-ofminutés Orleven hours, the DC blocking capacitor inside the
lightning arrestor isharged.

Hgure 14 ¢ Voltage huildup due to satic

Static charge slowly builds up on  The voltage on the radio’s antenna
antenna and lightning arrestor. port is held at 0 V.

DC Open Antenna
DC blocking ca ;
600 V Vi g cap Radio
¥ BPF  Switch

600V| [0V ov_—
/i Transmitter

ik
Static Bleed

Gas Tube/ /J7 DC Blocking Off Resistor
(Open) Lightning Arrestor

Receiver

When the voltage excas 600V (the breakdown voltage forE5H0LNseries PolyPhasershe gas discharge tube turns
on and the antenna side of the DC blocking capacitor is idmtely puled from 600Vto OV. Sincehe lighting

I NNXBs&apachtias chaged to 600V, that chaemust dissipate through the radio. As tlapacitor dischargs, a
large negative transient is created on the antenna port of the radio. Positive traasian ado be ceated if the static
charge buildup otthe antenna has negaive polarity.
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Figurel5¢ Voltage transieit immediately after the gas tube turns on

The voltage across a capacitor cannot change instantaneously.

When the gas tube turns on, the Thus, when one side is pulled from 600 V to 0 V, the other side
voltage on the antenna drops to 0 V  is pulled form 0 V to -600 V momentarily maintaining the 600 V
almost simultaneously. charge across the capacitor. This causes a voltage spike on the

antenna port of the radio.
DC Open Antenna

:; DC blocking cap Radio
ov
¥ BPF  Switch
oV]| |-600V -600 V
/L] /i Transmitter
Static Bleed Receiver
Gas Tube/ DC Blocking Off Resistor
(Short) /77 Lightning Arrestor

During testing, transients were measured on the antenna poNexXtGen RB Viper at vdtage levels upo +/-280V.
These voltag transents oten have high frequenagontent that can easily pass through anlgdring in the rado and
damage components in the transmitter and receiver circuitry.

2.4.4. GOOD DESIGN PRACHS

There are two relatively easy ways to avoid creating latgansients dueto static buildup on an antersand the
subsequent firing of the gas disaige tube in the fjhtning arrestor. Following either toth recommendationdelow
will eliminate thispotential prablem.

1.Useantennas with a DC grunded active elemet. Antennas caeasily be tested, bysingan chm meter, to
measure the resistance frobhe center conductoto the ground of the RF cable that is directly attached to the
antenna. Th@ehmmetershould indcate a shat. (Some antenna designs, such as éddlipole or féded dipole Yagi
antenras, nherently have a DC ground on the active elerhdue to the natureof the antenna design.)

2.Use a lightning arrestor that does not have a gashtirg tube. PolyPlase®makesseverd DCblocked Ightning
arrestorsthat have annductor to ground instad ofa gagube. These lightning arrestors will nallow the static ©
build up on the antenna, and there is no gas tube that can trigger caadhagsiert into the antenna pat of the
radio. The following lightnim arrestors, maufactured by PolyPhasehave inductors to ground instead of gas tubes:

a.PdyPhaser®art Numter: VHF50HN Frequency Range: 100M&I2MHz, 750W
b.PolyPhaser®art Number: $XNFH-requency Rage: 700MHz- 2.7GH, 750W

Tip: Lightning arrestorghat use gasubes will normally spefy ad ¢ db\y/ + 2t G 3S¢ Ay G&l¥s RFGF &
specification in the datasheet, it is very likely that the lightning arrestor has a gabage tube. If ya are still unsure,
contact the manufacturer.
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Viper carbe used with a variety of antenna typedhe exacstyle used dependen the physical size and layoMiper
has been tested and approved with anteas faving a maximm gan of 10 dBi.

2.5.1. ANTENNA GAIN

Antenna gain is usally measuredri comparison to a dipel. Adipole acts much like the filament of a flagitit bulb: it
radiates energy in almost all directions. One bulb like this would provide veryatim lighting. Adda reflector
capable of concentrating all the engrinto a narrowangle of radiation angou have aflashlight. Within that bright
spot onthe wall, the lighimight be a thousand times greater than it would be without the reflectoe Téslting bulb
reflector comhination has a gain 01000, or 30 dB,anpared to thebulb alone. Gain cangbachevedby concentrating
the energy both verticdy and horizontallyas in the case of the flashlight and Yagi antenna. Gairalso becheved
by reducing thevertical angk of radiation, leaving the horizoaltalone. In tlis @se, the antenna Wiradiate equally in
all horizontal directions, but Witake energy thabtherwise would have gone skywards and use it to increase the
horizontalradiation.

The requied anenna inpedanceis 50 ohms. Teeduce potental radio inteference, the antenna tye ard its gan
should be chosen to ensure the effedigotropic radiatel power (EIRP) is not more than required for successful
communication.

2.5.2. TYEES ORANTENNAS

SeveraFCGapproved antennashave been testedor use with the Viper. Sinilar antenna types fom other
marufacturersmay ke equally acceptable. i¢ importanttofof 2 ¢ G KS Y ydzF I OG dzZNENR& NBO2 Y)Y
procedures and instraibns whenmountingany antenna

Tablel1 Antenna Types

Omni(Verticd Collinear) Yagi Vertical Dipole

OmniDirectional Antenna

In gereral, an omnidiredional antenna should be used at a master station and Relay Poinssalblwsequal coveage
to all the remote locations. Omndlirectional antenras ae desigred to radiate he RFsignal in a 36@egree pattern
around the antenna. St range antennasuch as folded dipoles and ground independent whips are used to eadiat
the sigral in a bd shaped patern while highgain Omni antanas, sich as a colligar antenna, compresshe RF
radiation sphee into the horizontal plane to provide relatively flatdiseshaped pattern that travels further because
more of the energy isadiaed in the hoizontal plane.
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Yagi Aitenna

At remote locations (ot used asa Réay Poin), a directioral Yai is generallyecommended to minimize interference
to and from other usrs.

Vertical Dipoles

Vertical dipoles are very often mounted in paios ©metimes grou of three orfour, to achieve even coveragand b
increase gainThe vetical collinea antenna usually cosists of several elements stacked aimve the other to
achieve similar results.

2.5.3. FEEDLINE

The choice of feedline should bereéully cansidered. Poor qualitycoaxialcables should be avoided, teey will
degrade sysem performanceor both transmissiorand reception. The cable should bepkas short as podsle to
minimize signal loss. See the following table for feedlinemenendations

Tablel2 Transmission Losgper 100 Feet)

Cable Type VHF UHF 900 MHz
LMR400 1.5dB 2.7 dB 3.9dB
MKHE | St AI 0.68 dB 1.51 dB 2.09 dB
TKYy € | StAl 0.37 dB 0.83 dB 1.18 dB
1pkyé | StA 0.22 dB 0.51dB 0.69 dB

Outsidecable connedbns slould have a weather kit apjgld to eachconrection to prevent moistire. Feedline
connectons should be routinely inspected minimize signal lasthrough the connection. A 3 dB loss in signal strength
due to cabldoss ad/or bad conmctions represnts a50% rediction in signastrength.

2.5.4. RF EXPO&RE COMPIANCE REQUIRENES

Viper SC+ radioare intended for use in the Industfi®onitoring and Catrol and SCADA
(((o))) markets. Each Viper SC+ unit must be professionaitglied and must ensire a minimum
separaion distance listed in the tde belowbetween the radiating structire and any person.
l An antenna mounted on a pole or towesthe typical inst#lation and in rare instances, a /2
RFExposure Wave whip antenna is used.

Minimum Safey Distance

(cm @maxpower) 5 dBi 10 dBi 15 dBi
132 MHz (VHF) 123cm = 219cm @ 389 cm
215 MHz (UHF) 122cm 218cm 388 cm
406.1 MHz 106 cm | 188cm | 334 cm
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Note: It is theresporsibility of the user to guargee compliancevith the FCC MPE regtilbbns when
operatingthis device in a way other thatescibed aboveThe ingaller of this equipment must ensure the
antenna is located or pointeslichthat it does ot emit an RField in exces of Health Caada limits for the
gereral population.

ViperSC+ sesa lowpower radio-frequency transmitter. The cono&ated energy froman antenna may
pose a health hazard. People should not be in frothefantenna whenthe transmitteris opeating.

The installer of thigquipment mustensurethe antenna idocated or pointed seh that it does not emit an
RF fieldn excess of Healt@anada limits for the general populatidRecommended safety guideliméorthe
human expaure to radiefrequercy elecromagnetic enegy arecontained in he Canadn Safety Codé
(available from Halth Canada), the Federal CommunicaidCommission (FCBllletin 65, and the Council
2F GKS 9dzNRLISIY ! v i2IR®99wrhe BnaYidh yf Bxpodide fyhe general
public toelectromagnetidields (0 Hz to 300 Gt} (1999/519/EC)

Anychanges or modifications not expressalgproved by the pdy responsible for complianogn the countrywhere
used) could voithe usS Nadthority to operate the equipment.

Exigences deanformité d'expositionaux Radbfréquences

SCADA. L'unité Viper-&dbit étre installée par un professioel etdoit assuer une

distance nnimalede séparation entre les soces radiantes tetoute personne. Les

distances sont indigées dans le tableau-8 S & & 2 dzalidtion typiQue Btaine antenne
Expositionaux de type fouet 1/2f 2 y 3dzSdzNJ RQ2 y RS adofigylone.t £ SS & dzNJ dzy

Radiofréquences

Distance de sécuritédninimum Gainde Antenne

((( ))) Laradio Viper SC+ estestinée a étre utilisé dans les maéshcontrbles industels et
)

(puissane cm @ max) 5 dBi 10 dB 15 dBi
132 MHz (\HF) 123cm | 219 an 389 cm
215 MHz (UHF) 123cm  219cm 389 cm
406.1 MHz 106 cm 188 cm | 334 cm

Note: Il estde la responsalbté del'utilisateurde gaantir le respetdes réglements MPE de la FCC lorsque

L2

vous utilisez ceappareil d'une facon autre que celle décritded & & dza @ [ dRiksAsiudet qud | G S dzNJ

I'antenne eststuéeou orientée de fagon a ne pasnettre un chanp RF dgassant les lifites de radiations
pour la population générale établies pdanté Canada.

La mdio Viper S€utilise un émetteir a radiofréquence a faible puissaze [ergieScgncentée d'une
anteme peutposer un risge pour la saré. On ne devraipas éte en face de'‘dntenne lorsque I'énetteur
est en marche.

Les consignes deécurité recommanées pour l'exposition humaine a I'énergie électromagnétiques de
radiofréquercessont contaues dans le @le 6 @nadiende la sécurité (dispuble auprés d&anté @nada),
la Comnissicn Communicationg-édéral (FCC) Bulletin 65 et la recoamdation du 12 Jilet 1999 sur la
limitation de lexposition du public aux champs élemnhagrétiques (de Hz a 300 GH£)999/519/CE) du
Congil de I'Unioneuropéenne.
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Aline-of-sightpath between stations is highly desir&@dnd provides thenost reliable communications link in all cases.
Aline-of-sightpath @n often be achievedy mounting @ch stdion artenna on a tower or dier elevated stucture
that raises ithighenough to cleasurrounding terrain and other obstrucins.

The requiremat for a clear transmission patfepends on the distance to be coverkyg the system. If he system isd
covera limited disance, then sora obstructionsn the transmission pdt maybe tolerable. For longefrange systems,
any obstrucion could compromis the performance of the system, or block transmission entirely.

The fgnalstrength (RS$ht the recerer mug exceel the receiver sensitity by an amont knownas the fade magin
to provide relidle operdion under various conditiong-ade margin (expssed in dB) is the maximum todble
reduction in received signal stngth,which still povides an acgptablesignal qualiy. This compesates for redued
signd strength dueto multi-path, slightantenna movement or changing atmospiteconditionsNexGen RF
recommends a 20 dB fade margin for most projettse fdlowing teble showshe RSSI versus Rabiility.

Table13RSSI Rebility
-100 dBm Approximadely 50% reliability. Fading may cadssquent data loss
-90 dBm Approximately 90% radbility. Fading will cause ocianal datloss
-80 dBm Approximately99% relability. Reasnable tolerance tanost fadirg.

Interference is possible in any radio system. However, since the Migesiged for us in a licensed sysin,
interference is less likely becaugeographidocationand existing perating frequenciesre normallyconsideredvhen
allocatirg frequencies.

Therisk of interference can be fuwer reduced through pruent systemdesign al configuration. Allow adedaie
sepmaration between frequences and radi systems. Keethe following points in mind when séing up your radio
system.

1) Systems igtalled in lightlypopulated areas are least likely to encounter interfezenwhilethose in wubanand
suburban areas amnore likely tobe affected by dter devices

2) Directional atennasshoul be used at the remotend of the link. They confine the tramission andeception
pattern to a comparatively arrow beam, which minirzes interérence toand from stationdocated ouside he
pattern.

3) Ifinterference is suspeted from anothe system, it may be helpful to userdenna polarization oppositto the
interfering syster@antennas. An additional 20 dB (or more) of attenuationrtterference can ke achieved by
using oppositeantenra polaization.

4) Check wilh yourNextGen RFsales repesentaive or NextGen RFechnicaServices for additional options. The
Technical Servicesrgup has qualified personnel teelp resolveyour RFSsues.
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3. GEITING STARTERUICK ETUP AND INITIALANFIGURTION

These istructionsallow yau to setup aViperSC1soyou will be able to verify bsic unit operation and experiment with
network designs ash configurations. @ eliminateunnecessary idruptionof traffic on the existing network while you
becone familiar with the Viper SC+, you shdulse a network IBubnetaddress that does not overlapiith subnets
currently in use in youtest area.

3.1. INSTAL THE ANTENNA

An Rx/Tx antennairequired r basic peration. Fordemo units only, connect the antengas stown in the folowing
figure to povide stable radicommuntations between demo devices.

Figureq 16 Demo Antenna Assemly

Attenuator
20 dB, 5 watt max.

= o eSO

Note: It is important to use attenuabn between all demounits in the test network to reduce thamountof signal
strength in the test avironment.

3.2. MEASUR PRIMRY PWER

Primary power for tle Viper SC+ must be within-B0 VDC iad must be capablef providing a minimum of

9 10 Wsupply for kat 1 W
9 40 W supplyfor Tx at 5 W, or
1 60 W supply foifx at1l0 W

Viper SC+ Demkits includea powe supply with sprirg terminals.Observe proper polaritwhen connecting the cables
to the power supply.The vhite wire must be connected to the red wireBar supplySee the dllowing figure.
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3.3. CONNECT THE VRPEC+ D PROGRMMING PC

Connect an Etheet cableinto the LAN pot of the Viper SC+ and plulget other end into the Ethernet port giour PC.

Figurel7 ¢ Viper SC+ cableonnectiors

Power Connector

VIPER Sc+" 4C)D

n-
_—

TNC Female
e<— Antenna Connector
BLACK - Negative H

RED - 10-30 VDC Positive
WHITE - Enable

<-5::— RJ-45 Ethernet Connector

Use Cat-5 Ethernet
cable to connect Viper to PC

Serial Ports

Note: Connect WHITE to
RED Positive Lead

Power Supply

3.4. LANCONFIGURATION

The Viper S€contains @DHCP sever which willautomaticallyassign an IP addressotyourcomputer, however in some
cass it may be necessary to change thework settings onyour computer to accept the IP address aseidj by the

Viper SC+Beore powering on the unit, confirmhat you computeNI & 9 i K S NJ/ (Btdireceize il addéss & S i
from an external DHCP sernrather thanusing astatic addressRefer to the releant operating system documentation
for detais on coniguring yourcomputer to use DHCP

3.5. LOG IN

After youhave onnected your P@® the Viper SCHyEthernet cableand poweredthe Viper SGistart you Web
browser and ented92.168.205.1in the address bai connection Login window (aiVeb Server Athentication
Window orWeb Securitywindow) like one ofthe following appeas.

Connect to 192.168.205.1 ? X Windows Securty (==

The server 192.168.205.1 at Web Server Authentication requires a username
1 and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure

Web Server Authentication connection).
User name: | ﬁ Admin v |
Password: | eERERRERRIRS | m ’Admin ]

[CJremember my password

Remember my credentials

[ ok ][ conce | [ ok [ cancal |
or

Enter ausernameand passwordThe default usernameand password th&iper SC+ ship with afgmin and
ADMINISTRATORBoth Adnin and ADMINISTRATOR are esexgstivet enterin all cajital letters) and clickOK
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All operaing parameters of the Yer S+ are set through a web interfa in your web browser once you hawgded
in. The builtin web server of the Viper SC+ mal@nfiguation possilte from any computer with network access to
the Viper. The folowing figure showthe Home page of theijger Web Interface.

Figurel8 ¢NextGen RWiper S& IP Router Web Irgrface home page

) NextGen

— RF DESIGN —

Viper SC+ IP Router e
] ] HELP HOME RESET
-

} Radio Settings Unit Identification and Status

Station Name MolMame

Model Number 140-5028-502
LAN IP Address 192 1682052
} Router LAN MAC Address (00:0A:99:80:36:03
Uptime 0:00:01:44

MNextGenRF viper_scx (HW:PCB-280-5008) (CViel:Apr 15
2021@03:59:04)

} Diagnostics Unit Status Ok

+ RF Network Settings

F Security Modem Firmware Version

N erncelM antenanee IP Forwarding Mode Bridge

Station Mode Remote

F Setup Wizard

DC Input Voltage 147V
Transceiver Temperature 36.0C

VPN Status Mot ready, vpn service disabled

Refresh | | Acknowledge Unit Status |

The fird time youlog in to the ViperSC+ if no configuration changes have beeneatadhe unit from thefactory, yai
will see a messagestructing you toChange default settos (Use th&etUp Wizard.

Note:If the computer you ar@ising has previously beesed to setup aNextGen Rrouter, you may need to delete
browser history (pecifically temporary interret files) forsome pages otte web interface to display correctly.

The Viper SC+ IP Router Web interfacdivided into tvo sections. In the I¢pane isthe main nawgation nenu. On the
right is the content area for the page

The naigation menu orthe left allows yu to navigate ¢ corfiguration pages for the Viper $®outerFor quick setup
of a few keyparameters selectSetup Wizardat the bottom of the main menuThe renainder of this chapter will take
you throughconfiguration pages othe Setup VWWzard.More advanced informaibn about parameters available for
sekection and configuration iall the tabbed pages is progied in the followiry chapter.

- To acess oline Hep for content of a specific tab in the Viper Web liitare, tick theHelplink (near the tg of the
page) wile in the tab.
- To return to theHome p@e Unit Status tab from any tab in tMéper Web Interfae, click theHomelink.

For ®me settingsa resetof the Viper is required before the setting will tagifect. These sttings ae indicatedby a
yellow alet symbol (A\).
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The first page of th Setup Wizard didpys navigation irdrmation for the wizard

Figurel9¢ Setup Wizard Welcome ahinstructions

N NextGen

— RF DESIGN —
Viper SC IP Router

» Radio Settings
L R s Welcome to the Viper quick setup Wizard.

HELP HOME RESET

Setup Wizard

* LAN Settings « You have to cover all steps from first to last and enter all mandatory parameters

« All selections must be within specified ranges

« You may go back and forward as you please using [Previous] and [Next] buttons
« No page may be left without filling mandatory parameters

» Security « You may quit the wizard at any time by clicking [Quit]

« When unsure of your modifications you may revert to last applied (known) values of
any page by clicking [Cancel]

» Device Maintenance * When you are satisfied with all current selections you must restart the station by
clicking [Reset] for changes to take effect

» Diagnostics

» Setup Wizard

Quit | Next

TheSeup Wizard conists offive (6) steps. Eachstep ispresened as ssingle page witha few simpleoptions tofill in or
select.Each of the five pges for exh stepof the SetupWizardthat follow containthe basic configuration séihgs hat
aremost requiredto selector changeto set upthe Viper SC+ IP router fgpecificfunctionality.

The steps are as folles.

Step 1: Station Name ath Mode setings: Stéion Name, IFForwardng Mode, Relay Point, Access Point, and Multi
Speed Mode

Step 2: Network IPsettings:IP Addess, twork Mask, ad Defult Gatevay.

Step 3: Radio Setup: Bandwidth, Dataca@ontrol Packet Bit Rate, Rx and fleqbencyranges ard Tx Power
Step 4: Encrypton: Enable obisable and Encryption Pass Phrase

Step 5: Setup completion and Viper reset

Instructions fa each of thes stepsare providedon thefollowing pages

Note: some settingéindicated by a yellow alert symb&) in the Viper SetuWizard, equire a eset of the \foer
before they will take effect. When you have finished with the VigetupWizard,it will be ne@ssary to resethe Viper
to restart with the new configurationettings made in the Setup Wizard.

Whenyou have read thénformation providedon the Welcone pagecarefully, clickQuitto exit or clickNextto
proceed to Sted on the following page.
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3.7.1. SETURNIZARD STEP 3TATON NAMEAND MODESETTING

The page fo&ep 1 of the Viper Setup Wizard allows ytaset the StatioName,the IP Forwading Mode, whéher
the Viper will function as a Relay Point, an Access Point, aatherhMulti-Spea Mode will be enabled.

Figue 20¢ Viper Setup Wizardtep 1

Viper Setup Wizard

For easy network maintenance, each station receives a unigue name

Station Name |Viper_Remotel

Bridge mode is recommended for very simple network topologies
Router mode covers all kinds of network topologies, simple and complex

IP Forwarding Modedl O Bridge @ Router

Relay Points are used for relaying broadcast information and for forwarding on-line diagnostics
to AP/DG. They must be carefully selected as to reduce traffic in the network

Relay Point  (JYes &) No

Access Point. This is the default gateway (WAMN access) of a Viper network. One and only
one access point may be defined for each Viper network! (Routing maode only)

Access Pointdh @ Yes ONo

Multi-Speed Mode. A single communication speed may be selected between units
(Multi-Speed disabled) or varying speeds

Multi-Speed Mode Disabled * Enabled

Note:

o
The 2 symbaol indicates that this parameter will require a "Reset’ before it takes effect.

Enter a Station Nameup toforty (40) charaatrs in lemyth. Thisshould be a nae thatis unique (different from the
names assigned to other unitsh the network.

Slect the IP Brwarding Mode. TheMode maybe set as either Bridge or Router.
- Bridge mode is recommended fsimplenetwork topologies.
- Routr mode ceers network bpologies from simple to complex.

The default IP Forwarding Mode is Bridgede.

Slea whetherthis Viper vill function as a relay pot. Relay points are used for relag broadcast information and for
forwarding online dignostics b Accesdoint or(AP)or Default Gateway(DG) Relay pointsnust beselectedcarefully
to reducetraffic in thenetwork. The defalt setting is No (not aelay point).

Select whether this Var will function as an Access PointisTis the defaulgateway(for WAN acces of aViper
network. One and only one access point may be defined for each Mibeork. The defalt setting isNo.

Slect whether multispeed mode will be enabled or disabléor the Viper routerThe default sting is Enabled.
dick Apply to save anyettings younavemade in this page and then cliblextto proceed tostep2 on the following

pace.
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3.7.2. SETUP WIZARDEP 2ZNETWORKP SETTINGS

The pagdor Step 2of the Viper Stup Wizard allows you to set the IPdrdss, Network Mak, and Déault Gatewayfor

the Vipe.

Figure21 ¢ Viper Setup Wizard Step 2

Viper Setup Wizard

If you keep the default IP address on all units on your networl, they will be accessible via
their local Ethemet port. To monitor or change configurations remotely, each unit needs
a unique IP address. This will be the address that you will point your browser to access
these pages in the future

Changing this address will not affect your application data but the address shall not be
used elsewhere in your network

Enter a unigue IP-address for the unit. If you will be administering it from a different IP
subnet, enter the Default Gateway for this network. You do not need to set a Default
Gateway if you will only be connecting to your Vipers from the same [P subnet

IP Addressih  [192.168.205.1 (default: 192.168.205.1)

Network Mask/ |255.255.255.0 {default: 255 255 255.0)

Default Gateway |0.0.0.0

Note:

i
The ii4 symbel indicates that this parameter will require a 'Reset’ before it takes effect.

Enter an IP Addres, Nework Mask andDefault Gate way fathe Viper if applicable.
- The defalt IP Address is 192.168.205.1.
- The ddault Network Mak is 255.%55.255.0.
- TheDefaultGateway is 0.0.0.0

There are several important considerations to be awafréor thesesettings inadditionto the explanation on th@age.
Each Viper should be configut with a unique IP addresdf you ae in the habit dtaking he default setings an eat
page, they will all have the same address of 192.168.20bkik Newvork Mask determires whether units are
configured to be orthe same subnet. the subnet has ®efault Gateway, its IP address shibloé entered in he field
provided. Note:Once yu have changed the IP Address and applied the setting, and after youdss/¢he Viperto
make it take &ect, you will need to eter thisnewIP address in your braser Address Bar to access the web ifaee

of the Vipe.

When fhished, clickApplyto sawe any settings you have made in this page and then Nkodto proceed to Sep 3on

the following pag.

Note: If you change théP Addressind the Viper is reseyou will need to change the IP Addrésy
Addressbar to this adiress(and enter youmusernameand passworito access this Viper.

82dz2Nd ONR g aSN
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3.7.3. SETUP WIZARDE®3: RADIO SHIP

The pagdor Step3 of the Viper tup Wizard allows you to set basic ragiarameters for the Viper. Settings Inde
the radio landwidth (in kilohertz), Dataand Cortrol Packet Bit Rater{kilobits per secongdor kbp$, Receive Frequey
and TransmitFrequency (in negahetz), and Transmit poer (in Watts).

Figure22 ¢ Viper Setup Wizard &p 3

12/(3) 415

The radio channel must be properly set up for this station to communicate with its neighbors

Viper Setup Wizard

Bandwidth [KHz] |25

Data And Control
Packet |32 %
Bit Rate [Kbps]

RX Frequency [MHz] 544000000 Range [925.000000..960.000000]

TX Frequency [MHz] |944.000000 Range [926.000000..960.000000]

TX Power [Watts] |50 Default: 5.0 Range [1.0..8.0]

Note:

P
The i symbal indicates that this parameter will require a 'Reset before it takes effect.

T)02)(3)4)(5

The radio channel must be properly set up for this station to communicate with its neighbors

Viper Setup Wizard

Bandwidth [KHz]

Data Packet Bit Rate
[Kbps]

Control Packet Bit
Rate [Kbps]

RX Frequency [MHz] |217.950000 Range [215.000000..240.000000]

TX Frequency [MHz] 219950000 Range [215.000000..240.000000]

TX Power [Watts] 1.0 Default: 5.0 Range [1.0..10.0]

Note:

A
The i symbaol indicates that this parameter will require a ‘Reset’ before it takes effect.

Defaut settingsfor this pagevary by Viper modeblnd organization that determines compliance for the country or
geographical aea in which it$ opeated. These factors ypicallydetermine available frequesy range, bandwidth, and
transmit powe. Refer b RF EgosureComplance Requirementandthe frequency rangespecified for themodel

. Selecting a frequency raagr transmit powerthat is out ofcompliance (in the

number in the

country where used) cod voidii KS  dzd SN &

F dzi K2 NA G & G2

2LISNI G S

0KS Sl dzA L]

When finished, clichpplyto save any settirgs you have madm this page and then ckd\extto proceed toSep 4 on

the following page

ViperSC# IPRouer for Licensed SpectruRN001-5008000Rev.H | Page35



3.7.4. SETUP WIZARD STEP ACE&\PTION

The pag for Step4 of the Vipe SetupWizad allows you to enable or disable encryption. When enabled, Viper uses
AE5128-bit encryption to protect your data from eavesdrgping and to prevent intruders fromhanging your
configuration. Use of emgption is optimal, but we strongly reommendit for actual networks. The encryption pass
phrase and key must be commonab units in each network.

Hgure 23 ¢ Viper Setup Wizard Step 4
Viper Setup Wizard 1.02.3(4)s

Encryptionls (O Enabled & Disabled

Viper uses AES-128-bit encryption to protect your data from eavesdropping and to prevent
intruders from changing your configuration. Use of encryption is optional but we strongly
recommend it for actual networks. The encryption phrase and key must be commeon to all units
in a given network

Encryption Pass Phrasei‘» SeNERRNGRERNES

Note:

F
The & symbol indicates that this parameter will require a "Reset’ before it takes effect.

The default setting for encryption is &ibled and \fiers ae typically shippd fromthe factory without an (or with a
blank) Encryption Pass Phrase.

When finishedclickApply to save ay setingsyou have made in this jg& and then clicklextto proceed tothe Step 5
on thefinal page of the per Setup Waard

3.7.5. SET®P WIZARD STHBEP COMRETION AND RESET

The final page, for Step 5 of the Viper Setup Wizard infomuglyat you hare completed tre Viper Setup Wizard.

Figure24 ¢ Viper Setup Wizard Step 5

Viper Setup Wizard

You have completed the Viper setup Wizard

Do not forget to restart the station by clicking Reset for the new settings to take effect!

Previous

You may use thBrevious butbn to return to previouspagesof the Seup Wizard to review configuration settings, but
some changed settingsill not take effect unlessthe Mper is reset (powered den and restarted)Click the Reseirlk
to reset the Viper router or clicRoneand then resd the Viper router

Some ssettings(indicated by a yellow alert symb_/i\,) made on earlierpages othe Vper Setp Wizad, requirea reset
of the Viper before thewvill take effect.Click Reset at thitime to reset the Viper to restartith the confguration
settings maden the Stup Wizad.

ViperSC# IPRouer for Licensed SpectruRN001-5008000Rev.H | Page36



4. VIPER SC+ WEB INTERFACE

All operating parameters of the Viper S&¢ se through a wehinterface n your web browser oncegu have logged
in. The builtin webserver of the Viper SC+ makes configion and staus maitoring possiblédrom ary computer
with network access to the Viper, either locally or remotely.

The \iper S@ IP Rater Web interce s divided into two sectias. In the left pane is the main rgation menu. On the
right is the conent area foreach mgeanddisplays he paraneter setings available for the selected menu item

Figure25 ¢ NextGen RNiper SC+ IFRouter Web Interfacénome page

M Nextien

— RF DESIGN —
Viper SC+ IP Router

HELP HOME RESET

Unit Status | RF Status | Basic Settings
> Radio Settings Unit Identification and Stats
Station Name MoMName
Model Number 140-5028-502
LAN IP Address 192.168.205.2
LAN MAC Address 00:0A:99:80:36:03

} RF Network Settings

» LAN Settings

} Serial uptime 0:00:01:44

MextGenRF viper_scx (HW:PCB-280-5008) (CViel:Apr 15
2021@03:59:04)

} Diagnostics Unit Status Ok

b Security Modem Firmware Version

IP Forwarding Mode Bridge
Station Mode Remote

} Device Maintenance

} Setup Wizard

DC Input Voltage 147V
Transceiver Temperature 36.0C

VPN Status Mot ready, vpn senvice disabled

Refresh | | Acknowledge Unit Status |

The first time you log ito the Viper SC+ if no configuratiohamgeshave beemmade to the urit from the factory, you
will see a message instructing youGbange default settings (Uslee SetUp Wizad).

Note:If the computer you are using hgseviously been used to set up\eextGen RFFouter, you may need to delet
browserhistory 6pecifcally temporarynternet files) for some pages of the web interface to display correctly.

The naigationmenu on the I& allows you to navigate to configation pages for th&/iperSC+ RouteiSettings for the
ViperSC+ are arrajed by pags. Pagetypically containseveal tabs, eactof whichcontaining status information or
configuration settingswhichare distrbuted alongthe horizontal bar that contaia the page label.

The Home page farxample, shown in the previous figuteas three tabs: Wit Satus, RF Statusnd Basic &tings.
You camavigate toeach tab by clicking the tab label. Therent tab, Unit Statgin this example, is indicated by #
tab label highlighted in blue.

- Toaccess online Helfjpr content of a spcific tabin the Mper Web Interface clik the Helplink (near the top of the
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- The Viperrouter can be reset ihecessaryby clicking the Resetlink. You will be askedd confrm that you want to
reset the router and the Viper Web Interface will bieavalable until afte the Viperpowers up.

Any time yowchange a parametén a tah you mus confirm the change by clicking tla@plicablebutton at the
bottom of the web pajetab.

The Home page of the Viper Web Interface contains three tab$:Steaiis, RF Stas, ard Bast Setings.

4.1.1. UNIT STATUS

The Uit Statustab is the first tab disglyed when navigating to the Viper Watierface.To retun to this tab, €lect
Home from the main navigation menu (alickthe Homelink at the upper right From thistab you can vies Unit
Identification and Statusinformation for the Viper router

Figue 26 ¢ Homeg Unit Status tab

Unit Identification and Status

Station Name NoName

Model Number
LAN IP Address
LAN MAC Address
Uptime

Modem Firmware Version

Unit Status

IP Forwarding Mode
Station Mode

DC Input Voltage
Transceiver Temperature

VPN Status

140-5028-504
192.168.206.1
00:0A:99:80:9A:9A
1:17:58:01

NextGenRF viper_scx (HW:PCB-280-5008)
(CodeBase:viper_scx_3.15_R202104221500_SC

Ok
Router
Remote
13.5V
35.0C

Not ready, vpn service disabled

Refresh Acknowledge Unit Status

Unit Identification and Status

Station Name User-defined name given to the unit for ease of referererel useal by varous serices.The $ation
Name can be corgured in theBasicSettings tab.

Model Number. The modelor product catalognumber of the Viperouter.

LAN IP Addres§heLAN IFAddress assigned to the Vipd&rAN IP Adtess, Network Mask, ad Gatewayare configured
in the LAN Sethgstab.
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LAN MAC Addres3he MAC Addressn the Ethernetport of the Viper

Uptime: The duration in days, hours, minutes, and secd23:HH:MM:SS)at the unit hasbeen powerel up aad
operational since thdast reset.

Modem Firmware VersionThe version of the firmware currenttunningon the Vper.

Unit Status: Displays the stais of the Viper and reports any errotdave thecontent of the displagd Unit Status
messagevailalle when cortactingNextGen RFechnical SupporfThis informatio is also required if returning a unit
for serviceunder an RMA.

IP Forwarding ModeDispla/s the IFForwardingMode, whether the Viper is operating as a bridgeauter. The IP
Forwarding Mode isonfigured in RF Netwdr Settings » RF Network.

Station Made: Displays whether the unit isonfigured to operate asa Relay Piat, Access Point, or Rete. The Station
Mode is also configured in RF Network Settings N&Wwork.

DC Input Voltaye: Displays he sysem inputvoltage currently seerby the unit.

Transeiver TemperatureDisplays the transiver input temperature. The MViber an be configured talisplay
temperaturein Celsius or Fahrenheit the BasicSetting tab.

VPN StatusDisplays the status of the VPN (W&l Private Network). When operatiohaill display OKReady. If the
VPN is not operatioriaNot Ready and the reason it is not operational will display.

Refred: Clik Rdresh to updite the informdion displayed in thecurrent tab.

Acknowledge Unit Stats: This buttonallows you toacknowledje and clear erors. Errors renain stored, even after
cycling power, to aid in troubleshooting intermittent faults. Clio& Ackrowledge Uhit Status button tareturn web
page displgs and unit Status LED functionrtormaloperation.

The RF Stasitabis thesecond(middle)tab of the Home page dhe Vipe Web interfaceTo view this tab, elect
Homefrom the main navigatio menu(or click Homeandclick REStatus. From tis tab you can view R¥tatus
information for the Viper router.

Figure27 ¢ Home ¢ RF Status tab

RF Status

T

RF IP Address 10.128.0.1
RF MAC Address 50:00:01
RX Frequency 217 950000 MHz
TX Frequency 219.950000 MHz
Transmit Power Level 1.0 Watts
PA Forward Power 1.0 Watts (normal)
PA Reverse Power 0.0 Watts (normal)
Data Packet
Bit Rate 16 Kbps Modulation 4 FSK
Control Packet
Bit Rate 16 Kbps Modulation 4 FSK

Bandwidth 12.5 KHz

Multi-Speed £ opleg Mode ANSI

Refresh
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RF Status

RF IPAddress TheRFIPAddresgdefault is assigned by the factolygsed s the unii Q&  a lesws) isthdRIR &tlHress
that is used when sending data and confpakkets irthe Viperradio IP etwork. The RFP Aldress carbe configured
in » RF Network

RF MAC AddressTheMAC addess asigned to the Vper radio interface by the factory

RX Frguency. Theoperating frequencyurrently beingused for receving data and control pkets
TX FrequencyThe operating frequency currently being used for traittimg data andcontrol packets
Transnit Power Leel: The current transmit power level settin

PA Forward PowerThe transnit power measured dring the lastransmission

PA Revers®ower: The reverse power measured during the last transmission

Bandwidth, BitRate, and Moduldion: Disphys theBandwidth and the Bit Rate and Modulatidar the configured
channelWhen applicale, sepaate Bit Rtesand Modulaton will be displayed fothe Data Packet and Control Packet.

Multi-Speed ModeWhen MultiSpeednode s enabled the units commurtate with each ¢her at a fixed speed. A
unit can be set tmperateas a MultiSpeed Masteor as a Milti-Speed Slave. A uniset to operate in MultiSoeed slave
mode matches the speed of the unit set to operate in MGieed Master mode. In anetwork opeating with Multi-
Speed, there must be at most one MuBjeed Master unit and all othernits must gerate n Multi-Speed Skee
mode. The MultiSpeedViode canbe configured in RF Network Settings » RF Network.

Mode: Indicates he mode d operation (ANSI, X3 90Q ETSI)

Refresh Aick Refreshd update theinformation displayed in the currentab.

4.1.2. BASIGETTING

The Basic Settgs tab is the third (ght-most) tab of the Home page of the Viper Web interfabe.navigatdo thistab,
select Hone from the main navgation menu (or click Home) and click Basic Se#irig this tab you can make bas
configuition sdtings in the Vipr router.
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Figure28 ¢ Homeg Basic Settings
Basic Settings

Station Name |Master]

Power Management |Disable A

Auto Reset (O Enabled (® Disabled

Unit Reset Interval minutes (minimum: 10 minutes)
¢l Celsius
Temperature Setting O .
O Fahrenheit

VLAN Mode/ts (O Enabled & Disabled
Management VLANZ: (O Enabled @& Disabled

Management VLAN 1D |1 (1-4094)

Cancel

™
) /i oy N . N ) rr
parameters marked &5 you will need to reser the unit for them o take effect.

If vou "Save” changes o amy
If you “Save” changes to any

Basic Setihgs

StationName This is he userdefined namegivento the wnit to differentiate it from other unitsand used by various
services. Emr a name ugo forty (40) characterén length that isunique different from the names assigned tather
units) on the network

Power Management When aabled, powemanagernent will allow the unit to go into a lowpower mod: when the
ignition-sense is df(when the vhite wire is disconnectedrom the red wire @ B+supply). The default setting is
disabled.

Auto Reset Auto Resetllows youto set atime duration, afterwhich the unt will automatically reset itself. This is
disabled by default.

Unit Resetinterval: If Auto Resetis Enabled, emr the number of mintes (after each power ug ten minutes
minimum) the unit should be updbweenresets. The defailt setting is dsabled

Tenperature Setting Selectwhether temperatue will be reported in degreeseBius or degrese Rahrenhet on the
Unit Status tab of the Homegge and in Online Diagnostics messadée default setting is Calis.

VLAN Male: When the VLAN mode is @bled, the Ethernet interface can be configuredto®WNJ G S Ay adGF 33 SR
G dzy O | AaE RERF imrfaceopdN 1Sa RY WARSIBYR NGBS 2LISNI S Ay dadzyidl 3

Untagged:Devices on this inteate arenot uing VLANags. Incoming (igress)padets are tagged with the port
VLAN ID (PV)DVLAN tags are removed on going (egress) pkets.

Tagyed:Devices otthis interface are usigp VLAN tags. Incoming (ingress) packets are forwarded withMhaix
ID. Outgang (egress) packets keelpeir VIAN tags.

See configuration tabs for each intiace for more specific VLAN daguration optiors.

Managerent VLAN When Management VLAN &nablal, access to the unit will be allowed only through the
Managememn VLAND.

Management VLAN IDThe IDs avaue from 1 to 4094, inclusive
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Save Click Saventsave any changes you have rmatthis tabh SeeNote belaw.
CancelClick Cancel to cancel achanges you may have made to any of the settings in this tab.

Note: If you chamge the VLAN Mode, ManagemeWLANor Management VLAN Igettingin this tab, asndicated by
the yellowalert symbol 1&), a reet of the Viper is requied before the settig wil take effect.

4.2. RADIO SETTINGS

The Radio Settings page contaihee tabs: B Settings, CWID, and RFsig.

4.2.1. RFSETTINGS

RF Settings is the first (leftost) tabof the Radio Settinggage. To navigate tahis tab,select Radio&tings from the
mainmenu. In this tab, you can view the Radio Capabilities and comfitperchannelnumber, frequency range for
transmit and receive, bandwidth, transmit power, anther settings that determinéow the radio wil communiate.

Figure29 ¢ Radio Settingg, RF Settings

Radio Settings

RF Settings

CWID | RF Tests

Frequency Range

Output Power Range

Min 215.000000 MHz  Max 240.000000 MHz
Min 1.0 Watts Max 10.0 Watts

Transmitter
Channel Number

TX Frequency (MHz)
RX Frequency (MHz)
TX Power
Bandwidth (KHz)

Data and Control Packet
Bit Rate (Kbps)

Carrier Sense Level Threshold

Listen Before Transmit

Mode
External PIN Low
External PIN High

External PIN State

@ Enabled ' Disabled
1 - 21-32)

220.000000

220.000000

1.0

30 -

128 -

-105.000000 dBm {-60.0 to -120.0)

Enabled (listen to data only) -

@ Manual ) External PIN
Channel 1 -
Channel 2 -

Low

If you "Sawve” changes to any parametsrs marked -& wou will need to reset the unit for them to take effect.
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Radio Capabilities

FrequencyRangeand Output PowerRange
Frequency Rage and Ouput Power Rangarefactoryset andvary & determined by Viper modelr product
catalognumber andthe organizatia determining compliancér the country or geographical area in which the
Viper is to beoperated.

140-5018502: VHF, 136.06074.000 MHz,6.25- 50 kHz bandwidth]-10 W
140-5018503:; VHF, 136.00074.000 MHz6.25 - 50 kHz bandidth, 1-10 W¢ Dual RF étts
140-5028504:VHF 215.006240.000MHz,6.25- 100 kHz bandwidth1-10 W
140-5028505: VHFE 215.000-240.000MHz, 6.25- 100 kHz bardwidth, 1-10 W¢ Dual RF Ports
140-5048302: UHF Range 3, 406125-470.000 MHz6.25- 50 kHzandwidth, 1-10 W
140-5048-303: UHFRange 3, 406125-470.000 MHz6.25- 50 kHz bandwidth]-10 W¢ Dual RF Ports
140-5048-502: UH- Range 5, 450.0e811.975MHz 6.25 - 50 kHz bandwidth]-10 W

1 1405048503:UHF Range 5, 450.080.1.975 MH, 6.25- 50 kHzbandwidth, 1-10 W¢ DualRF Ports
European, Austlian,and Nev Zealand Compliant ModelETSIASNZ)

= =4 =4 8 A —a -2

1 1405018600: VHF, 142.06074.000 MHZz6.25- 50 kHz bandwidth]-10 W

140-5048601: VHF,142.000174.000 MHZz6.25- 50 kHz bandwith, 1-10 W¢ Dual RF Ports
140-5048400: UHF Range 3, 40625-470.000MHz, 6.25- 50 kHz bandwidth1-10 W

140-5048401: UHF Range 3, 408.25-470.000 MHz6.25- 50 kHz bandwidth]-10 W¢ DualRF Ports
140-5048-600: UHF Range 5, 45000-511.975 MHz6.25- 50 kHz bandwidth]-10 W

140-5048601: UHF Range 850.000511.95 MHz 6.25- 50kHz bandwidth1-10 W¢ Dual REPats

= =4 =4 —a A

Note:L G Aa (KS dza SHeDser td\tBedkl iR ¢f ABEO likenge di@nlicableregulatoryagercy for the
country @ geographical area in which theiper will be operatetb determinethe corect paameters and settings for
thechamel frequencies, power level and bandwidBekcting a frequency range or tnamit power thatis out of
compliance (ithe country where used) 2 dzt R @2 AR (G KS dza SNDPpmedntdzi K2 NR G& (2

Settings

Transnmitter: The Viper radio transmittecan ke enabled or disabledThe factory default sdingis Disabledto disable
the radio transmiter until the Viper is mimmally configured(Until the Setup Wizard is successfully completed.)

Channel NumberWhen the Viper Tensmitter is Enabledyou may select a channel numbefThe number of channels
available for selection dependm Frequency Rangand Bandwdth. Viper suports up to 32 differentfrequency
channel pairs

Tx FrequencyMHz) RXFrequency(MHz) and Tx Power The Viper can operate inmmplex @Game Tx and Rx frequency)
or halfduplex (Txand Rx frequencies adifferent) mode All Vipes in a raéb network mustbe set the sameThe Tx
Power setting allows you to increase or decrease the tranpoviter as require.

Bandwidth (kHz),Data P&ket Bit Rate(kbps), andControl Packet Bit Ratékbps) These settings are comped from
the Channekize andrequency range

Carrier Sense Level figshold(dBm):The threshold Viper uses to deteime whether a eceivedRF signids a valid
message or unanted noise. If RFevel abovehe threshold is dedcted, the Viper will not transit data. Signalsre
received and decodedOutgoing data i®uffered until the channel becomes available. Threshold may be rased
prevent falsedetection in radienoisy ewvironments or lowered to gain extra receive semgity. Lower thresholds
shouldonly be used whenrabient RFoise idow. Receive sensitivityepends on the channel bandwidth and speed
being usedRefer to Speficationsfor the Carrier sense by rdel. Tte default setting is-110 dBm.
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Listen Before Trasmit: The Viper can be configed to listen onthe Rx fequency and detrmines if the RF clmae is
availableThe tannel is available as long the received leel islower than the carrier sense teshold. Whenthe
channel is busy, Viper receives andddes all remote messages. Ooittyg data is bffered andsent when thechannel
becomes availabl The default setting is Enabled (listen to datdyyn

Three optonsare avalable for Listen Before Tramit.
1 Enabled (listen to noise and data)
1 Enabled (listn to data only)
9 Disabled

Theseare explainedelow.

Enaled (listen tonoise and data)ln this mode of operation, the Viper acts as a TCP server. It can agoept
256 TCRonnections from remote etpoints. Daa received from any remote endpoint is g@ver the serial port.
Data received from theseiial pott is sent to eery endpoint connecteda the TCP server.

Received level is above the carrsense threstld if:
9 The Mper is receiving valid dat
1 TheViper is not receiving data because two or mafgers are transmitting at theame time causiga
collision,
1 The Vipelis not receiving d@ because the RF level is right at or below data sensitivity, or
1 Theeis irterference from another RF systeon electrical devices on the frequency that the Viper
operating on.

Enabled (listn to data only) The Vipemwill monitor the RF level on the rea& channel. When the received level
is above the arrier sense theshold the \iper will try to receive ad decoct all messages from remove Vipers.
When data$ ready to transmit, the Vipewill first check tfe receive levellf the receive levekibelow the carrier
sense threshold, the Viper will immediately transwféta. If the receive level is alve the carrier threshold, the
Viper will try to determine ift is receiving valid data ongt noise If it isreceiving nois, the Viper will go ated

and transmit. If it is receiving valid data, the Vipéll wait untilthe complete packet has been rezxved kefore
transmitting. The Viper will typically talketo 250 ms to determine if it issceivingdata or just noise.

Disabed: The Viper will atterpt to receive and decode data when the received RF level is abovertiier sanse
threshold When the Mper hasdata to transmit it will immediately transmit the ¢& The Viper will immediately
stop recewving packés and will traasmit over any other Vgrs that are on the air and over any interference that
may be present. fiis mock shouldonly be used in olling-type environmentwhere the user has strict control
over the traffic that is generad.

Save dick Sae to save anylanges you have made this tab. See Note below.
CancelClick Cancel to cancel any changesiyay have made to any of the satigs inthis tab.

Note:L i Aa (KS dza S NIsartoieeéklhig of Bek Fid®risd dbgplicad@ requlit@y gency for the

country orgeographical area in which the Viper will be operateddtednine the carect parametersand settings fo

the dhanrel frequencies, power level and bandwidth. Selgctifirequency range or transnpbwer tat is outof

compliance(in the country where @sl)O2 dzf R @2 AR (KS dzaSNRa FdzikK2NARGe G2 2LIS
Channel Seletion

Mode (Manual) Use the chanel seectSR Ay GKS a{ SGiAy3aé¢ aSOGAzyod
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Mode (External PIN)Use a channel based on the staff the R pin of the COM port.When the mode is set to
OWEGSNYLIE tLbéz OKLIFYyySt OtRelstta & hed D et Eme)ladd ok eéveérgiale dzhdged G 2
of the external PIN

External PIN LowChannehumber to use when the state tiie RI pinis low.
External PIN Hig: Channel number to usehen the state of the RI pin is high.

External PIN StateThe currentstate of the external pin.

4.2.2. CWID

CWIDis the second (middletab of the Radio Settings pagen fiavigate to this tab, sele@adio Setthgs from themain
menu andclick CWIDIn this tabyou can configure the Viper CWID parameters.

Some reglatory agenciesequire astation identification. Tk Viper offers a Morse Code (CW) identifier or Continuous
Wave ldentification (CWID) thavill idertify the unt on the firsttransmission and at peydic intervals after that. This
tab is used to enable this featurerdquired andenter the CWID call g and specify how often it will be broadcast.

Figure30¢ RadioSettingsg CWID

CWID

CWID () Enabled (® Disabled

CWID Call Sign

CWID Interval minutes

Cancel

iy
[f vow "Save” chanoss to 300 DErsTen nark Lo 1 I e i for tharm o take effect
If you "Save" changes to any parameters marked &3 you will need to reser the unit for them to take effect.

CWD

CWID If CWIDs enabled, the Viper i broadcast the specified CWID; if disabled, thes¥igill not. Tte defaut setting
is Disabled.

cwiDalSgn:¢ KAa Aa GKS /2L5 2NI@GMOserabledA3Iyé (2 6S OoNRBI ROl &

CWID Inteval: This & the time interval, in minues,after which the @IDwill be broadcast.
Save Click Save to save any changes you haagemSe Nde below.

CancelClick Cacel to cancel any changes you may have made to anyeéttings in this tab.
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4.2.3. RF TEBS

RF Tegtis the thid (rightmost) tab of the Radio Settirgpage. To navigate to this tab, select Radio Settiingm the
mainmenu ard dick FE Tests. In this tajou can generate and send Test Tones, display the SIN&termeading, or
conduct a Pingest and 8Gmmand Respose.

Figure31¢ Radio Settingg, RF Tests

Radio Settings RF Settings | CWID | RF Tests

Choose test tone © Unmodulated
and press [Start Test] () Random Data

Test lasts 20 seconds O 1 KHz Sine Wave

Start Meter | | |
0dB

Enter IP Address | |

- Please allow time (maybe 20 seconds) to handle slow, or non-
—— responding, targets

Ready

Test Tones

Note: This test may causather Mpers to stop transmitting fothe duration of the test tone if thg have been
configued to Listen Before Transmiinse the test tone seleted may be nae (Unmodulated or 1 kHgine Wave) or
data (Random Data)

Test Tones
Allows atone to be transmitted for testing purposesThe test tone will be transmitted for 20 seconds after the
Statt Test button is clicked unlesise Stop €< button is clicked, whie will stop transmittirg the test tone.
Three test tones are available.
¢ Unmodulated
¢ Rardom Daga
¢ 1 kHz Sine Wave
Only oneof these three types of test tone may be transmitted feach test.

Once the type of testone is lected,
¢ Click Start Tego start transmitting The selected tone will be transmitted for 20 seconds
¢ Click Stop @st ifit is ne@ssary to stop transissionof the test tone before 20 seconds.
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SINAD Meter

SNAD (Signal to NoisdDistottion is a neasureof signaldegradatian by unwanted or extragous signals including
noise and distortion. The higher the figure BINADthe better the quality of thereceived signal.The SINAD figure is
expressed in decilde (dB) and is determined byeliormula:

SNAD = 10Lg (SND/ND)
Where:

SND = combine&ignal+ Noise + Distortion power level
ND = combined NoiseBistortion power leve
0db XGSINAD < 50 dB

The receier must be fed a 1 kHz tone.

¢ Click Start Meter to start the SINAD meter. The calculated SUA®is diplayed.
¢ Clik Refresh Meter to refrgh the SINAD value calculated by the Meter.
¢ Click Stop Meter to sp the SINADneter.

Ping Test

The PINGommand is a network tool used to test whether a particular host is reachable on the IP netivandrks by
sending an ICMBnternet Control Messge Protocol) packet (echo request) to a target host and listeninthérQviP
echo responsePing estimateshe round-rip time (in milliseconds) and records any packet loss.

Enter IP Address
Enter an IRddress in @t-decimal fornat of the unit to pingFor example, 192.168.205.100.

Execute Ping Once you have entered dR addess b for the Ping command,ick Execute Ping to execute the Ping
command. Allow enough tim&Q seconds) to handle slow pon-respondingargets.

Commad Response

If the Pingcommand executed aboweas successfuthe responsaimesappear in he textboxwhen complete
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The RF Network Settings page contains seven tabs: RF Network, RF Bandwidth Managsgtdoty Nabé, Global
Settings, VLAN, QoS (for Qitvabf Service), and QoS Statistics.

4.3.1. RF NETWORK

RF Network is the fit (left-most) tab of the RF Network 8mgspage. To navigate to this tab, select RF Network
Settings from the main menu. The RF Netint@ab allows you to configre settings for the Vigr RF network.

Figure32 ¢ RF Network Settigs ¢ RFNetwork

RF Network RF Bandwidth | Neighbor | Global VLAN | QoS QoS
Settings Management | Table Settings 192 | Statistics

RF Network
IP Forwarding Mode & O Bridge ® Router
Access Pointlls  ®Yes (No
Relay Point () Yes ®Ng
Multi-Speed Mode Disabled *® Enabled

RF IP Addressits [10.128.0.1 (default: 10.128.13.60)
RF Netmaski’: (2552552550 (default: 255.0.0.0)

RF Gatewayd®s |0.0.0.0 (default: 0.0.0.0)
O Defauit ® Custom
RF MAC Address® 1500001 (default: 30:0D:3C)
MTULL (1500 bytes (default: 1500 bytes)
If you "Save” changes to any parameters marked {4 you will need to reset the unit for them to take effect.

RF Network
IP Forwading Mode: Select whether this Viper will operate as a bridge or rouiéie cfault settingis Pouter.

Accesdoint Select vhether this Viper will b an Access Point. The Access Point is the default gateway (Weéss)acc
of a Viger network. One and only onaccess point may be defined for each Viper network. All Vipers in the network
will set their cefaut route to point to theAccess Point. Viper camly be configured as an Access point if it is operating
in Routermode. The default settingis No(the Vipe will not be operating as an Access Paint)

Relay PointSelect whether this Viper will opeatisa Relay Pat. ForVipersthat are spread over nitiple RF
coverage areas theser needs to identify the units thatill form the backbone between the covege aeas so that any
unit can talk to any other unit in the network regardless of their lamagi The unitsforming the ba&bone between

the covergye areas are the Relay Point units. Selecting this parametdovad the unt to repeat all necessary
information from one coverage area to the next. The default setting igtiNoViper will not beoperating as aRelay
Point).
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Multi-Speed Mode Select vinether Multi-Speed Mode will be disabled or enabl&dhen Muli-Soeed Male is
disabledt the default settingthe units communicate with each other at a fixedta rate (Refer t&APPENDIXfBr data
ratesby model) By enabling Mlti-Speed Mode, th&ipercan be set to operate asrate follower to match the peed
of the Base unit seb operate as the ratecontroller. This means the Viper will adjust to the ovbe-air datarate to
that of the rate-controller. Only Viper Base &ton units can beonfigured as a rate controller.

RF IP Addres3he B IP ddress is the IP address usedhensending data and control packets the Viperradio
network. The default RF IP addresdlwawe the form10.x.y.z, wheg X, y, and z are baseu the last six digits of the
dzy’ AEher@et MAC address.

RF Némask Set he RF Mtmaskto a valid common RIPnetmask for all units on the network. The default is
255.0.00.

RF GatewaySet he RFGatewayto the IPaddressthat will be used to forward pekets to outside networksThe
default is 0.0.0.0.

RF MAC Addsiss The RF M\C Addrss is a shortened versiaf the Ethernet MAC address which is used to identify the
Viper RF interfacto other Vigers on thenetwork. The default RMAC address is assignkd the factory and is equal

to the last six digits of the Ethnet MAC addess (DEEE:FF). While users cahebange the Ethernet MAC address,
they may enter a new RF MAC address for the devieeRFMMACdilress musbe unique foreach Viper in the

network. When the network is configured for router mode, this f@&tisusefulwhen replacing a Viper in the fié

with a new one. The new Viper can be programmed to have the same RF MAC, Etheduges3,Aad RF IP Adftess

as the Mper that is being replaed. When the new Viper is installed, neighboring Vipers ém#twork will not krow

the original Viper waseplaced. Neighboring Vipers will not need to have their neighbor tables upddteel defult
setting is to e the defaulRF MAC address, displayia the format DD:EE:FF.

MTU (MaximumTransferUnit): This w&lue represens the maimum number of bytes th&iperwill send in a packet.
Enter a value from 576 to 1500. The default value is 1500.

Save Clik Save tsave any changeyou have madw settings in this tabSee Note below.
CancelClick Cancel to caelcanychange you nay have made to any of theettings in this tab.

Note: If you change the IP Forwarding Mode, Access Point, RF iesadRNetmask, R MAC Addressy MTU
settingsin thistab, as indicated by the yelloalert symbol _/i\,), a reset ofthe Vipe is requiredbefore the setting will
take dfect.
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4.3.2. RF BANDWIDTH MANAGEMENT

RF Bandwidth Management is the secdfidm left) tab of theRF NetworlSettings pageTo navigate to this takselect
RF Network Settings from the main menu and click &ievidth Management.In this tab you can makeonfiguration
settings for RF contention, TCP Proxy, Duplicate Packet Removal and Bridgeelifg and Trasmit Packet Pawg.

Figure33 ¢ RF Network Settingg RF Bandwidth Managemen

RF Network | RF RF Bandwidth | Neighbor | Global |, o ot
Settings Network | Management | Table Settings . Statisti

Contention Settings
Data 0-—-0-—-®—-0-—-0--0-—-—-0

_
Retriesi®. OFF 1 2 3 5 10 Custom

Collision 0-—-—0-—-—0-—-—0-—-0-—-0--—-0

Avoidance OFF 512 256 128 64 0 Custom

Random ®-—-—0-—-0-—-—0-—-0-—-0--—-0

Backoff OFF 2 a 6 8 10 Custom

T e ey o |
Additional Settings
TCP Proxyls (C Enabled & Disabled
Duplicate Packet Removal () Enabled () Disabled

Everything
IP and ARP types only

Bridge Forwarding

Tx Packet Pacing

TCP |0 ms

uoP | ms
Fragment | ms
Other | ms

Cancel

iy
If vou "Ssve” chanoes o 3My DErsmer nark LR B F i it for themn to take affact
If you “Save” changes to any parameters marked &5 you will need to reset the unit for them to take effect.

Comtention Settings

Theseare bandwidth nanagement selectors. Thesselectons allow the user to tune the device parameters basad o
the desred netwak operation. 8lections toward the léffavor minimum latency and maximum throughput; selections
toward the right favor minimum congestion and maum reliability. Youmay selecfrom the numerical valuesffered

or selectCustom and eter anywhole-number values within the range shown.

DataRetries When data retries are enabled, the receiving Vipel rgplywith a veryshort RF acknowledge mesgga
each time a unicast data packet is received correctly. ThadRRowledgellows the tansmitting Viper toVerify that
the packet was received scessfully. This does, however, add a small amount of latenegchpacke, reducing
overall throughput.fithe transmitting Viper does not receive an RF acknowledge, it will retransmit the neeagain
up to the maximum number & data retries specified
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If a remote Viper becomes completely unreachable or is disected allpacketsdestined for that unit wi be
transmitted the maximum number of times since the packet is never correctly recaBadinally transnitting
and reransmitting packets tormunreachable remote will reduce available bandwidth to theaimingfunctional
Vipers.

Setting data retrig tozero yields the maximum throughput since no RF acknowledgesarg transmitted over
the air.However,enabling dataetries will provide themaximum level of reliability of the network.

Valid settings fodataretries are valuesin therangeof zero(off) to ten (0 to 10) inclusive The default setting is 2.

Note: When Data Retries i®sto Off the unitA & A Y wWidIpdzA ND§ Ré of SeRihdendble f 2 ( K
Acknowledgements.

Collision AvoidanceWhenenablel, the collisbn avoidance feature wittansmit a short twoway handshake between
the transmitting and receiving Viper. Thislsehny adjcent Vipes that a dataransmission will be takg place.
Adjacent Vipers will wait until the data transmi@s iscomplee before they try to capture thair by sending a new
packet.

This feature is particularly useful when remote Vipers acated atsites whee they are unale to hear each other
transmit directly and both remotes want to transmit data to theeme [ase sation atthe same time. In this snario
they may often try to transmit at the same time yielding a corrupted messageedbdbse stdon.

Thetwo-way handshke reserves airtime frorthe network for the packet transmission. It will however adsimal,
fixedlatengy to each packet. The adddatency is small relative to the time it takes to transmit a large packet when the
chance of colision is geatest. Howeve when short packets regl to be transmitted, it can sometimes take just as long
to complete thetwo-way handshake as it does to séthe short packet.

For this reason, the collision avoidance parameter allows the wsgpécify he packetize thresholdabove which the
two-way handshake is implemented. For example, if the Collisiondancie § setfor 128,the Viper will complete a
two-way handshake before sending packets that are larger than 128 bytes, reducingipbtemigesibn. The Vper
will not complete the twoway handhake before sending packets that are smaller than 128 bitgsoving
throughput

Settingcollision avoidace b a value of 1500 or above effectively disalles feature, as the maximum data gleet
size § 1500 Bws. Valid settigsare Off, or valuesiithe range from 0 to 512, inclusive. The default values 1

Rardom Backoff: When a data transmission corggesin a busy network, there may be several new Vipers waiting to
send data. Iallthese Vipes start tansmitting at he exact same time, calons will occur. To reduce the chance that
more than one Vigr staits transmitting at a time, the user cagnalde a randonmbackoff. The Viper will randomly pick a
time slot to begin its transmissn. The ser can spcify the maximam number of time slotshat the viper will wait

before it starts transmitting. If th&/iperdetects thatanother unit started transnitting before itself, it will wait until

their data transmission is complete before triscapture the airagain.

Each tine slot is equal to théme that it takes to complete a collision avoidance tway handshale. Ifthe use

specifies a random bacKamf 4, then the Viper will wait up to a maximum of 4 time slots before it starts its
transmission On eacnew transmissin, the Viper radio wiltandomly pick a time slot (from the time slot number zero,
up to the maximum time slot) to begin its transmssion

Normally the random backoff should be set higher for systems that may have aclmtteition. Randombackoff can
be disabled for systems #t have a very controlled traffic pattern, where two or morpéfs ae notexpected to try to
transmit at the same time.
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This parameter is often set equal to the estimated number of Vipers inybies tha my try to start transmiting at
the same time.

When enabled this feature on average adds latency to eactstmession. Thelatency will be noticeable when
conducting a standard Ping test, as the total Ping time will increase and be more vanatature.

Valid ®ttings for radom backoff arevaluesin therange of zerdoff) to ten (0 to 10) inclusive The deéult setting
is 2.

More Info: Clicking Morerifo displays the above information.

Additional Settings

TCP ProxyThe TCP Proxy settingagailabé only when the Viper isonfiguredin Router Mo@. The default setting is
Disabled.

The TCPBroxy optimizes tkb throughputof a T® connection by removingme d the TCP packets from the airlink. A
Viper receiving a TCP packet over the air semdRF dmowledgenent to the senénhg unit. If the sendinyiper
receives the RF acknowledgement, it knows the packetaniisacrossthe ailink successfully.

When the T® proxy is enabled and the TCP packet contained data, the sending Viper immedisieisitgsa TCP ACK
to the sendinchost (RTU, PLC, PC, té/hen the destination host receives the TCP packet, it geaenTCP AK
backto the source. This TCP K @Gcaptured by the Viper and is not sent over the airlink.

Figure34¢ TCP
Proxy
| |
I |
(1) TCP Packet over (2) TCP Packet over (3) TCP Packet over
Ethernet ‘ Airlink Ethernet
T T _—

Host A Viper A Viper B Host B
TCP Proxy Enabled TCP Proxy Enabled
«— «— «—
(4) When Viper A (3) RF ACK over (4) Host B generates
hears RF ACK it Airlink TCP ACK
generates a TCP ACK (5) TCP ACK is not
and sends it back to transmitted
Host A

In this examm, the following eventsccur in this order:

1) Host A sends a TCP data packet to Viper

2) Vipe A transmitsthe packet over the aira Viger B.

3) Viper B immediately responds with an RF acknowledgement and sends the T@RadkatistoHost B.

4) \Viper A hears aRRF acknowledgement froWiper B and generates a TCP ACK to send to Host A. Host B
receives he original TCP data packet and generst aTCP ACK to send back over the netwegkd it overthe
airt saving bandwidtlon the airlink.
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Duplicate Packet RemovaEnable or disable the duplicate packet removal algoritfihredefault isDisabled(to
preserve compatibility with older versions of the firmware). This algorithm detects duplipatekets hat mightappear
through the system because oftransmits.

Bridge ForwardingSelections for Bridge Forwarding are eitlerything, or IP and ARP typenly. The default
setting is IP and ARP types (Ethernet Il types 0x0800, 0x0806) only.

By ®lecting the Everythig setting, theViper will forward alB02.3 Ethernet Il packet types. Use this setting to
transportprotocols sich as IK, 802.1Q, etc.

Note: Bridge Fawarding isnot availablein Router mode because the Viper will automatically fadvall paclets
accordng to its routhg table. When selectinRouter forwarding mode, all relevant IP settings must be configured.

TxPacket Rcing

In a Viper netwrk, apolling device may want to send a query to a remote device and wait for an amouimeffor a
response. &ilure to obtaina response will triggethe polling device to resend a query. If the polling device resends the
query tao fast, it may collié (onthe RF) with the previous response causing the new query and the old response to be
lost.

In thispoll/response scenario, th user may not be abl® configure the wait period between the request and the
response in thgolling cevice. The Tx pacingarameter allows the user to configure a waiting period to insert in the
Viper unit after eah packet issent outover the RF intdace. This waiting pé&vd gives enough time for the response to
come back to the polling deviegithout causing any collisi@on the Rrinterface.

These parameters set the amount of time for the Viper unit to remdlm after £nding a jpcket over the R interface.
If it is ®t to 100 ms, it will send a packet, wait 100 ms, send the next paclk#t1@0 ns, etc. Normally, thepacingis
setto 0, meaningdo notwait, send the next packet right away.

TCPThe TCP paekpacing (imillisecands). Default siing is zero (0).

UDRP The UDP packet pacing (in milliseconds). Default setting is zero (0).

Fragment Fragment packet pacig (inmilliseconds). Default setting is zero (0).

Other: Pacing (in milliseconds) for anyhet type of packt. Defaut setting is zeo (0).
Save Click Saa to save any changes you have made to settings in this tab. Sed&ove

Cancé Click Cancebtcance anychanges you may have made to any of the settings in this tab.

Note: If you chang the Data Retes, or TP Proxy settirgjn this tab, as indiated by the yellovalert symbol /i\,), a
reset of the Viper is requireldefore the ®tting will take dfect.

4.3.3. NEIGHBOR TABLE

Neighbor Table is the thirdrom left) tab of the RF Network Settingsage.To navjate to ths tab, select R Network
Settings fronthe main menu and click Network Table.

Theappearancef the Neighba Tabledisplayedandthe cortrols providedto generate build, or maintain it, will differ
dependng on whether the Vipers configuredas a Bridg or a Router
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4.3.3.1. Neighbor Table for Bdge Mode

In Bridge mode, the Neighbor Taléb allowsyou to add redy points tothe Neighbor Talelmanudly byadding the RF
MAC address for each Vip&fipers may be designated as Dynamia® a Relay Bat. Remoe Units may alsbe
deleted from the It if required. The Neighbor Table feature allows unicast data patkée sentas a directed
message toa Viper that has been designated as a relay point. Other relay points will not repsatnessagetiowever,
if a broadcast mesage is sent, then a#tlay points will repeat the broadcast IP packets.

Note:Most serialdata will besent as broadcagackes unless specificallprogrammed as unicast UDP or TCP packets.

Figure35¢ RF Netwok Settingsg Neighbor Table (Bridge Mos)

RF Network | RF RF Bandwidth

Settings Network | Management

Add Remote Path

RF MAC (Format: 2o Add Yiper

Remote Unit List - This Unit [80:00:01]

Remote Unit RF MAC Communication Path Setting

80:00:02 Direct Dynamic  ~ Delete

80:00:03 Direct Relay Paint - Delete

Save Fiefresh

Add Remote Path
RF MACEnter the MAC address of the unit to bdded to theNeighbor TableRemote Unit List).

ClickAdd Viperto add the address to the table below.

Remote Unit List

The Remote Unit ki is theNeighbor Table wen the Viper is in Bige Mode. The RF MAC addresthefViper is
displayed in the top hader row of the table for refeence.

Note: The Remote Unit List (Neighbor) table is updated every time the Viper sendsd@ives) datad (or from) the
Viper to he remote unit.

RemoteUnit RF MACT his table column displays the RF MAC addressaftiiremote unit.

Communication Pah: Thiscdumnindicates the communication path from this unit to the remote.

1 Directmeans tlat there is nonterveningunit.
1 Relay Pait means that there is relay point in between

Setting: Displays the current setting fohe remotethat is representedn thetable row and allows you to change it if
required
9 Dynamic
The remote unit was disceved dynamicallypy sendiry or receiving packet.
1 Relay Point
This unit is a static entry in the remote table

Delete Allows you taremove entres from the table To ddete aunit from the table, click Delete in the row of the table
that represents the nit to be deleed.
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Save Click Save toawve any changegu hae madeto the Neighbor Table.

CancelClick Cancel to cancel any chang

4.3.3.2. Neighba Table for RouterMode

The Viger SC+ is an IP packet router radio that forwards packets to their destinatsadlwn routilg statemerns
(which netwok to send a packet tah the routing table. The routing statements are automatically popwéneo the
routing table by etries fom the Neighbor Table (shown in the following figure). Neighbors can be enrolledlieto
NeighborTable bythree differentmethods: AuteScan, Manal Scan, and Static Entries.

Figure36 ¢ RF Mtwork Settingsg Neighbor Tabe (Rouer Mode)

RF Network | rRF RF Bandwidth | Neighbor | Global
Settings Network | Management | Table Settings

QoS

VLAN | QoS | g tistics

) Manual-Scan O Auto-Scan @ Disabled

If you "Save" changes to any parameters marked & you will need to reset the unit for them to take effect.

Save Cancel
: Meighboring Discovery -
Disabled Vipers found 4 Duration 00-00:00

~ Information on Neighboring Viper  Route to Neighboring Viper
80:00:02 10.128.0.2/24 192.168.206.1/24 -50.78 1 80:00:02 Static Reachable
80:00:03 10.128.0.3/24 192.168.207.1/24 --—-— 1 80:00:03 Static Unreachable
80:00:04 10.128.0.4/24 192.168.208.1/24 --—-— 1 80:00:04 Static Unreachable
80:00:05 10.128.0.5/24 192.168.209.1/24 2 80:00:02 Static Unreachable

Clear R551: | EIearListI | Test Connectivity | Add Static Entry | Delete Entry |
Fefrezh

Neighbor Discovery

Manual Scan, Autescanor Disabled Select Manual Sceor AuteScarfor the method of neighbo discovery or select
Disabled to disable neighbor discoveHere is what happens when eachthese optons is selectedra thensaved
The default setting is Manual Scan.

Manual ScanThe Viper starts in the Readtate. In theReady sta, the unit is giet (no neighbor disogery
control messages are sent). If the user clicks Force Scanfut@ontrolOperations sectia nearthe bottom),
the Viper initiates the Scanning for Neighbors state in which the ulegaiming aboubther renote units and tle
remote units are learing about the Viper. The Viper goes from the Scanning for Neigbtadesto the Saving
NeighborTable state when it stops learning any new neighbor information for a specified amount of tthie
time interval carbe changed usinthe parameter neighbddiscovery.convergeTimeout, expressedhitiseconds.
In the SavingNeighbor Tal# state, the conént of the neghbor table is stored into norolatile memory. Then, if
the unit reboots, the ontent of the reighbor &ble is retrievedrom this norvolatile memory. Finally the Viper
goes from the Saving Neighbor Table stat¢he Readytsite.
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Auto-Scan The Mper startsin the Scannindpr Neighbors stateln the Scanningpr Neighbors state,le Viper is
learning aboutremote units andhe remote units aredarning about the Viper. The Viper goes from the Scanning
for Neigtbors state to he Ready statevhen itstops learning any new neighbor informatidior a specified amount
of time (this vale can be changedsing theparameter neighbrDiscovery.convergeTmout, expressed in
milliseconds)In the Ready state, the Viperdgenerating keepalive packets(The ate at which keepalive packets
are generated can be changed using the parameter rgbiscovery.keefiliveTimeait.) In the Read state, the
Viper perbrms brokenlink detection. The Viper is monitoring the kealive packets of othe unitsthat are one (1)
hop away. The Viper knows the interval at which other units are generating theijo-aéive packetslf a unitfails

to receiwe four (4) keegalive mckets in a row from another unit, it removes that unit from itsghdor table ad
goes into theScanmgfor Neighbors state. If the user clicks Force Scan (button in the Control Opesatmtion
near the bottom), the Viper goesnto the Scannindopr Neighbors state. If any remote units initiate the Scanning
for Neigtbors state, thdocal Viper ao goesinto the Scannindgor Neighbors state.

Disabled The neighbor discovery moduled$sabled,and the Vipe will notlearn about anynew neighbors. It will
not generate any keeplive packets.

NextGen RIFecommends the dllowing.

Auto-San: This feaure isonly for projects that contain no more than ten (10) radios with very strong RF paths.

Manual ScanThis shouldonly be usedo enroll all the remotes forhte first time, then disable. After a Manual
Scan, disabling theiscovery mode Idcs al routes intoplace.Reviav all Neighbor entries and edit them if
necessaryto ensure that they a the correct ad most relable RF pathanddelete RF paths thatre not
required. For example, in most mastamndremote pollhg corfigurations, he remotes onlyneed b have the
master in their Neighbor Tables.

Disabled This wil disableneighbordiscoveries andlbbw you © Add Static Emies or use the Viper Route
CGenerator (VRG) application to populate the neighbor entries.

Note:NextGen Rstrongly reconmends visiting the NextGen Rsupport website and downloading the VRG
application. If necessy, contactNextGen RFechnical Support for assistes with using the VRG application.

Save Click Save to save your changes if giiange the method or disable neidpor discovery.

Cancel Click Cancel to cancel any change.

Local Status

There are fivestates ofoperation repoted in the local status sectn of the tab: Ready, Scanning for Neighbors, Saving
Neighbor Table, Testing Caumtivity, or Disabled.

Ready The NeighborDiscovey module is in the Ready state when it is not scanning for othesuhthe Viper is
operating in Manual Scan, it doesthing. If the Viper is operating in the Aucan, it monitors the keeglive
padets d other units and sends itsam keepalive packet periodically.

Scanningdor Neighbors The Neighbor Discovery moik is trying to learn abat other units. Other units i@
learning about this unit.

Saving Neighbor Tabién this stde, the Viper isavingall neighbor entries of théype of Dynameinto nonvolatile
memory. When the save is complete, all these entriesrawes of type Locked. Thistate only occurs when the
Neighbor Discovery module is operating in Manual Scan mode.
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Testing ConnectivityThe Neighbor Discovery moduleverifying tha the units in the neighbor table are reachable
by sending them an aliveequest andwaiting for an #ive-response. Rounttip time must not exceed ten (10)
seconds. Thalive requesis only sent once.

Disaled: The Neighbor Discovery moduie dsabled.

LocalStatus also reports the number dfleighboring Vipers Foundnd theDiscovery Duation, which ishe time
it took for the Viger to complete the neighbediscovery learning process.

Discovered Viper Neighors

Each entry in this table repsentsa remoe uni. The table displays information about the remote device and
information aboutthe route to ea® remote device.

Information on Neighboring Vipers

RF MAQ\ddress Identifies each entry uniquellick tre RAViac Address entries to displéhe detailsof the
selected device in the Neighbor Node Detail window.

Figure37 ¢ Neighbor Node Detail window

'Neighbor Node Detail

Description Remotel
RF MAC Address 80:00:02
RF IP Address 10.128.0.2/24
Ethernet IP Address 10.88.50.25/29
Virtual 1 IP Address none
Virtual 2 IP Address none
Virtual 3 IP Address none
Virtual 4 IP Address none
Virtual 5 IP Address none
Attributes RP

Discovery Mode Unknown

Hop Count[1 | Next Hop [80:00:02 (Active)
Hop Count[0 | NextHep [00:00:00

Toggle Primary/Backup Routes | Save |

RFIP Address and Ethernet IP Addre3$is Neighbor Discovery module uses thferimation to build the routing
table. VLAN IDgif applicable) are displayed in parentheses:

80:00:02 10.128.0.2/24 10.88.50.25/29

10.88.50.25/29
192.168.101.1/24

80:00:03 10.128.0.3/24 (100)
192.168.201.1/24
(200)

80:00:04 10.128.0.4/24 10.88.50.41/29
80:00:05 10.128.0.5/24 10.88.50.49/29
80:00:06 10.128.0.6/24 10.88.50.57/29
80:00:07 10.128.0.7/24 10.88.50.65/29
80:00:08 10.128.0.8/24 10.88.50.73/29
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RSSI (dBm)he RSSI is lggd for al units that areonly one (1) hop away. Fonits that aremore than one hop
away or unreachable, the RSSI is not logged.

Route to Neighboring Vipers

Hop Coumt and Next H: Indicates the route by which the remote unit can be reachathen the Hp Count is
one (1), the deice can be reached directiwhen the Hop Count is more than one (1), it can be reached by passing
throughanather Viper, as identified byne Next Hop.

Entry Type

There are three types of entries

Static:  This entry has been dekd by tre user. The enyrtype ca only be removed byhe user. This entry
cannotbe replaced by a Dynamic or locked entry. Statighbor entries can be added amyneighbor
discovermode. If the Save button is clicked, all Static neayldntries are save in nonvolatilememory.
They are rstoredto the tableafter a reboot.

Dynamic:A Dynamic neighbor entry &yonethat hasbeen learned by the Neighborigzosery modde. k can be
updated or deleted by the Neighbor Discovery module wheleiects t©ianges in the tpology.

Locked: A Locked neigbor entry is a Dynamic neighbor entry that has been saved into nonvolatiteonyeA
Locked neighbor entry beleslike a yrnamc neighbor, except it is saved into nonvolatile memory and
will be restored irio the table afer a reboot.

Control Operatins
The Control Operations section of the tab contains only buttons that altavto modify the Neighbor Table.
UearRSIs Cears RSSI values from the table.

Clear ListClicking Clear List deletasighborunits from the ible. (AuteScan or Force Scavill populate the table
with neighbors discovered from the new discoverygass but you must click Refresh

Force Scan: Cicking Force Scan starts the Neighbor Discovery process to update the ¢alole musclick the
Refesh button to update the talel displayed to see new entries.)

Test ConnectivityClicking Test Connectiyistarts a Ping test to each neighbor thetable. (RS | OK I 6t S¢ @A
displayed in the Connectivity Status column of thkle if the Ping is sucssful. (Click Refresh to updahe table).

Add Static EntryClick this button to open a new window thatows youto enter static entriegasshown in the
following figure) The RF MAC Address, RF IP address, Ethernet IBRgdRFen@bask, Ethernet emask, Hop
count and the MA@ddress of the next hop and a description ahitist be enteredUse the chelcboxes atthe
bottom of the window toset the attrib ute whether the unit is an Access Point (AP), Relay Point (RP)NAIng
(NAT)or using the TCProxy (TCP). Note that theetmask format is a.b.c.d. Click Save to add the entry to the
neighbor table; ick cancé to close the window withousaving
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Figue 38 ¢ Add static neighbor entry window
. Addswhcneighboremty

rac [poooos (Format: sxsocxx)

Interface  Enable 1P Address Netmask :g;g}f][:';m“e)
RF v 10.128.03 0

Ethernet v 10.88.50 25 255265 265 248 0

virtial 1 @ 192 168 101.1 255265 265.0 100

virtial 2 @ 192 168 201 1 255 265 255.0 200

Virtual 3 0000 255 265 255.0 0

Virtual 4 0000 255 265 255.0 0

Virtual 5 0000 255 255 2550 0

Hop Count 1
Next Hop
RF MAC B80:00:03 (Format: soxcxxo)
Address
Description Remote 2
Attributes Access Point ¥ Relay Point ¥/ TCP Proxy NAT

Save | Cancel

Delete Enty: To delete arentry, click the Delete Engrbutton, and then enter the RF MAC address of the unit that you
want to deleke. Then, clck the Save button.

Figure39 ¢ Delete a static neighbor entry screen
3¢ Static Neighbor Entry - Goegle Chrome =lE |

| [% 10.110.255.17/nxpStatichtml|Zentry=de

RF MAC Address  80:00:02 (Format: s xx)
Save | Cancel

Refresh Clck Refrestio update the hformation displayed in thedcal Status section.

4.3.4. GLOBAL SETTINGS

Global Settings is thiurth (from left) tab of the RE Network Settings pag@o navigate to this tab, select RF Network

Settings from the main menu and click GdbBetting. This tab alls you to makeseveralGlobalSettings for the RF
Network.

Note: Settings in this tab are only availabiden the Viperisin Router mode.

The Glbal Settings &b allows you to make changes for a single Viper or to the entirerVigivork. It allows you ¢
make changes teemote uniti Q b SA3IKOo2NJ ¢+ of Saod
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Figure40 ¢ RF Network Settingg Global Settings

Global Settings

RF-MAC Address e

O Delete Station Configuration
After Remote

Operation

0Old RF-MAC New RF-MAC Save

O Replace Station Address Address Configuration
After Remote

Operation

Manual-Scan Save

y Configuration

(@] Change ND mode Auto-Scan After Remote
Disabled Operation

Enabled Save

O Change TCP Disabled Configuration
Proxy Mode After Remote
Operation

Save

C clear Neighbor Configuration
Table After Remote

Operation
) Reset Station(s)

O save
Configuration

O Get Status

Single Station

Cancel

Global Settings

Note: All sekctions in this tab apply to all Vipers in the network unless you checlsithgle Sition check boxear the
bottom of the tab aml enter the RF MAC Address of the Viper to which the change will be applied.

Delete Station Enter the RF MABddressof the stationto be deleted from the Neighbor Tabbf all Vipers on the
network. 10 save ths change to theonfiguration after remote ogration, place a check in the check kaixhe
right.

Replace StationEnter tre RFMAC Adiressof the unit that willbe removed andthe RF MAC Address of thper that
will replaceit. To save this @mnge to the configuratiorafter remote operation, placa check in the check bat
the right

This setting allows yoio change the NeighboriBcovery (NDjnode forall Mpers inthe nework. When this
option is set, you can select Manua@ia®, AuteScan, or Disabtefor all Vipers. To save thchange to the
configuration after remote operation, place a check in thedittaox at the right.

Change TCP Proxy Mle: You @n ctange the TCP Proxy mode for all Vipers in the network to enabledsabtéd. To
save this charmgto the configuration afteremote operation, place a check in the check box at the right.

Clear NeighboiTable: To clear the Netgbor Tables foall Vipes inthe nework, select this setting. To save this change
to the configurdion afterremote operatio, place a check in the chebkx at the right.

Save ConfigurationThis will send a Save Configuration coamato all Vipers intie network.

Get Satus: Thiswill send a Get Status command to all Vipers in the network. The statubendiplayed in the
Neighbor Table tab of th&FNetwork Settingspage
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Single Stationlf this check box is checkaaid the RF MBAddress of a Vipeon the network isntered nto the field
below, any other selection made in this tab will apply to Wiper whaseRF MAC Address enteredWhen the
box isnot checkedanysetting made in this takwill apply to all Vipers on the nefrk.

Apply: ClickApply to applyanychanges gu have made to Global Settings.

CancelClick Cancel to cancel any chasgeu mayhave made to angettings in this tab.

4.3.5. VLAN

VLAN(Virtual Local Area Networlkg the fifth(from left) tab of the RF NetwdeSdtings page. To nagate to this té,
selectRFNetwork Settngs from the main menu and click VLAN. This tab allowsoymake VAN Configuratio
settings for the RF Network

VLANSs availablein both Bridge and Router mode. In Bridge mode, the usargecify either taggd or untagged

operation for the RFinterface when VLAN is enabled. In Router mode, the RF intectatenly I tagged when \AN
is enabled.

Figure41 ¢ RF Network Settingg VLAN(with Advanced Settings hiden)

RF Network | RF

)]
]
g
=
=]
]

Settings

VLAN Configuration
Mode Tagged

Port VLAN 1D |1 PVID (1-4094)

Member Of Management VLAN

A @ Enabled O Disabled

Advanced Settings () Show (=) Hide

Cancel

o
If you "Sawve" changes to any parameters marked &4 you will need to reset the unit for them to take effect.

VLAN Configuraon

Mode: The Rinterfaceoperatesin VLA Tagged mode onlin Untaggedmode,devices on this intdace are ot using
VLAN tgs. Incoming (ingress) packedre tagged with the port VLAN ID (PVID). VLAN tags are removed on
outgoing égress) packets. Sabe Advanced Settingsectionthat follows for more options.

Port VLAN IDSds the Port VLAN ID (PVID)

Member of Management VLANWVhen the Management VLAN is enabled, you can access the internal functidms of t
Viper (HTTP, FTEommand Shell) tbugh thisport if Membe of Management VLAN is enabled. This is true only
for ports of Taggedype. Ports of Utagged type can always acsdte internal functions of the Viper (HTTP, FTP,
Command Shell).

Advanced Seings (Show or Hidg ClickShowto showadvancel settingsin the lower part otthe tab; clickHideto hide
the advanced se¢ings.

Sa\e: Click Saventsave any changes you havade in this tab. See Note below.

CancelClick Cancel to cancel any changas may have made tany of the settingén thistab.
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Note: If you change the Port VLAN ID or Member of Management VLAMg@@ttthstab, as indicted by the yellow
alert symbd (,{f},), a reset of the Viper is required before the setting will take effect.

4.3.5.1. Advanced Settinggor RF Network Settigs » VLA

When you click Show to show the advanced settings in the VLAN tab &tRheetworlSettings pagethe tab expands
downward to $iow theadvancedsettings The following figureshows the Advanced Settingscien when the Vipers
configured forRouter male. In Bridge node the Viper may operate in Tagged mode or Untagged nadithis sedion
does not apeardrasticallydifferent exceptthe name of the section will reflect the port mode selected and some
selections are less regtted than those sown in the following figure

Figure42 ¢ RF Network Settigs¢ VLANtab showingAdvanced Settingnly

Advanced Settings () Show (' Hide

Silently Keep Retag Tag Delete
Drop Packet Packet Packet Tag
Packet Unchanged With PVID With PWID
Ingress Packet
Untagged O ® C
VID=0 ® ) [ )
VID=PVID (] ®
VID!=PVID (VID is in Table) ®
VIDI=PVID (VID is not in Table) e ®
Egress Packet
Untagged [ &) ® O
VID=0 ® ) [ )
VID=PVID (O]
VID!=PVID (VID is in Table) ®
VIDI=PVID (VID is not in Table) [ ) ®
Cancel

[ AddVLANID To Table 1-4094)

| [ (
Delete VAN ID From Table | |1 | (14004)

Clear Table

table empty

If you "Save" changes to any parameters marked & wou will need to reset the unit for them to take effact.

The Adanced Settings provide options for ingress packets (packets coming intopgng &fid egress paéits (packets
leavirg the Vigr) and for maintaining and displaying a VLAN Member Table
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Advanced Settigs TaggedPort or UntaggedPort

Thetitle of the Advaned Settings section of theF Network Settings » VLAN talll reflect the Por mode selected.
This sectiorallows ya to spedfy what actions are to be taken with ingress and egress packets, basgeioyYLAND
(VID tag (r absence of a VID tag

VIDis the VLAN ID contained in the packet.
PVIDis the Port VLAN ID (the VLANaHB3iated with theinterface and confjured inthe Mper Web hterface).

Ingress Packet

Untagged(The packet has no VLAN fag) If incoming packetsre untagged, you can choogesilently drop thes
packets, keep them unchangeat,tag the packetswith the PVID ForUntaggedPort Mode, the default sdting is to
tagthe packetwith the PVID ForTaggedPort Mode, the defaultsetting 5 tokeep the paket unchanged.

VID=0 If incaming packets have a VLAN ID set to zero (0), you can choose to silentihekepackets, keephem
unchangedre-tag thepacketswith the PVID or delete ther tag. Forboth modes, UntaggedPort Mode andTagged
Port Mode, the default setting is tailertly drop the packet

VID=PVIOThe packet has a VLAN ID that is the sameaBWD). If incomhg packets have a VLADthat isthe same
as the PVIDyou can choose to silently drapese packetskeep themunchanged or delek ther tag. Forboth
modes,UntaggedPort Mode andTaggedPort Mode, the default setting is to keep the peet unchanged.

VID!=PVID (VID is notgeial to PVID} If incomingpackets have a VLAN ID that is not the same as the pdilzan
choose to silentlydrop these packets, keep theunchanged, réag the packets with PVID, or delete their tatpe
default for this setting, vhich is for Untaggedd?t Mode only, is to silently drop the packet.

VID!=PVIQVID is not equal to PVIB)t VID isin Tablet TaggdPortMode only
If incomingpackets have a VLAN ID that is tiet same ashe PVID, but ig1 the VLAN Mmber Table, yowcan
choose to silentlgrop these pakets, keep them unchangedetag the packets, or delete their taghe default
for this setting, which is for Tagged Portdde only,is to keep the packet unchanged.

VID!=PVIQVID is not equal to PVjBnd VID is notin Tablet Tagged Porvlode aly
Ifincoming packets have a VLAN ID that isthetsame ashe PVID andsinot in he VLAN Memberable, you can
choose to siletly drop these packets, keep them unchangedtag the packets, or delete tletags.The defailt
for this setting, which sfor Tagged rt Mode only,is to keep the packet unchanged.

Egress Packet

Untagged(The packet has nLAN ID taglf exiting packts are untagged, you can choose to silently drop these
packets, keep them uhanged, or tag hem with PVIDFor bothmodes Untagged Port Mode andTaggedPort
Mode, the default setting is to keep theacket unbanged.

VID=0 If exiting packets have a VLADI set to zero (0), you can choose to silently drop these packets, keep them
unchanged, retag them with PVIDor dekte their tag. Forboth modes UntaggedPort Mode andTaggedPort
mode, he defaultsetting isto silently drg the packet.

VID=PVIDIf exting packets have a VLAN ID that is in the VLAN Member Tablean chooseatsilently drap these
packets keepthem unchanged, or delete their tag ForUntaggedPort Mode, the default setting is tdelete the
tag. ForTaggedPort Mode, the default setting is to keep the packet unchanged.
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VID!=PVIQVID is not equal to PVIO) Untagged Port Mock only
If exiting packethiave a LAN IDthat is not the same as the PVID, you can choose to silently dese thacked,
keep them unbanged, retag the packets wifh PVID, or delete their tag. The default fbis setting, which is for
Untagged Port Modeonly, is to silently drophe paclet.

VID!I=PVIOVID is not equal to PVID) BUID is in Table Tagged Porlode only
If exiting packes have a VLAN ID that is ribe same as the PVID, butinsthe VLAN Member Table, you can
choose to silatly drop thee packets or keep them gharged retagtheir packets odelete their tags The default
for this setting, which is forTagged Port Modenly, is tokeep thepacketunchanged

VID!=PVIQVID is not equal to PVIBNdVID is not in Table Taggd Port Mode orly
If exiting packets hae aVLANIDthat is not the same as the PVID and is not in the VLAN Member Tableay
choose to silentlydrop these packets, keep theamchanged, retag the packets, or delete their tags. The default
for this seting,which is ér Tagged Port Mode onlysto keepthe packet unchanged.

Save Click Save to save any changes you hawterrathistab. Se the Nde that follows.

CancelClick Cancel to cancel any changes you may have made to any of the settinggdh.th

VLAN Memlership

Add VLAN ID Tdable To adda VLAN IPenter the VLAN IDa§ anumber between 1 and 4094, inclus) and then
click this btton. TheVLAND is added tohe VLAN Member Table in the section below.

Delete VLAN ID From Tabl€o ranovea VLAN ID, eet the VLAN IQas anumberbetween 1 and 994, inclusive)hat
is displayed in the VLAN Member Tabl¢h@ secton below,and then click this buttonThe VLA ID isemoved from
the table

Clear TableTodelete all VLAN ID entrieofn the VLAN Memberable from the sectin belowat once, click
this button. The VLAN Member Table section of the tab displa a & ¥ 1) & ¢

VLAN Menber Table

Thissection of theRF Network Settings » VLA displays Member VLANSs in table form as defingidg the fields
and buttons in the abve secton. InnotableSy i NA S& SEA &GS adGlofS SYLIieé A& RAAL

Note: If you mae a changeo the Port VLA ID or Member of ManagemeMLAN setting above in this tab, as
indicated by the yellow alert symb(_/i\,), areset of the Viperis required beforaghe setting will take effect.

4.3.6. QOS

QoS(Quality of Service} the sixth(from left) tab of the RF Network $tings page. To navigate tais tab, select RF
Network Settings from the main menu and click QoS. Thisltalys you to maké&oSconfiguration gttings or the RF
Network.
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Up to seven (7) transmit queues can be used to cladgfpackes before they a& actually transmitted oveie RF
interface. Two of the RF transmit queues are used for packets comimgtieserial ports dthe Viper (one peserial
port: one for COM; and one for SETUP). fidreaining five (5) RF transmitigques areused for packetsoming from
the Ethernet inerface. The user can specify filters to classify the packets coming froniitbmé&l interface irtio any of
these five remainhng RFtransmitqueues. All seven transmit queues can be configured formini guarateed bit
rate, maximum bit rate, and maximumumberof packets the queue can hold.

Packets generated by the Viper itseléaent into a hiddenRF transmit queuealled tre control transmit queue, which
is not listed in the QoS tab amtbes nothaveany configurableoptions. In this queue, pckets ae transmitted over the
RF interface in FCFS (ficstme, firstserved) order

FHgure 43 ¢ RFNetwork Settingsg QoS

RF Network F.F F Emr hwidth | Neighbor
[ir—

Tabil=

QuS % Engbled Disabled
Default LAN Queve  Cusue 1%

LAN Queue 1

LAN Queue 2 o 2 2 10

LAN Queus 3 W 2 2 10

LAN Queus 4 W 2 2 10

LAN Queue 5 W 2 2 10
Com Poark K 1 1 i
Setup Port W 1 1 1

Restore QoS Defaults Save Canceal

L Any
Ethernet Type ARP  w
Other (0808 | Bridge mode only

vian o O (0-4024) 0-Any

Source IP Address (0000 1o
Source Port |0 (0-85535) D:Any

Destination IP Address  0.0.0.0 10
Destination Port [ (0-95635) D:Any

.Anj'

DSCP
Other |0 (0-83)

Protocol [All W TCP ACK Only

Transmit Queve |Ousue 1 v

FilterTable
10.110.255.16/1 9999 10.138.0.171 9999 uppP
any  any 10.110.255.16/1 0008 10.128.0.1/1 09998 any UDP 3 *r X
any  any 10.110.255.16/1 9997 10.128.0.1/1 9997 any UDP 5 *r X
ARP  any any  any any any any any 1 &8 x
any  any any  any any any any any 1 * x
Delete All

I you "Save” changes to any paramctars markad dlk poo wT noad B resat $ha LM for tham £0 ke et
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QoS

QOS(Enable or Disab)eEnable or disable the Qa®uality ofServicemodule When QoS is disabled, onhe hidden
control transmit queue is operaticad (packets are transmitted ovehe RF interfaceifst come, first sered).

Default LAN Queue Allows you to select one of the configured LAN Queues addfault queue.A packet oming
from the Ethernet inteface that must be sent over the RF interface will be placed into the defawighit queue
unless a specific filteis defired that indicaes which RF transmit queue to use.

RF Transmit Queue Configation

Enable (or Disablg: Place a check maik the check boxto enable a queueClear the check box to disable the queue.
At least me LAN port queuamust bealways enabled

Rate (%) The minimum guaranteed bit rate (expressasl apercentage of thavailablebandwidth). Minmum value is
0 %. Maximum vak is 100 %. A value of 0 % means discard any packets sent to this queue.

Ceilng (%) The maximum birate (expresseds a pecertage ofthe awvailable bandwidth). Minimum value is 1 %.
Maximum value i400 %.

Queue Size (packs). The maximummumberof paclets the transmit queue can hold. Minimum value is 1 packet.
Maximum value is 28 packets.

High Priaity: When sendingpackets the packet scheduler sends a packet from one transmit queue, moves todie n
transmit queue and seds one packet, then moves the next transmit queue, etc. All this is done while
maintaining the configuréthroughputs per tansmit queue. Whethe highpriority queueis set, this queue will be
processed first when transmittin@nd onceper every two ¢her queues.

Restore QoS Detdts: Click to restore default configuration settings for RF Transmit Queues.
Sawe: Click Save teave any changasu havemade in this tab.

CancelClick Cancel to cancel any changes you may imake to aty of the setting in this tab.

Filters

Settings in this section allow you to defing to 128Q0S filters to classify theapkets in the various Rtransmit
gueues. The fdlowing fieldsare used to defindilters.

Ethernet Type Configurable in bdgemode only. Select onef the standard Ethernet tygs (e.g., ARP, IPv4, VLAN tag,
etc.), or enter the hex value of any Etherngpéesdefined by the IEE
(http://standards.ieeeorg/devebp/regauth/ethertype/eth.txt)

VLAN IDThe VIAN identifieris used only if operating in bridge made

Source IP Addres$Jsethisto specify a rage of IP addressébat will represent vald source IP addresses. (For
example, 200.200.200.0/2200200.200.132.)

Source PortThe UDP/TCP source port nuenb(A value of 0 means any value.)

Destination IP AddresdJse this to specifg range of IP adesses that will re@sent védid destination IP addresses.
(For example, 200.200.200.0/24, 200.200.20821)

Destnation Port TheUDP/TCP destination port nurab (Avalue of0 means any value.)
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DSCPThe Differentiated Services Code REIDSCP) consisiof the six (6) mosignificant bits of the eightbit Type of
Service (ToS) field in the IP header. Seley to rot filter by this value. The following tablontains DSCP values
and descriptions.

Table14 DSCPIifferentiated Srvices Code Point) Viaés ard Desciiptions

0

CS(@; 000000¢ Best Effort

8  CS1;001000¢ Class 1
16 CSZz 0100@c¢Class 2
24 | CS%x 011000¢ Class 3
32 CS4 100000¢ Class 4
40 | CS% 101000¢ Express
48 CS& 11000 c¢ Reserved
10 | AF11¢ 001010¢ Classl Low
12 AF2¢001100¢ Class 1 Medium
14 = AF13 001110¢ Class 1 High
18 AF21c 010010¢ Class 2 Low
20  AF22¢010100¢ Class 2 Medim
22 AF23¢010110¢ Class 2 High
26 | AF31¢011010c Class 3 Low
28 AF32¢ 011100¢ Class3 Medium
30 | AF33¢011110¢ dass 3High
34 AF41¢ 100100c¢ Class 4 Low
36 | AF42¢100100¢ Class 4 Medim
38 AF43; 100110¢ Clas 4 High
46  EFR¢101110¢ BExpedited Forwarding

Protocot The protocol number in the Ifeader of the packie Possible sedctions are All, ICMPCP, ad UDP.Leave
this filed set to All if this value does not matter.

TCP ACK OnWhen thisoption is checkd, thefilter will look forTCP packets with a TCP header only (no TCP data) and
with only the ACK flag te

Transmit Queue: Specify the above tresmt queueto use for packets that correspond to all of the critanahe filter
defined alove.

Add: Clickto add filters.

CancelClick Cancel to cancel any changes to filters.

Filter Table

This area displays) table format,any filters that have éen ddined éove ard added.Before packets are transmitted
over the RF interfacehese filtas are appliedd determine the proper RF tremit queue to use. The filters are passed
from the top down until a match i®und. These fters only apply when th QoSmodule is enabled.

Delete All clicking the Delete All link will cleall filters thathave been defing and are displayed ithe filter table.
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4.3.7. QOS STATISTICS

QoSStatisticds the seventl{right-most)and firel tab of the RINetwork Settingpage.To navigate to thistab, select
RF Network Settings from the main navigation mend alick @S Statistics.his tab provides a table ofeistics
related to the Quality of Servid®oS¥or each of the transmit qugesin the Viper

Figure44 ¢ RF Network Settingg QoS Statistics

RF P —— E Qos
Settings Network | Management | Table Settings
QoS Statistics
s Packets | Bytes packets  myies Mm “hew Mm%
Tros (Success) (Success) (Failure) (Failure)
ngt“: 0 0 0 0 0 0 0 0
Q“H';:'; 0 0 0 0 0 0 0 0
Q“E::g 0 0 0 0 0 0 0 0
Q“E::'; 0 0 0 0 0 0 0 0
Q“E::: 0 0 0 0 0 0 0 0
Q“E::g 0 0 0 0 0 0 0 0
Com 0 0 0 0 0 0 0 0
Setup o 0 0 0 0 0 0 0
Refresh Clear Statistics

QoS Statistics

RF Transmit Qeue Identifies the trarsmit queue: the transmit condl queue, transmit queues enabled and described
in the RF Network SettingsQoStab, or COM prt queue or Setup pamueue

Packées Dropped: Number of packets dropped because the RF transmit quebdli

Bytes Dropped Number of bytes dropped becauske RF transmit queue is full.

PacketsQueued Number of packetsn the RFtanamit queue. (Refesh he tab contens to seethe current number.)
Bytes QueuedNumber of bytes in the RF transmit queRefrek the tab conterts to seethe current number)

Packets Sent (SuccesbBlumber of packets that have been successfully mdvenh the RF transmiqueue and sent
over the Rhnterface

BytesSent (SuccessNumber of bytes that have been succedlsfunovedfrom the RF trasmit queue and sent over
the RF interface.

Packets Sent (FailureNumber of packets moved from the RFrsanit queue that failedo be sent ovethe RF
interface.

Bytes Sent (Failure)Number of bytes moved from the RF transiiteue thd failed to be gnt over the RF interface.

Rdresh: Click Refresh to refresh thab contents and update values displayiadhe QoS Statistics tabl
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Clear Staistics ClickClkar Stdisticsto clear the QoS Statistics tableset all valueto zero aml restart counting.

The LAN Séhgs page containsxtabs: LAN Settings, DHCP, Broadcast Multicast, \dn&NEhernet (PHY)

4.4.1. LAN SETINGS

LAN Sdings isthe first (left-most) tab in the LAN Settings page. To navigate to thiss@llect AN Settings fronthe
main menu.This tab allavs you to set the LAN IP Address, Netmask, gateway, and MTU for the Vigpedandthe IP
Address andNetmask of he maintenanceserver.

Fgure 45¢ LAN Settingg, LAN Settigs

LAN. LAN pHCP | snTp | Broadeast | Fth-.z'r_lnet
Settings Settings Multicast (PHY)

LAN Port ® Enable () Disable
LAN IP Address (4 {default: 192.163.205.1)
LAN Netmask £ {default: 255.255.255.0)
LAN Gateway /5 {default: 0.0.0.0)

LAN MAC Address 00:0A'99:30:0D:3C
LAN MTUZS (1500 (default: 1500)

Maintenanced & [1.1.1.1 | [255.255.2550 | 0.0.0.0

vitwal 14 [0 [0.0.00 | [255.265.255.0 | [0.0.0.0 |
virwal 28 [0 [0.000 | 2552552550 | [0.0.00 |
Virtual 345 0 [ooo00 | [255.255.255.0 | [0.0.0.0 |
vitwal adh [0 [0.0.00 | [255.255.255.0 | [0.0.0.0 |
vitual s [0 [0.000 | [255.255.285.0 | [0.0.0.0 |

If you "Save” changes to any parameters marked & vou will need to reset the unit for them to take effect.

LAN
LAN Port The LA port interface can berabled or disablel. The default setting is enabled.

LAN IP AddressAllows each Vigr to be set to a uniquealid IP addrss. The dfault IP addess for the Viper LAN port
is 192.168.205.1.

LAN NetmaskTogeher with the LAN IP Addes the LAN netmask determisghe subnet the Viper is on. The netmask
selected depends on the network tolamy. The defaulLANnetmask is 255.25.255.0.

LAN MAC Addess The Media Access Control (MAC) address is a unique adtrasa manfacturer assige to each
networking deviceThe MAC address is expressed as six hexadecimal numbers separated by @forman
similar to AABB:CC:DD:EE:Fdét,exanple.
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LAN Gaeway: This is the IP Address of the Access Point to be usdgagmtewayo the managemat network. If the
Viper is he Access Point, do not change the LAN Gateway from the default ad@inesafault address is 0.0.0.

For eachVviper network, one andonly acne Access Point may be defined. This is the Default GatdfaaWAN

access). Remotdipers use the RF IP addregshe Viper that is set up to be the Access Point in the netwibrk,

that Access Point is in theeighbor Bable. One it scansand finds an Access Point, the Viper will then fill in the LAN
Gateway aubmaticallyasth & ! OO0Saa t 2sk yhe@ & nom@lly bever anjRrBa¥d to change the LAN
Gateway address, abd Mper does this for you wheever youperforma sca on the network orstatically add an
Access Point Viper to the neightxtable.

LAN MTUThe Maxinum Transfer Unit (MTU) is¢hmaximum number of bytes the unit will send in a packet.
Acceptable values rgefrom 576 to 1500. The daéilt valueis 1500.

Maintenance Setings

The maintenance IP interface allows access to thécgevom ahost on the LANNIy. All devices on the sametwork
will be typically given the same maintenance IP address and netsoablat a technician can moveom onedevice to
the other and acess tlem using the same IP address.

Virtual 1to 5
Virtual IP intefaces can onlyéconfigured in router mode.

Default gateway: Usually one default gateway is configured. The user cattsedetthe default gatewapn the
LANinterface, onone of the virtual IP interfaces or the RF interface if the deviaapisratingin router mode.
Multiple gateway can be séftthe device is operating in router mode with VLAN enabled, the devicehenll t
operate in VRF mode (Miidl RouteForwardirg).

VRF male: Ths modeis on when router mode and VLAN mode are activehHR pacét will be forwaded inside
the Viper networlwith their original VLAN tag. When it comes time to select a default route facket,
preference will le given tathe gatevay that ison the interface with the same VLAN tag (PVID).To activate a
maintenanceor virtual IP, ick theEnablebox in the gien row and configure each address as described below:

IPAddress Enter a maitenance IP address that isfférent from the LA IPAddress. Tle defaut maintenance IP
addressis 1.1.1.1.

Netmask Togetter with the IP address, thnetmask determines the subhthe IP address of the Viper is on. The
netmask selected depends on the neisk topology. The defaultetmask is 25.255.2550.

Gateway: This is the IP Address of the Access Point to be used as teaato the management nvork. If the Viper
is the Acess Point, do not change the LAN Gateway from the default address. The deéwaks is 0.0.0.0.

Save ClickSaveto saveany dhanges youhave nade in this tab. See Note below.
CancelClickCancéto cancé any changes yomay have made to any of thsettings in this tab.

Note: If you changeny settings on this page other théo enable/disable the LARort,a rest of the Viper isrequired
before the setting will take effect.
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4.4.2. DHCP

DHCP is theecond (fom left) tab inthe LAN Settings page. To igate to this tab, select LAN Settings from the main
menu and click DHCP. lngtab you can enable or siable the PICP (Dymaic Host Configuration Protocol) Servein
the Viper and set other DHCP paneters.

Fgure 46 ¢ LAN Settigs¢ DHCP

LAN Broadcast | ,, Ethernet
an Al
M :I”Tp MU|tiEESt _

DHCP

DHCP Server &4 (O Enable () Disable
Start Address £ [192.168.205.2
Number of Leases &4 |5
Lease Duration £ |0 Minutes (0:Infinite)

Gateway &4 10,000

Cancel

iy
[f vow "Save” chanoss to 300 DErsTen nark Lo 1 I e i for tharm o take effect
If you “Save” changes to any parameters marked &5 wou will need to reset the unit for them to take effect.

DHCP

DHCP Serveirhe DHCDynamic Host Configuration Protoc8rver can be eabled or disabled. The default sttingis
DHCRServerenabled.

Start AddressThis & the firstaddress thatvill be leased to other dvices on the subnethen theDHCP Server is
enabled When a Viper is configured as a DHCP server, thisréipresents the beginnmIP addressf the pool
managed bythe DH® Server. Normally the Viper automatically calculatelefaultiease Start addrss as the
Ethernet IP addresof the Viper plus one.

Number of LeasesThemaximumnumber of IP Addressehkdt will be leased out tainits connectd to theViper when
the DHCP server is enablétrepresents the maximum number BHCP cligts that will beable to lease an IP
addresdrom the Viper.

Lease DurationThe length of time in minutes that each IP agkbwill be leased to ®HCP client befe it expiresand
anew leae is requiredZero (0) minutes means leases do notiexp

Gateway: This is theP address of the gateway agsed by the DHCP Server. In router mode, the default gateway is the
IP addressf the Viper itself.mh bridge mode, e defaut gateway 5 0.0.0.0. To override the default setting, enter a
valid IP adtkss to spcify the gatewst.

Save Click Save to sawany changes you have made in this tab. See Note below.

CancelClick Cancebtcancel any changes yauay have madéo any ofthe settingsin this tab.

Note: If you change any of th@bovesettingin this tab,as indicated byhe yellowalert symbol /i\,), a reset of the
Viper is required before the setting will take effect.
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4.4.3. SNTP

NTPis the third from left) tab of theLAN Sethgspage. Tonavigate to this tab, select LAN Settings from the main
menuand clickSNTP. From thiab you can set parametersifthe Simple Network Time Protocol (SNTP).

Figure47 ¢ LAN Settingsg SNTP

LAN Broadcast | ,, Ethernet
-] A,
m Settings ore Multicast . (PHY) _

SNTP
Client (O Enabled & Disabled
Server Address |0.0.0.0
Period |64 Secs
SNTP UTC Time 0
Time Zone

TimeZone | (GMT -6:00) Central Time v

Daylight Saving (&) Enabled ) Disabled
Local Time 2013-11-07 10:05:02

Cancel

)
- " " . A, m , ; n !
If you "Save” changes to any parsmeters marked 23 you will need to resst the unit for them to take e

p ffect.

SNTP
Client The SNTP {®ple Network TimeProtocol) Client can benabled or disablel. The defaultsetting s disabled.
Sener AddressWhenthe SNTP clig is enabled, enter the IP address of an SNTP Server.

Period Enter theamountof time in seconds kgveen that will dapse betveen eachtime the SNTP server will be
polled to obtain the current time. e defaultsetting is 64 econds (1 minute, 4 secondstween polling.

SNTP UTC TimBisplay the time received from the SNTP Sefiveseconds) when ivas mostrecentlypolled. (Ths
field is read-only and norzero only when SNTP client is enabled an&ATP seer has been ptd.

Time Zone

Time ZoneAllows you to slectthe time zoneapplicablefor the location of the Viper. Fadidtes translation 6UTC
time to localtime.

Daylight Saving Allows you to specify whether Daylight Saviinge is in effet for thelocale and timeof year where
the Viper isdcated.

Local TimeDisplays the local date and time (to secondaewthe SNTRlient is enabledan SNTP server hasen
polled, and settings for time zone andaylightsavingtime have been configuckcorrecty.

Save ClickSave to save any changes yave made in this tab.

CancelClick Cancel to cancel any changes you mag made to any of thesettings in thisab.
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4.4.4. BROAADCASM™MULTICAST

Broadcast Multicast is the fourth (froraft) tab in the LAN Settigs page. To navigate to thab, select LAN Settings
from the main menu and click Broadcast MulticastsTéld allows you to set parametersifBroadcasand Multicast
from the Viper.

Figure48¢ LAN Setings ¢ Broadcast Multicas

LAN -5 Broadcast Eth
Settings

Multicast | V22N

Directed Broadcast (3)Enabled (O Disahled
Limited Broadcast () Enabled (& Disabled

Multicast Forwarding  (5) Enabled ¢ Disabled

AN o ey 02992t OEnabled © Disabled

PR Ay 02992t OEnabled ® Disabled

Group Range 1 0.0.00

0.000
Group Range 2 0000 0.000
Group Range 3 0.00 0.00

Group Range 4 0000 0000

Group Range 5 0000 0.000

Group 1 0.0.0
Group 2 (D000
Group 3 (0000
Group 4 000

Group 5 (0000

Cancel

If you "Save” changes to any parameters marked & wou will need to reser the unit for them to take effect.

Broadcast

Directed Broadast This parameter controls the forwarding of directed broadcast packets fhah AN interface to
the RF interdice.DirectedBroadcast is eabled by default.

Limited BroadcastThis parameter controlthe forwarding of limitedbroadcast packets from theAlN interface to the
RF interface. Limited Broadcast is disabled by default.
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Multicast

Multicast Forwarding Thisparaneter controlsthe forwarding d multicast packets from the LAN interface to the RF
interface é&nd viceversa) The packets forwarded fronhé LAN to the RF interface are identified by the Multicast
Address List. (Alither multicast packets are drogol.) O the other hand, the Multicag Whitelist controls which
multicast packets arpas®d from the RF interfaceatthe LAN interface. When thdulticastWhitelistis empty, all
multicast packets received from the RFenfitce are passed on the LAN intEcé,otherwise only the multicast
packets dentified in thewhitelist are passed ovehie LAN. Té default settirg for Multicast Forwarding isnabled.

Multicast to Broadcast (LAN to RR)hen a multicast packet is forwded from the LAN interface to theRRirterface,
the destinationIP addess can be changed to the broadcast IP address2235255.25). The defaulsetting for
Multicast to Broacast for LAN to RF is disabled.

Multicast to Broadcast (RF to LAN)hen a mulicast packet is forwarded from thRFnterfaceto the LAN in¢rface,
the destination IP address can be changed to thedolwast IRaddress (255.25355.255). The default settinfor
Multicast to Broadcasior RF to LAN is disabled.

Multicast Address List

All packets received from the NAnterface wth amulticastdestinaion IP address matching one of the multicast
addreses identifed in this liswill be forwarded from the AN interface to the RF interface.

Multicast White List

All packets receiveddm the RF interface with a multisadestinationIP aldress mathing me of the multicast
addresses identified in this lisfill be forwarded from the RF interface to the LAN arface. If this list is empty, any
packet received from the RF interface witmulticast destination IP addressll be passd ove the LANIf this list is
not empty, any packet received from the REerfacewith a multicastdestination IP address thalbes not match an
entry in this list will be dropped.

Save Click Save to saany changes you have made in thab.

CancelClick Cancel t@ancelany ctanges you may have made to any of the setsiin thisab.

4.4.5. VLAN

VLANVirtual Local Area Networlkg the fifth 6econd from let) tab of the LAN Settings page. To navigatthietab,
select LAN Settings frorhé main menuanddlick VLANThis teb contains configuration settingsr VLAN set up
through theLAN Settings ee similar to those in the VN tab shown earlier for the RF Network Settings, except
settings in this pagarefor VLAN on the LAN interfad&etings inthe previous VLN tab were forVLAN on the RF
interface)

VLAN Configration (bridge mode)
The @mrameters in this page are bnactive when VLAN is enabled (see HerBasic SettingsVLAN Mode)

Mode: Sekct the VLAN mode of operation.
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Untagged: Device onthis interface arenot using VLAN tags. Incoming (ingress) packetsagged wih the port
VLAND (PVID). VLAN tags are mrad on outgoing (Egress) packets. See the "Advanced Settings" section for
more options.

TaggedDevices on thignterface areusing VLAN tagdnconing (irgress) packets are forwarded with their VLAN
ID. Outgang (Egress) paeks are also keeping their XN tags. See the "Advanced Settings" section for more
options.

Port VLAN ID
Sd the port VLAN ID (PVID).

Member of ManagementVLAN When the 'Managenent VLAN" is enabled, user can access the intermations of
the Viper (HTTHTP, Command Shell) througfs port if "Member of Management VLAN" is enabled. This is true
only for pats of type "Tagged". Ports of tgg'Urtagged” @n alvays accesthe internalfunctions of the Viper
(HTTP, FTP, CommanctiBh

1.1.4.1.1 ADVANCED SETTINGS

Change the advanced settingsh@ default actions are highlighted).

UNTAGGED PORT MODE

Ingress Packets (Paets Entering The Interface)

Packe Type Action

1 Silently drop packet

1 Keep packetinchanged
Untagged (Thepackethas no VLAN ID tag) 1 Retag packet wit PVID
1 Tag packet with PVID

1 Delete tag

1 Silently drop packet

1 Keeppadet unchanged
VID=0 (The packet has a VLAN ID set to 0) 1 Retag packet wit PVD
1 Tag paket with PVID

1 Delete tag
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UNTAGGED PORT MODE

9 Silerily drop packet

1 Keep packet unchanged
VID=PVID (The packet has a VLAN ID equal to\Wtie)P 1 Retag pcket with PVID
1 Tag packet with PVID

1 Delete tag

1 Silently drop paclet

1 Kep packetunchangd
VID!=PVID (The packet haslAMID not equal to the PVID) 1 Retag packet with PVID
1 Tag packet with PVID

1 Deletetag

Egress Packets (Paeks Leaving The Interface)

Packet Type Action

1 Silently drop pacét

1 Keep packet unchanged
Untagged (The packet has no VLAN ID tag) 1 Retag paket with PVID
1 Tag facket withPVID

1 Delete tag

9 Silently dop packet

1 Keeppacket unchanged
VID=0 (The packet has a VLAN ID set to 0) 1 Retag packetvith PVID
1 Tag packet with PVID

1 Delete tag
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UNTAGGED PORT MODE

1 Silently droppacke

1 Keep paketunchanged
VID=PVID (The packet has a VLA&jLEI to the PVID) 1 Retag packet with PVID
1 Tag packet with PVID

1 Delete tag

91 Silently drop packet
1 Keep packet unchanged
VIDEPVID (Thpacket has a \AN ID not equal to the PVID) 1 Retag packet with PVID
1 Tag packet wh PVID

1 Delete tag
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TAGGED PORMODE

IngressPaclets (Packeés Enteing The Interface)

Packet Type Action

1 Silently drop packet

1 Keeppacket unchanged
Untagged (Té packet las no VLAN ID ¢ 1 Retag packet with PVID
1 Tag packet with PVID

1 Delete tag

1 Siently drop packet

1 Keeppacketunchanged
VID=0(The packet has a VLAN ID seDjo 1 Retag packet with PVID
1 Tag packet with PVID

1 Delete tay

1 Silently drop packet

1 Keep packet unchanged
VID=PVID (Theacket has a VLAN ID equalthe PVID) 1 Retag packet with PVID
1 Tagpacket with PVID

1 Delete tag

9 Silerily drop packet

VIDI=RVID (Thepacke has a VAN ID mt equd to the PviD and| 1 Keeppacketnchanged

the packets VLAN ID is iretWLAN Merber Table) 1 Retag packet with PVID

1 Tag packet with PVID
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1 Delete tag

1 Silently drop packet

1 Keep packeunchanged

VID!=PVID (HEpacket has a VLAN ID not equalthe PVID and

the packets VAN ID § not in the VLAN Member Table) T Retay packet with PVID

1 Tag packetvith PVID

1 Delete tag

Egress Packets (Packets Leaving The Interface)

PacketType Action

1 Silentlydrop packet

1 Keep packet unchanged
Untagged (The packéias o VLAN I@ag) 1 Retag packet with PVID
i Tagpacket wih PVID

1 Delete fag

1 Silently drop packet

1 Keep packet unchanged
VID=0 (The packet has BAN ID set to 0) 1 Retag packet witfVID

1 Tag packet with PVID

1 Delete g

1 Silently drop packet

1 Keep packeunchange
VID=PVIDThe acket hasa VLAND equal to the PVID) 1 Retag packet ith PVID
1 Tag packet with PVID

1 Delete tag
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1 Siently drop padket

1 Kee packe unchanged

VID!=PVID (The packet has a VLAN ID not equal to the PVI

the padkets VLAN ID is in the VLANzer Table) T Retag packet with PVID

1 Tag packetvith PVID

1 Delete tag

1 Silently drop packet

1 Keep packt unchanged

VIDEPVID (The packet has a VLUBMot equal to the PVID an

the packets VLAN ID is not in the VLAN Membelejab T Retagpacket wih PVID

1 Tag packet with PVID

1 Delete tag

VLAN Configuratior{router mode)

The parametes in this page are only aggé when VLAN is enabled (see HerBasic SettingsVLAN Mode)

1.1.5 ETHERNET, VIRAWI, VIRTUAL 2, ..., VIRTUAL
Configure the \LAN @rametersof the interface

PVID:Setting the interface PVID to O wél it operate like it wasa regular interface without/LAN tagging. This is so
that some interfaces operate in VLAN mode and otheegular mode.

Mode (Untagged)Devices on thisinterface arenot using VLAN tags. Incoming (ingress) packets are taggbhdhe
port VLAN ID (PV)DVLAN tags are removed ontgoing (Egress) packets.

Mode (Tagged)Devices on this interface are using®tags. Incoming (ingress) patgeare forwarded with their
VLAN IDOutgong (Egress) packets are also keeping theilNViags.

Member of Mgmt. VLAN: When this parameter is sgéxternal applications can access the device internal applications
(HTTP semr, FTP servegetc.) by using te IP adress (ad ifset, thePVID)f this interface. This parameter is only
active in rauter mode.

Note:An IP paket received on a LAN inteda with a PVID will be routed inside the Viper network with its VLAN tag
attachedto it (if the ingress interfee isan untaggd irterface,the VLA tag bllowing the packet with be the interface
PVID) The IP acket plus its VAN tag will be used for VIRFuting.

VRF modeThis mode is on when router mode and VLAN mode are agiaehiP packet will be forwardeishsidethe
Vipe network with their original VLAN tag. When it comes time to select auléfaute for a packet, peference will
be given to thegateway that is on the interface with the same VLAN tag (PVID).
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4.4.6. ETHERNET (PHY

Ethernet (PHY) is the sixthdht-most) tab d the LAN Sethgs pae. Tonavigate to this tab, select LAN Settings form
the main nenu and click Eernet (PHY)PHY is an abbvétion for the physical layer of the OSI model. (For this reason
an Ethernetransceiwer is often called a Pld¥iver It is acomponent tha operaes at the physical layer of the OSI
network model) This tab catains settinggor configuration or negotidbn of physical bitrate and duplex mode of the
Viper SCEthernetinterface

Hgure 49 ¢ Ethernet (PHY)

LAN Broadcast | , Ethernet
" SN AN
M il i Multicast (PHY) _

ETH PHY

Auto Negotiate
PHY Bitrate /2 Force to 100 Mbps
Force to 10 Mbps

Auto Megotiate
PHY Duplex £ Full Duplex
Half Duplex

Cancel

At
T S R T, L M Tl N o P T
If you "Save changes [0 any paramelers markedg === you will need o resel [he unit for them 0o [3ke eftect.

PHY Bitate: Sdect whether the bitrate of the transceiver will avtioegotiate o be set constanat 100 Mbps or 10
Mbps.
Auto Negotiate Let the Ethernet interface determine the best speed based ordthéce facing it.
Force to 100 Néps. Manuallyconfigure the peed ofthe Ethernet interface to 100 Mbps.
Force to 10 MbpsManually configure thespeed of the Ethernet interfae to 10 Mbps.
Only one of these threeptions may be selected, as they are mally exclusive

PHY DuplexSelet whether the duplex mode ofthe transceive will auto-negotiate or be set to Fulbr Hdf-Duplex.
Auto Negotiae: Let the Ethernet interfae determine the best mode based on the device facing it.
Full Duplex Manudly configure the mode of the Etheeninterfaceto Full duplex
Half Duplex:Manually configure thenode of the Etherne interface to Half duplex

Only one of these three ojiins may be selected, as they are mutually exclusive.

Save Click Save to savary changes you have made in thibt&ee Nat bebw.

CancelCick Cagel tocancel any changes you may have madeny af thesettings in thigab.

Note: If you change th@HY Bitrate or PHY Dupkettingin this tab, as indicated by the yellalert symbol l;i\,), a
reset of the Viper isequiredbefore the setting wll take effect.
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The Router page contains threabs: Roting Table, NATand VTS.

4.4.7. ROUTING TABLE

Routing Table is the first (lefhost) tab in the Router page. To navigate to tais, select RF Network Settings frometh
main menu ard click Routingrable.The Vper supports RIPV2 (Routing Informatiaint®col vasion 2). Thisab allows
you to enable or diable RIPv2, view the routing table and connection type and add or deletegauttries.

Figure50¢ Rouer ¢ Routing Bble

Router Routing Table | NAT | VTS

RIPv2 &% ) Enabled @ Disabled

Ethernet Interface &3 || Send [/ Receive

RF Interface £&4 [/ Send [ Receive
Virtual Interface 1 £ || Send || Receive
virtual Interface 2 &4 [ Send [J Receive
Virtual Interface 3 £ Send Receive
Virtual Interface 4 £ Send Receive
Virtual Interface 5 £ Send Receive

Save | Cancel

1.1.1.0 255255255 0 1111 Maintenance
1111 255 255 255 255 1111 Maintenance
10.88.50.24 255 255 255 248 10.128.0.2 80:00:02 Proprietary
10.88.50.32 255 255 255 248 10.128.0.3 80:00:03 Proprietary
10.88.50.40 255 255 255 248 10.128.04 80:00:04 Proprietary
10.88.50.48 255 255 255 248 10.128.05 80:00:05 Proprietary
10.88.50.56 255 255 255 248 10.128.06 80:00:06 Proprietary
10.88.50.64 255 255 255 248 10.128.0.7 80:00:07 Proprietary
10.88.50.72 255 255 255 248 10.128.08 80:00:08 Proprietary

0 10.88.50.80 255 255 255 248 10.128.0.9 80:00:09 Proprietary

Refresh | Next
| | | | | | | |

A pdd | Delete

P == = R s S TR —SURY % B N B

& Ifyou "Add" or "Delete” routes, youmust follow by "Feset Unit" for the changes to take effect.

RIR/2

RIPv2RIPv2 (Router Information Protoca@rsion 2)isa dynamic IRPouting protocol based on thdistance vector
algorithm. RIPv2 igsed only in Routemode. The default séihg is DisabledWhen enabledselectwhich
interfaces that you wat to enable a disable RIP updates:
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Send Viper radiowill broadcast RIP updatesn the specified interface.
Receive Viper radio will listen for RIP updates on the specified interface.

Save Click Save to save the changgoifi charge RPv2 from Enabledo Disdled or from Disabled to Enabled. See
Note bebw.

CancelClick Cancéb cancel any change you mhgive made to enable or disable RIPv2.
Note: If you change the RIPv2 Enabledisabled setting in thisab, a resetof the Vper isrequired beforethe seting
will take effect, as indicated by the N@v alertsymbol _/i\,).

Rouing Table
The Routing Tablarea displays a table of IP routes that are active in the Viper.

In general,he VA LIS NDD & NZ dzii A y Ay the lerriés® tha Neighidar TBikzf Hovié\@riRthede are some
instances in which roess may beequired to be atered manually, but in mostases the Neighbor Table entries will be
enough.

# ¢ Arow number that the Vipr uses internally to organize routirentries n the Routing Table.

Destination Network:
IP AddressDisplaystie IP Addres of the @stination Netwak.

Netmask Together with the IP Addresshie Netmaskdetermines the subnet of the Destination Network.

Gaeway
IP AddressDisplayste IP Addrss of theGateway.
RF MACIf the route to the Gateway is pointing to another Vipéne RF MA& address is ditayed in this column.

Type There are three different types of routes.
1 ConnectedDirect physical connein on the Ethernet port.
9 Static:Userdefined routes
9 Proprietary:Rautes learned ty the Viper unit that point to ovethe-air destnations.

Refresh Click Refresh to update ¢hNeighbor Table to show the most recent information available.

Routing Entries

Fields in theRouting Entries sectioof the Fouting Table tab allowou to manually add or delete entries to or from the
Routing &ble dove.

Desination Network

IP Address
Erter the IP Address for the Destination Network.

Netmask
Enter the Netmask fathe Destination Network

Gateway

IP Addess
Ente the IP Address for thGateway.
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RFMAC Address
Enter the RF MAC Addredstioe destnation Gateway

Add: To add a Routing Entrgnter the IP Address aridetmask of the Destination Network and the IP Addrasd RF
MAC Address of th&atewayfor the Rouing Etry to be added, ad thenclick Add See Note below.

Delete Toremove an enty from the Routig Table, enter the IP Addeand Netmask of the Destination Network and
the IP Address and RF MAC Addrdsee Gateway shown in the table abmvard then click Delete. See Notgelow.

Note: If you Add or Delete routing entrieés the Raiting Table, agset of the Viper is requireldefore the routing table
change will take effe¢tas indicated by the yelloalert symbol ﬁs).

4.4.8. NAT

NAT (Network AdessTrarslation) is the second (iddle)tab of the Router page. To navigate to thab, selet Router
from the main menu and click NAToR this tab, you can enable or disable Network Address Translation, maéntain
Private Network Table for NAT and NRdrt Fowarding Table.

NAT techology 5 a mehod by which IP addresses are mapiesn oneaddress space tanother.In Viper, it is
normally used on the WAN side of an IP network to hide local IP addresses frexteamal IP networktbat is, the
Internet). OnVipe units, the usecan sele¢ which one of the two interfaces (Ethernet RF) wi be considered
private.

Figure51 ¢ Routerg NAT

Router Routing Table | NAT

NATAY  OEnabled @ Disabled

ETHAL 192.168.205.0 265256 256.0
RELL 10.0.0.0 255.0.0.0 0
useridh  [0.0.00 | 255255255255 | O
usER2) |D.D.D.ﬂ | |255255255255 | @
usersd  [0.0.0.0 | 255.255.255.255 | O

Clear Table

Save| Cancel

If you "Save” changes to any parameters marked & wou will need to reser the unit for them to take effect.
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NAT

NAT. NAT may be enabled or disabled o ttiper. The default setting is Disalle

NAT Pivate Network Table

Paranetersin thissection allow customization of theAN firewall protection.

ET (hidden by NAT)The NetworkAddress Translation table hides IP Addresses on the Ethernet side whendenable
RF(Hidden byNAT) The Network AddresTranshtiontable hides IP ddresse on the RF side when enabled.

Userl, User2, Ber3: Spedfic IP Addressg or Subnets can be specifiadd will be hidden by the Network Address
table when the IP Address and Netskaae entered into the row and enabled

Clear Bble: Click Clear Téb to dear al entries from the NAT Private Netwoflable.

NATPort ForwardingTable

This table allows emyrof specific public ports or ranges of ports to be forwarded to the privatvork hidden by the
Network Address Bmnslationtable.

Clear TableQick Ckar Table to clear all entries from the NAGrtH-orwaxding Table.
Save Click Save to save the cige if you enable or change any of the settings in this tab. See Note below.
Cancd: Click Cancel to cancel any cgaryar may hawe made to any of thesettings in his tab.

Note: If you change the NAEnhabled o Disabled settig in this tab, a reset of ¢hViper is required before the setting
will take effect, as indicated by thelow alert symbol _/i\,).

For more infornation about Network Address Traration (NAT) capabilities of the Viper and howsitiinplemened in
the Viperrouter, including an overvig and examples, se@PPENDIXCNAT Overview

4.4.9. VTS

VTS (Virtualermind Serve) is the third (rightmost) tab ofthe Routerpage. To naviga to this tab, select Routdrom
the main menu and click VTS. From this tab you can configure the Vigmgihal Server parameters.

The Virtua Temind Sewer (VTS) is an appationrunning inside the Viper that creates tveocket enghoints. One

sockSli SYRLRAY(UlI B OKS{BRKEMNISHFEA¢OFff SR GNRIKG datislsgit RIF G |
over the right socket endpnt. Any data received from the rigt soclet endpint is sent over the left socket dpoirt.

The socket endpoits can operate in TCP servaode, TCP client mode, or UDP mode.

Up to five (5) Virtual Terminal Serversidaeconfigured and enabled. Each Vatureminal Sever that is enabled
worksindependently of any others.
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Figure52¢ Rouer ¢ VTS

Routing Table | NAT | VTS

L] Enable virtual Terminal Server 1
. ehEndpoint
Local IP Address /%
Local Port £ (0—55535} O:auto (0—65535} 0:auto
Remote Port & [6231  |(1-65535) 6278 |(1-65535)
TCP Keepalive /i I:I(minutes} 0:disabled I:I(minutes} 0:disabled

UDP Auto Response (& Enabled Disabled (O Enabled & Disabled
UDP Local Copy 44 Enabled Disabled (O Enabled () Disabled
Status | down | | |
) L BN B 1

tode &b [TCP Sarvr

Local Port & (6285 |065535) D-auto 6295 |j0-65635) O-auto
Remote Port & [6235  |1465535) 6278 |1-65535)
TCP Keepalive & I:l{minutes} O:disabled I:l{minutes} (O:disabled

UDP Auto Response {4 Enabled Disabled (O Enabled () Disabled
UDP Local Copy 44 Enabled Disabled () Enabled (® Disabled
Status | down | | dow |
Cahcel

If you "Save" changes to any parameters marked & wou will need to reser the unit for them to take effect.

Enable Virtual €rminal Server 1 through 5

Enable Virtual Server 1, Enable Virtual Server 2alS + A NIidzt £ { SN $Mkeoss X 9yl of S
Toenable an instancefdhe Mrtual Terminal Server, click to place seck markm the box.

Mode: There are three modes avalile.
9 TCP Server mod&Jp to 128 TCP clients can connect to the TCP server.
1 TCP @Gent mode: The client will attempconnecion to the TCP server ideffiiéed bythe remote address and
remote port numier.
1 UDR Receive UDP paets on the local port numbeand send UDP packets to the remote address and remote
port number.

Local IP Adress: The source IP Address of outgoparketsis sdected either automatially (by the P stack) or it can
be fixed to the IP addres associated i any of the interfaces.

Loal Port The port used to accept incoming packets.
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Remote IP AddressThe IP adasspackets are to be sent to.

RemotePort: IP ackes are sent to the renote IPaddress for the application associated the portnumber
entered.

TCP Keepaliv@his parameteis expressed in minutes. The minimwadue, zero (0), disables this featufigne
maximum allowed value is 1440 mimgt (vhichis equal to 24 hours ol day)

The TP keepalive feature will transmishort kee@live message ttest the TCP connection ifi¢re is no data
transferred through an open TCP connection for the amouninoé specified. If the keepalive messaigeeceved
successfully by theemote endpoint, the TCP connection will remain opéf thekeepalive messagis not received
successfuyl, the Viper will close the existing TCP connection.

To disable this featuresetthe TCP keepalive to 0 (zero). Witle TCFkeepdive feature disatdd, the Viperwill
leavethe TCP connectionpen indefinitely. An existing T connection will only closéthe remote endpoint
closes the connection or if the Viper is unable to sssfilly communicate with the remote @point during adata
transmission

UDP Aito-ResponseWhen sending a UDP packet, dat mse theremote port andremote IP address configuretut
rather sent to the IP address and port number of the last UDP packeit/eelc When this feature is enabledpny
packetto betransmitted is dopped wntil atleast one packehas beerreceived.

UDP Local @py: When the soket operates in UDP mode atite remote address is a multicast (or limited broadcast)
address, the packetan ke sent outwithout giving a copy ténternal appiications. Local @by enaled means a
copy of the packet is sent to imtnal appications. LocaCopydisabled means do not ad a copy of the packet to
internal applications.

Status Status of the TCP S®rmode may display as down or listagi(N TCElients up).
Statusof the TCP Géint mode may display as down, connecting up.
Satus of UDP masglisplay as down or up.
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The Serial page contains four tabs: Com Port, Serial Port, VLAN, andetdvanc

4.4.10COM PORAND SEUPPORT

COM Pat is the firg (left-most)tab, andthe Setup Port tab is next to it to the righito naigate tothe COM Portab,
select Serial from the mamenu; to navigate to the Setup Port tab, select Serial from the main menuterdselect
Setup PortThe two fbs ae nearlyidentical andprovide accesso all the same settings the only differene is the
port that the configuration settings are farln eachof the twotabs, you can enable or disabllee applicableport and
setserial communication parameters fa.

Figure53 ¢ Serialg COM Port

Com Port | Setup Port | VLAN | Advanced

Com Port
COM Port  (®)Enable (O Disable
Speed | 115200 +
Data bits (07 @3
Stop bits (&1 (2
Parity (O o0dd OEven @ None
DCD Control | Always asserted v
Packet Forwarding Threshold |4 % | MARK character time
Flow Control |CTS-based +
Connection Control | Switched (DTR) v
Status: DOWN

Advanced Settings () Show (% Hide

Save| Cancel | Refresh

o
. g . i) i s ; N .
.rir',’OL S3ve changes to any parameters marked [42Y wou will need to reset the unit for them to take effect.

Figure54 ¢ Serialg SetupPort

Serial Com Port | Setup Port | V

Setup Port
SETUP Port  (3)Enable O Disable
Speed | 19200 +
Data bits (7 &3
Stop bits ©1 O2
Parity (O 0dd OEven & None
DCD Control | Neverasserted
Packet Forwarding Threshold |4 v |[ARK character time
Flow Control |CTS-based w
Connection Control | Switched (DTR) v
Status: DOWN

Advanced Settings () Show @ Hide

Save| Cancel | Refresh

i
J " . 1 g 1 . s .
If you "Save” changes ro any parameters marked &5 you will need to reset the unit for them o take effect.
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COM Portor Setup Pot
COM Port or Setup ParEach porimay beenabled or disabled. The defaulttsag is Enabled.

Speed Select a 80, 1200, 2400 48®, 9600, 200, B400, H700, or 11520®aud ratefor the COM Port.
Note: The Swp Port is limied to 19200. This should m®nfigured to match the settings of the connected device.
1 COM PortThe defaul baud rate for theCOM Port is 9&0.
1 Setup Port Thedefault baud rate for the Setup Port i$9200Q

Data Bits Number of bts makingup eachd & 2 Nila@ta This isset accordingo the Host configuratiorandshould be
configured to match the settings dfi¢ @nnected device. The defaidetting is 8.

Sop Bits: Marksthe end of the serial port data byte. This should be confegito math the settingof the connected
device. Thalefault setting is 1.

Parity: Added to identify the sum of bits as odd or ev@his should be configured to atich thesettingsof the
conrected cevice. The default setting is None.

DCD ControlThe DC@Data Caiier Detect) linecan be set for one of the lowing: Always Asserted, Never Asserted,
or Envelope Mode (the DCD will besaged only when data is presgat the serial prt). Thisshouldbe
configured to match the settings of the connected d=i The déault setting isEnvelope Mode.

Packet Forwading ThresholdAllowsyou to change the Mark Character time for forwarded petsbased on the
character legth. Posible seletionsaretwo (2) through (8), inclusive. The default setting is four (4).

Flow Contol: Allows theimplementation of RTS/CTS flaantrol or None. This should be configured to match the
setting of the conneted device. The default settg is CT-Based.
Note: Request to Send andClear to Send flow control will require a fiwgre connectian to the COM pdror Setup
port.

Connection ©ntrol: SelectPermanent (3wire) when the serial port is always enabled oles¢Switched (DTRring
up/teardown) when DTR issedto enabk or disable the serial connection. This should be configtoedatchthe
settings ofthe connected devicelhe defult setting is Permanent {@ire)

Status Displays e status of the seriaonnedion. Whether theconnection isready or down.

Advanced ®ttings (Show or Hide)ClickShowto show advanced settings the lowerpart of the tah clickHideto hide
the advanced settings.

Save Click Save to save the settings if you have changedfahg settings in thisab.
CancelQick Canel to cancel any change you may have made to any of the settings in this ta

Refresh Click Refresto reload the tab with the sttings currently in effect.
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4.4.10.1. Advanced Setting$or Serial » COM Port or S&p Port

When you cliclShowto show the dvanced sttingsin the COM Pdror Setup Port tab for the Serial page, the tab
expands downwad to show the a@vanced settings. The follomg figure shows the Advanced Settings section of the
Serial » COM Potab. The Advanced Settings sectiamf the Seral » Setp Pot tab contains the same optionis the IP
Gateway Service Settings tiea as tte COM Port talhut the Setup Port tab doesohhave the RTS/CTS mode settings
section below.

Figure55 ¢ Serialg COM Port 0 Setup Porttab showing Advanced Sétings only

Advanced Settings |® Show Hide

CL Service
& Seral/RF bridge - DOX mode
IF Gateway Service Serial/RF bridge - RTS/CTS mode
Online Diagnostics
Custom
IP Gateway Transport |LIDP v
Local IP Address | Automatic ¥ Limit to interface

Local Port Number # 5278
Remote IP Address |10.128.0.255
Remote Port Number # |5278
TCP Keepalive |[ (minutes)

TCP Server Control One client  Replace old client

CTS assertion delay |4 ms

CTS negation delay 4 ms
Send all buffered data before negating CTS
Fragment large messages

Discard all buffered data when entering flow control

Save | Cancel | Refresh |

If you "Save" changes ro any paramerers marked i'i\l- vou will need ro reser the unit for them ro cake effect.

The Advanced Settings provide options forfiguring P Gateway SenacSettinggor the COM Portad Setup Port.
For the COM Porfptions are also provided faronfiguring RTE€TSMode Settings

IP Gatavay ServiceSettings

IP Gaeway Senice: Each Serial port can be configured for one of sever@ldieway Srvices listed.
1 The default setting for the @M Port is Serial/RF bridggDOX mode.
1 The default setting for the Setup PastCLI Service.

CLI (Commnd-Line Inteface) Sevice: Thisinterfaceprovides a command line interfacwer an R232
connection to aHose PC. Cheglith NextGen RFechnical Syport for advanced CLI information.

Seial/RF Bridge; DOX modeThis is a threavire connection. Datasisent whenever iis presentat the port. Flow
control is not required. The IP Gateway seewvil use UDRransportprotocol to send and receive messag
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Serial/RF Bridge RTS/CTS modeThis is a fivavire connection. Data isest after the device rises the RTS and
the Vipe returns aCTS ginal to the device.

Online DiagnosticsThis is a TRIIP lasedRF diagnostiosiode. Displays the time intervah(seconds) when the
Online Diagnostics string will be transmitted.

Custom Allows you to customizehe IP settings by seténgthis setting. Choose the socket connection mode from
the IP Gatewayfransprt list and configee the IP settings.

IP Gateway Trasport: TCP Client v
Selectone of four modes of transport, TCP Server, TCP Client, UDEROlient/Server. Tc5sovar

Parameters for each dhese modesare ddined inTable15 TCP/UDP Parameter Usage

whichfollows. TCP Client/Server

TCP Server Modén this mode obperation, the Viper acts as a TCP server. It can acgeft 256 TCP
connedions from remoteendpoints. Data receiveflom any iemote endpoint is sent over the serial port.
Data received fronthe seial port is sent toevery endpoint connected to the PG&erver.

1 Local Port Numbec In TCP Server mode, you must #et local porthnumber parameter.lt identifies the
port used by the TCP sergr when accepting connections from the remote endpoints.
1 Remot IPAddressandRenpte Port Numberg These parameterare not used In TCP Server mode.

TCP Client Moddn this mode of operation, & Vper (local edpoint) tries to establista TGP comection with a

TCP server (remote endpoint). Once the TCP cdiumeis esablished, any dta received from the remote

endpoit is sent over the serial interface. Any data received from the serial atei$ sent to tle remote

endpoint.

1 Local Prt Number ¢ Thisparameter is used to identify the local endpoint. Thetétkautomatically
decides thevalue assigned to the locpbrt number. You can let the IP skadecide the value of the local IP
address (bcal IP addrss = 0.0.0.09r select aspecific local IP address (as long as it is the IP address of one
of the interfaces,Ethernet or RF.

1 Remote IP AddresandRemote PortNumber¢ Thesetwo parameters araised toidentify the remote
endpoint TCP &ver).

UDP Mode In this modeof operatim, all UDPpackets addressed to the Local IP Address and the Local Port
Number aresert over the serid interface. Any data received frothe serial interface is semver the serial
interface
9 Local Port Numbeg The local port nunber parameters are used neception to indicate which UDP packets
are to be sent to the serial porThe bcalport number paametersare used in transmission &et the
source IP address of the IP hea@dnd the source port number of tHeDPpacket.

1 Remde IP AddreseandRemotePart Number ¢ Theremote port number and remote IP address
parameters are usd intransmission to sethe destination IP address of thE header and the destination
port number of the UDP packet

TCP Client/Serveviode: In this male of operation, the Vipercis & toth a TCP server and a TCP cliBatta
received from any remoterelpoirt is sent over the erial port. Data received from theerial port is sent to
every remote endpint connected to the TCP client/serve
1 Local Port Nimber ¢ This parameter isised to define the TCP server
1 Remote IP AddresandRemote Port Number, These paameters are used talefine the TCP client. The

Viper will try to establish a TCP connection to the remote endpoint defined by ttves@arameterswhen
there is data receivedn the rial port AND there are no TCP connections already established
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Table15TCP/UDP Parameter Usage

_ UDPMode TCP Client Mode TCP Server Mode TCRClient/Server Mode

Local IP REQURED REQUIRED REQUIRED REQUIRED
Address Value Value Value Value
Automatic = Letthe Automatic = Lethe Automatic = Lethe Automatic =Letthe
IP $ack dedade. IP stack decide. IP stack decide. IP stack decide.
Bhernet = IP address  Ethernet = IP addess Ethernet= IP addres Ethernet= IP address
of the Ethernet of the Ethernet of the Ethernet of the Ethemnet
interface. interface. interface. interface.
RF= IP addressf the RF=IPaddress ofhe RF= IP @dress ofthe RF= IP address dhe
RFinterface. RF interface. RF interface. RF interface.
Virtdzl £ =nNPX p + ANl dzEP mMX £ANIdzZIP mMX *ANIdzZEP mXg
address of the address of the addressof the addressof the
specifed virtual specified virtual specified virtual specified virtual
interface. interface interface. interface.
LocalPort REQUIRED UNUSED REQUIRED REQUIRED
Number Value Value Value Value
*1-65535 * |P stack decides the *1-65535 *1-65535
Do not use: value. Do not use: Do na use:
20, 21, 23, 123, 20, 21, 23123, 20, 21, 23, 123,
520,0r 50@ 520, or 5002 520, or 5002
Remote IP REQUIRED REQUIRED REQURED REQUIRED
Address Value Value Value Value
* Unicast IP address * Unicast IP address N/A * Unicast IP ddress
OR based on Local IP based on Local IP
* Broadcas IPaddress  selection for TCP reply selection for TCP reply
OR message message
* Multicast IP address
Remote REQUIRED REQUIRED REQIRED REQUIRED
Port Value Value Value Value
Number * 1 - 65535 *1-65535 *1-65535 * 1-65535
TCP UNUSED OPTIMIAL OPTIONAL OPTIONAL
Keepalive Value Value Value

** 0¢ 1440 (minutes)  ** 0¢ 1440 (minutes)  ** 0 ¢ 1440 (minutes)
(0 = T@ keepaliveis (0 = TCP Keelree 5 (0 =TCP Keepalive is
disabled) disabled) disabled)
* Avoid use of reserved port number values. (Feamde 20, 2123, 123, 520, 5002.)
** Setting the vdue of TCP Keepalive to zero (0) disables the sending of keepalkets.

Automatic |v

Local IP Addrss The local IP address for IP Bees The default setting igsutomatic.
1 Automatic ¢ The Viper will responeny o the IPs assigneeEthernet, RF, orirtual. Eﬁﬂema

9 Bhernet ¢ The Viper will respond only to the Ethernet IP address.
1 RF¢ The Vper will respondnly to the RF IP address
1 Virtual m X Phe Viper will respond only to the specified virtual interface.
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Limit to Interface Limit the access to the satiport to only a special class of packeWhen this option is selected
AND aspecfic "Local IP Addres is selected, enforce the follomg rules:

Ingress packetsDestinaton IP address of packets must be equah®|P addess of the specified intface. If

VIAN male is enabled, the incoming packet must have a VLAN ID matiti@ngerface's PVID.

Egress packetsThe source IP addressautgoing packets will be set to the IP address of the specified interface. |
the spedied interface as a PVID,diWLANIDsetin the packet will be equal to the interface PVID.

TCP Keepalive
The TP Kepalive featurewill transmit a short Keepalive rasage to test the TCP connectiothidre is not data
transferred through an pen TCP conection after the spediéd number of minutes. If the keepalive message is not
received successfully, théperwill close the exishg TCP connection.

To disable thigeature, set the TCP keepalive to zero (0). With the TCP keepalive featabkdjthe Viper will
leave the TCP ooedion openindefinitely. An existing TCP connection will only close if¢h@ote endpoint
closes theconnection, the Viper serial poig disabled, or if the Viper is uble to successfully communicate with
the remote endpdnt during a data transmssia. The default setting is dsabled zero (Q minutes.

TCP Server Control
One dient:
Limit the amount of TCP clients to 1. If this optiosmot checked, the limit of TCP clients is 256.

Replace old client:

When the naximum amaunt of TCP client is reachettie TGP serve can decide to drop an old TCP client in favor
of a new TCP elint. If this option is salcted and there is a new TCP clienhnecting to the TCP server arbt
maximum amount of client is already réwex, the TCP server will shut dowen dd TCPclient to make room for

the new one ¢therwise the new one will fail toonnect).

RTS/CTS Mode 8&igs
Note:RTS/CTS Mode Settirgsply only to the COM Port aribis section does not apply félhe Setup Port.

CTSassetion delay. The time in milsecords (ms) that the data will be displayed after the CTS has been sent. The
default setting is 4 millieconds.

CTS negation delay
The timein milliseconds (ms) that the GWwill be kept asserted after the last chamdasbeen transmitted. The
default setting is4 miliseconds.

Send buffered data befor@egding CTSAIl the datawill be sent before the Mper drops the CTS control line.
Fragment large message#llows the data to be fragmented into smaller messages.

Discad all buffered data when enteing flow control: The data in the serial port buffer will be discarded and only new
datawill be processed wtter the flow control.

Save ClickSave to save the settings iftybave changed any of the settings in this tab.
Carcd: Click Cancel to cancahy changeyou may have made to any of the settings in this tab.

Refresh Click Refsh b reload the tab wih the settings currently in effect.
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4.411VLAN

VLAN is the third (from left; second from right) tab in the Serial pageavigate to this tab, select Satifrom the
mainmenu and click VLANhis tab contains configuration for VLA apthrough either or b¢h of the serial ports
(COM or Setp). VLAN configuration settingsrfboth serialports, Setup and COM, are tmis sinde tab.

Figure56 ¢ Serial ¢ VLAN

E
VLAN Configuration (Setup Port)
Mode Untagged

Port VLAN D4 |1 PVID (1-4094)
Advanced Settings () Show (&) Hide

VLAN Configuration (Com Port)
Mode Untagged

Port VLAN ID: |1 PVID {1-4094)

Advanced Settings () Show (&) Hide

Cancel

™
T N T - . il _ o P T -
If you "Sawve" changes te any parameters marked &% you will need to reset the unit for them to take effect.

VLAN Configuration (Setup Poor COM Por}

Mode: Bothseiial interfacesSetup and COM, operate in VLAN Wgad mode only. In Untagged mode, devices on
this interface are not using VLA&bs. Incoming (ingress) packetseaagged with the port VLAN ID (PVID). VLAN
tags are removed on outgoing (egreparkds. See theAdvanced SettingsorSerial» VIANsection thatfollows
for more options.

Port VLAN IDSets tle Pat VLAN ID (PVID)

AdvancedSettings(Show orHide): ClickShowto show advanced settings in the lower part of tlad; dick Hideto hide
the advanced settings.

Save Click @ve to save any changes you have made in this tab. See Note below.
CancelCickCartel to cancel any changes ymay hasze male toany of the settings in this tab.

Note: If you change the PortDAN I(PMD) for either srial port, a reset of the Viper iequired before the setting wil
take effect as indicated by the yellow atesymboal (/i\,).
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4.4.11.1. Advanced Setting$or Serial» VLIAN

Advanced Settings are available for both Serial ports (both thepsand COM port). Advance settings folVLAN
configuration br both serial ports, Setup and COM, are oa famesingle tab.

Figure57 ¢ Serialt  VLAN tabAdvarced ®ttings only

Advanced Settings (&) Show () Hide

Silently Keep Retag Tag Delete
Drop Packet Packet Packet Tag
Packet Unchanged With PVID With PWID
Ingress Packet

Untagged ®
VID=0
VID=PVID

VID!'=PVID
Egress Packet

Untagged O ®
®

VvID=0
VID=PVID
VIDI=PVID ®

®O0

Advanced Settings (&) Show () Hide

Silently Keep Retag Tag Delete
CDrop Packet Packet Packet Tag
Packet Unchanged With PVID With PWID
Ingress Packet

Untagged ®
VID=0
VID=PVID

VIDI=PVID
Egress Packet
Untagged

VID=0 (&)
VID=PVID (O]
VIDI=PVID

@]
®

Cancel

If you "Save" changes to any parameters marked & vou will need to reset the unit for them to take effect.

Untagged Port Advanced Settings

Untagged Port AcancedSetings provide ofions for ingress packets (packetsming into the Viper) and egres
packets (packets leaving the Viper) Seledia this section allow you tepedfy wha actionsare to be taken with
ingress and egress packets, based on theiAND (MD) tag (or absece of a VID tag).

VIDis the VLAND contained in the packet.
PVIDis the Port VLAN ID (the VLAN ID associattdthe interface and configured ithe Viger Web Interface).

Ingress Packet

Untagged(The packet has no VLAN ID tafjijncoming packets arentagged, you can choose to silendsop these

packets, keep themnchanged, or tag the packets with the PVIDe @iHault setting is to tag thepadket with the
PVID.
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VID=0 If incoming packets have a VLAN ID set to zero (0),3mglumseto silently dropthese packets, keep them
unchangedre-tag the packets with the PVID, or delete their tag. The default settitgsilently drop the packet.

VID=PVID(The padket has a VLAN ID that is the same as the PWiibjcoming packetsdve avVLAND that is thesame
as the PVID, you can choosestlently drop these packet&eep them unchanged, or delete their tag. Theaaldt
setting is to keep th@aclet unchanged.

VID!=PVID (VID is not equal to PVIDfincoming packets have a VLANthatis not the same ashe PVID, you can
choose to silenyt drop these packets, keep them unchangedtag the packets with PVID, orléée their tag. The
default seting isto slently drop the packet.

Egress Packet

Untagged(The packet has no VLANtHD): If exiting packets ge untagged, you can choose to silly drop these
packets, kep them unchanged, or tag them with PVID. The defsatting is to keep the acke unchanged.

VID=0: If exiting packets have a VLAN ID set to zero (0), you can choasflently drop these packts, keep them
unchanged, reag them with PVID, or delete their tag. The default setting is to silently dropéueet.

VID=PVIThe packehas a VAN IDhat is the same as the PVID) exiting packets have a VLAN ID thahis $ane as
the PVID, youan choose to silently drop these gleets, keep them unchandeor delete their tag. The default
setting is to dedte the tag.

VID!=PVIOMD & not equal toPVID If exiting packets have a VLAN ID that is not the same as the YWl&n doose
to silently drop these packets, keep them unanged, retag the packets with PVID, or delete their tag. The default
settingisto silently drop the pacdt.

Sa\e: Clck Sae tosave any changes you have made in this tab. See the Noteotlat$.
Cancel Click Cacel to cancel any changes you maywé made to any of the setigs in this tab.

Note: If you change the Port VLAN (PVID) for either serigort, a resetof the Viger is required before the setting will
take effect as indicatedy the ydlow alert symbd)(/i\,).

4.4.12ADVANCED

Advanced is the farth (rightmost) tab of the Serial page. To navigate to this tab, selecal$enn the main menu and
clickAdvaned. h this tabyou can select if Serial/RF bridge Broadcast will be RF ORFy ad LAN.

The parametein this tab only has meaning wheperating in Bridge mode.

Fgure 58 ¢ Serialg Advaned

Advanced Settings
Serial /RF bridge Broadcast () RF Only ) RF and LAN

Cancel

i,
- < - _n 1 A 1 B 1 1
If you "Save changes o any paramebers marked 23 you will need to reset the unit for them to take effect.
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Advanced Settings

Seial RF Bridge Boadcast: When a serial port is operating in Serial/Bfidge mode, the paets leceved by the Viper
from the serial port are sent ové®F to all remote Vipers so they can pass this data over their correspomrdiiglg s
port. The sending Viperchievesthis by usinga broadcast IP address. On reception, the remote Viper will hass
dataover its seriaport AND optionally send the dataver its LAN port.

RF Only

9 When receiving Serial/RF bridge data from a rempeer over RF, pass it the correspondingserial pat and
do notsend a copy of the data over the LAN port

1 When transmiting Serial/RF bridg data to remote Vipers over RF, dot send a copy on the LAN port.

RF and LAN

1 When receiving Serial/RF bridgatdfrom a remote Viper ovelR-, pas it tothe corresponding serial port and
send a copy of the data over to the LAbIt.

1 When transmitting ®rial/RF bridge data teemote Mpers over RF, send a copyew the LAN port

The Security page conte ur tabs: Password,EZS Ecryption, RADUS,and WPN.

4.5.1. PASSWORD

Password is the first (lefnost) tab of the Secusi page. To navigate to tis tab, select Security from the mmamenu.
This tab allows you to séisernamesand assign and change passwoiaisusers @ the Viperto login to the Viper Web
interface

Figure59 ¢ Securityq Passwod

Security | Password EEE tion Radius | VPN | Other
User Name
User Name Admin ¢l Any

Save Cancel

Password
Old Password
New Password
New Password
(Confirm)
Save | Cancel
I\
If you "Sawve” changes to any parameters marked &5 you will need to reset the unit for them to take affecr.
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Usemame

Username This field allows you to add neusernamedor security on theViper.Forinitial installation, all Vipers are
shipped with the defaultUserrameof Admn. If you wart the Viper to check the password only at log in and not
requirea vald usernameto be entered, click to place a check ing box labeled Any.

Note: If you are using a RADIUS server,Wsernamewill always be required.

Password

Old Rassword For hitial installation, the default password for the Admisernameis ADMINBTRAOR (all upperca
letters). For subsequent accesse the current password.

New Password Enter a string oiny letters or numbes d at least 8 characters a@na excealing 15characters in
length.

CAUTONDOo not lose the new password or youlliot be able to gain aaess to the unit. If you lose youapsword,
you will need to contacNextGen RFor technical support.

New Pasg/ord (Gnfirm): Reenter the new pasword gring you entered above.

Save Click Save to save any nesernameor passwordchanges you havemade in this tabYou will need tenter your
new password the next timyou log in to the Viper.

CancelClick Caecd to cancel any changes you magvemadein this tab.

4.5.2. AES ENCRYPTION

AESAdvanced Encryption Standard) i tbecondftom left) tab d the Security page. To navigatettos tab, select
Security from the main menu and click AES Encryption. Thidltatsa/outo enable or disable AES Eyytion andset
the Encryption Pass Phrase.

Figure60 ¢ Secuity ¢ AES Encption

- AES "
Security Password EreeT Radius | VPN | Other

AES Encryption
Encryptionts Enabled ® Disabled

Encryption Pass Phrase [
i,

LY

Save Cancel

Ay
If you "Save” changes o any paramerers marked &2 you will need to reser the unit for them ro rake effect.
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AES Encryption

Encryption When enabled, Viper uses AES -hi8ncryption to protect your data from eavesdrping ard to prevent
intruders fom changingyour configuration. Use of encryption is optional, but we stronglgammend t for actual
networks.The default setting is disédl.

Encryption Pass PhrasH encryption is enabled, enter a string of charactassd to create an AES 128t encryption
key. The pass phrase can be up to 160 characters long. Using a plenagth of 4 least 128 chacters should
provide an adequateexurity level for most networks. Aogd pass phrase mixes alphabetic and numeric
characters and avoideasyto-guesssmple rames o prose.

Note: The encryption pass phrase and key must be comtoail uritsin eachnetwork.

Save Click Save to saveachanges you make in this tehee the Note that follows.
CancelClick Cancéb cancel ag changes you may have madeistab.

Note:If you enable or disable encryption or set a new eption pasgphrase, aesetof the Viper is required before
any new setting(s) will take effect, as indted by the yellow alert symbc_/i\,).

4.5.3. RADIUS

RADIU$Remote Authentication ial In UserService) is thehird (from left) tab of the Security page. Tavigate tothis
tab, selet Security from the main menu andick RADIUS. This tab allows you to make settings for User Authentication
and Cliat Configuraion for RADIUS security.

Figure 61 ¢ Security¢ RADIUS

- AES -

User Authentication

Command Shell # | gcal Radius&Local Radius
HTTP Server '® | pocal Radius&Local Radius
FTP Server % | gcal Radius&Local Radius

Device Authentication Enabled '® Disabled

Client Configuration
RADIUS Server IP (0.0.0.0

RADIUS Server Port 1312 (1-65535)

RADIUS Secret |dataradio

RADIUS Timeout 3 Secs
RADIUS Retries |3 Times
Delay Between Retries |1 Secs
Save Cancel
= - . sy A . | | . . | .
If you "Save changes [0 any parametars marked =5 vou Wil need ro resel tNe unit rar them o [ake amecr.
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User Authenticaton

Commard Shell, HTTP $eer, and FTP ServeEach of thesservices (Command Shell, HTTP ServerFif? Server)
can be set for one of threpossible ofiions. Loca] RADIU&nNd Locd, or RADIUS Each of these options is
explained below.

Local When accedsg the sevice, check thauser credentialsusernameand pasword) against credentials stored
in the Viper. The user will not be able to as=the senice if proper credentials areot provided.

RADIUnd Local When accessing the service, check therusedentals (sernameand password) against
credentials stred in the Viper. If the credentialsiféao match credentials stored in the Vipeheck fa a
match against credemdlsstored in the RADIUS server database.

RADIUSWhen accessing the serviaheck theuser credentiad usernameand password) againgte RADIUS
server database. If the user credentials fail to pass with the RARRIS sccess b the service is denied.

Device Authentication: When enabled, Vipgverforms local and remote devéauthentcetion using a RDIUS server
Set the VPN module tfie Viper (local) to operate in servarode and set the VPN module of remote dmgito
operate in client mode. Th&iper will authenticate remote devices using the RADIUS server when they are
powered onand at regularmtervals. The Viper will authentitaitself to the RADIUS server at startup. The default
setting is disabled.

The fdlowing figureillustrates device authaication using RADIUS with a Viper network. In this example, VPN
client 2requestsasecure tunnelThe VPN server initiates a RADtta8saction to authenticate Client 2 ing its
MAC address asusernameand pasword. The tunnelis created only ithe RADUSserver responds with an
authentication grant.

Figure62 ¢ Device Athentication

Viper (2)
VPN Client

RADIUS Server

Viper (3)

RADIUS Transactions VPN Client

Viper (1)
Access Point & VPN Servier Viper (4)
Device Authentication Enabled VPN Client

To utilize device@hentication, your network must use the following parameters: The master deViper(1)
must have Device AuthenticatioBnaled and must be configured as an Access P@R# Network SettingsRF
Network) and a VPN Seey (Security » VPN). All remoteviees (Vipers 2,3 & 4) must have VPN Bethhnd must
be configured as VPN Clieri&cuiity » VPN.
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Client Configuraiton
RADUSSever IP. IP Address of the RADIUS server.
RADIUS Server PotyDPport numbe to use when seding authentication requests to ¢hRADIUS server.

RADIUS SecreBecret key shared between the RADIUS client andWB&sBiver. Thikey is used to engpt messages
exchanged between the client and server application.

RADIUS Timmut: Amountof time (in secads) b waitfor a response whenending an authentication request the
RADIUServer. If the response is not raeed, the reques will be resentasmany imes asspecified by the RADIUS
Retries setting.

RADIUS RetrieNumberof times the RADIUS cliemesends the authentication requestessage to the RADIUS server
if it does not respond with an authentication granter authentication denied message

DelayBeween Retries Amount of time (in seconds) to wait between retries whasendinghe RADIUS authé&nation
request to the RADIUS ser.

Save Click Save to save aolganges you make in this tab.

CancelClick Cacel to cancel ay changes you ay have male in this tab.

4.5.4. VPN

VPN (Virtual Private Network) is thaufth (from left) tab of the Security pge. To navigate to this tab, seteSecurity
from the main menu and click VPN. This tdbvas you b set a passwatto access VPNettings, enable odisabk VPN,
and view Status and Statistics for VPN tusnel

VPN Concepts

A \PN securesetwork trafficby transporting it within encrypt® G (i dzy y St a¢ 0 S G 6 A@PNtuingl2 =+t b
ensures data privacy over anypgyof network. Multiple physicahetworkscan exst between two VPN devices. A VPN
tunnel thus provides a virtu@l & A yopt Sy Kii ¢ 2 dtidn bebghyw® VPN devices.

Thefollowing figure illustrates a VPN network with one Viper programmed as a VP&t aed three remotes set as
VPN dkents. Inthis example, a secure connection is established between all Vigmeotes andhe Access PoinOnly a
Viper configured as an Aess Point can operate as a VPN eerv
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Figure63¢ Viper VPN
Network

Viper (2)
VPN Client

.

Private
Network

Viper (3)
VPN Client

¢ Backhaul )

Viper (1)
Access Point & VPN Servier Viper (4)
VPN Client

This example cabe further extended to include a relay point, which allows one unit to relayadaom ore RF
coverage are#o another RF coverage area,st®wnin the following figue.

Figure64 ¢ Viper VPN Netwrk with Relay Bint

Viper (2)
VPN Client

~

Private
Network

Viper (5)
VPN Client

Access Point &\VPN Servier Viper (4)

VPN Client

A VPN tunsl is ceated by a client to a specific server. A server can have tunnelsaiyneliens.
A special shaktunnel is also provided to spprt a few special traffic types:

1 Poirt-to-multipoint broadcast and multicast paets.
1 Telnet, Welhh SNMP, and RADIg&ckets

1 Devie specific IPservice packets (GPS, RSSI, diagnostics, etc.).
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The shared tinnel is always aviable on a device, provided théds VPN service is enabled.

Tunnel MaintenanceKey exchange: Random cipher kaysused to encypt VPN tunnel triic. These keysare unique
to each tunnel and are generated during VPN clieeyer keyexchange. Tunneldys are periodically updated to
maximize security.

Server Status Adwtisement: By default, traffic normally senia’\VPNtunnel isblocked if oneclient/server tunnel
endpoint is noroperational. A server therefore advertises statusto ensure that alits tunnels have a very high
avdlability. These are sent whenever the server is enabled or disabled througktadegce hotswap, or manual
intervention. VPNclients can thus quickly restablish their tunnels as needed.

Configuration: Most VPN serveronfiguration settings are semo each client during key exchang®/PN server does
not send the following settigsto VPN cliens:

9 VPN login pssword and Master Key.
1 Devicespecific General settings andfiRer settings.

Master Key The VPN Master Kegia configuration item essentidl2 ( KS aSOdz2NAG& 2F =+t b 2 LISNJ
Master Key must also be set each ofits clients. Access tthe Mager Key (abngwith other VPN settings) is therefore
protected by the VPNobin mechaism.

A VPN deployent consisting of multiple isalad VPN servers can employ a diéfiat Master Key per server for
additional secuty, since redepbying VPN cligs to ¢her serverswould require their Master Key to be changed to
match the newd S NB&ND & |

Figure65 ¢ Securityq VPN

AES

- Radius | WPN | Other
Encryption

Password

VPN Password Login
Clear VPN Password and Master Key |

nable isa
Enable VPN Disable VPN

Operating mode Client
Status Mot ready, vpn service disabled
Number Of Tunnels
Tunnels Ready
Tunnels In Key Exchange
Packets Sent

Packets Received

== [ == R == I e R == [ s

Packets Received In Error

Refresh Clear

If you "Save” changes to any parameters marked & vou will need ro reser the unit for them to take effact.
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Access To Settings

VPN PassworcEnter the VPN password (leave the fieldptyif not set)and click Logito be able o acessand
change VPMpecific configuration settings.

Clear VPN Pasword Mager Key. Permits &cess to VPN configuration seitis when the VPN password is untmo

Service Control

Enable VPNEnables the VPérvice on theViper.
Note: For packes to secuely pass over the network, the VPN service must be enabldsbtintunnel endpoints.

DisableVPN Disables the VPN servioa the Viper.
Note:For packets to pass over the netwarlsecurely the VPN seige mus be disdled onboth tunnel endmints.

Erable VPN Clientgavailable on VPN servers onigends a VPNkble comnand to all clientsegardless of the VPN
a SNIEwRa &
Notes:

The command is broadcaatfew times based on the Network Latency \&etiling. A serer can send onlgne

commandat atime.
When VPN clients with a user accessing the VPN configareannotprocess commandsdm the server.

Disable VPN Clrgs (available on VPN seers only) Sends a VPN Disable command to all cliexgardless of theVPN
aSNBSNRa adalkas

Notes
The ommand is broadcast a few times based on the Network Latencys¢Ridg.A server can sendrdy one
command at a time.
WhenVPN clients with a user accessing YHeN configuration cannot process commandsrfthe server.

Status and Statistcs

Note: Results of clickingEnable VPMr Disable VPNire not immediately reécted in he Status and Stadiics.
ClickRefreshto updatevalues displayed in this section.
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Operating Mode Displays whethethe Viper is opeating as a VPI$erver or Clien{The Vjper must be configured as
an Access PdilRF device to be a VPN Senthe Vipermust beconfiguredasa nonAccess PoirRF deviceo be a
VPN Client.)

Status Displayghe status of the VPN tunnel servid&/hen tre VPN is operatonal, this willdisplayOK/Ready;if VPN is
not operational, this will display Not Ready and tkason itis not operational.

Number of TunnelsNumber of adlve VPN tunnels originating or terminating in the device. This number is sukdlivide
into tunnels hat are ready ad tunnels curently undergoing key exchange. One additional shared tunnel is used
for specaltypes of traffic (SeevVPNfor an explanation of this shed tunnel and types of traffithis tunnelis
provided for.)

Tunnels Readylists thenumber of active tunnels that are ready.

Tunnels in Key Exchangeists thenumber ofactive tunnels irkKey Exchange.
Packets SentNumbe of packets sent by the Viper through all VPN tunnels.
Packets ReceivedNumber d packets receivel by the deice fran all VPNunnels.

Packets Received in Errddumber of packets received in errby theViper from all VPNunnels.
Possible causes of paatk received in error are:
¢ Reception of nonVPN packets when Block ndtiPN Padaisis erabled.
¢ Decryption arors die to key echarge or packet corruption (infrequent).

Password, Key Strength, @nMaster key
Note: These seings are not affected bget toDefaults

VPN Passwordrhis field is used to change the password used to gaiesato VPN configrration setings.The
passwad must contain at least eight (8) and no more than fifteen (15) eleérs usiga combination ofthree out of
the following fourtypes of characters.

Uppercae letters

Lowercase letters
Numbers

Special chamrters

= =4 =4 =4

Notes: The Ist of suported gpecial chaactersis displayed after entering an invalid password.
The VPN sereé cannotbe enabled if thidield is not set.
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Key Strength
The number obits used by all VPN keys. Naue can be one of the following.
¢ 128bits ¢ 16 textcharactes or 32hexadecimatligits
¢ 192 bitsg 24 text characters or 48 hexadecimal digits
¢ 256 bis ¢ 32 text characters or 6dhexadecimal digits
Hexadecimatligits include 0 through §nd a through f, or A through F.

Master Key
A keythat must be the sane for aVPN sever andall its clients. Thikey can beentered as a text string (weaker) or
as a binarynumber (stronger).
¢ Atext string may contain anyharacterC2 NJ SEI Y-0B 88 &G NMy¢3I¢ o0ljd2iSa | NB 2L
¢ A numeric valueshould gart with 0x (zerex) to permit hexadecimd digits. For example,
0x00112233445566778899%aabbccddeeff iSdgte (1B bit) value.
A nunreric value provides a strongeeX since each string charactwntains only 7 bits, but two hexadecimal
digitscontain 8hits.
Notes: The ength ofthe key nust match the Key Strength setting in bytes (strength in bydasded by 8).
The VPN service camh be enabled if this field isat set.

Clear VPN Password and Master K&years the VPN password used to gamicess b VPN cofiguration ttings. Also
clearsthe VPNpassword used t gain access to VPN configuration settiddso @ars the VPN Mastdfey.

Note:To reset just the Mster Key, set the Key Strengdtha different value.

VPN Configuratiorn; GeneralSettings

Set Serer/Client Defaults; Sets mast VN settings to appropriate values for either server or client reaaf operdion.
Server modesould be selected on devices awatted by Ethernet to the backhanétwork. Clienimode should be
selected on albther devices.

Notes: The VPNPasswad, KeyStrergth, and Master Key settingse not affected
It is recommendedo selectone of these buttais as the first step in configuag the VPN service

Automatic Sart:
The VPN service can be set to start autowaly atstartup (or not to).
¢ Enabla 1 Startthe VPNservice at startup.
¢ Disabledt Do not start the VPN servieaitomaticdly at startup.
Thedefault setting is Enabled

Operating Mode:
The Viper may be configured to operate as a VPN server or VPN @&enspecific dsclaimers blow.)
1 Server Sts the Viper to operate as a VPN Serv@®ipermust be configured sanRFAaess Poini)
1 Client Sets the Viper to operate @sVPN Client. (Must be configdras a norAccess Point on BF
The default settigisdient.
Notes: An AccesPointconnectsto the backhaul via its Ethernet port.
After changing this settinglick Apply to apply the newsetting and refresh the page.

VPN Configurationg Server Settings

Block nonVPN Traffi¢Available on VPN servasly):
The Vipercan be seta blockor allov nonVIN traffic.

ViperSC# IPRouer for Licensed SpectruRN001-5008000Rev.H | Page106



1 Enabledt The VPN service blocks all packets ftbemRF lii that were not seivia a VPN tunnel.
1 Disabledt Non-matching traffic is not bload.
The default setting is Enabled.
Notes: This sé&ting s especilly useful br blockng devces hat are not configured for VPN operation from sending
packets tahe backkaul network.
A VPNserver automatically sets thisapameter on its clients during key exchange.

Status FrequencyAvailable on VPN seers anly):
Thenumber of seonds ketween rverstatus advertisements sent to VPN clients. An advertisemengistnof a
few packets senttaan interval determined by thdletwork Latency setting. AseNé&Q & & G (dza Ay Of dzRS 2
service state (enabledr disabled) anl load (0100%tunnel capadiy in use).
AnonzerovalulJSNY A G & =+t b Of A S {they dindt needtd e Preodfiguied with SeNaEr §PNJ
addresses). Clients that are aware of more than one server can intelligently seletizeeg o its adertised load.

Notes: Thisvalue doesnot affect the server statuses that are sent whenever a ¥8Ner isenabled or disabled
Server status packets are ba@ast over radio links to miniae traffic.Devices acting as radrelays must
therefore explicily enable sétion rdlay modeto forward server statuses.

A VPN server automatically sets thisgraeter onits clients duringkey exchange.
Default = 10 secals

Minimum = 5 seconds (0 = disabled)
Maximum = 60 seconds (1 minute)

Idle Timeout(Available on VPN servers d):

The numberof minutes with no traffic received from a VPN tunnel before attemgtan Idé Probe and/or Key
Exchange. When Idle Probes aisathled, the Idle Timeout willraply trigger Key Exchange.

Notes: This valueaffectsthe time it takes for VR clients to reestalish their tunnels after a VPN server is
restarted.
A VPN servaautomatially sets this panmeter on its clients during kegxchange.
Default = 15 minutes
Minimum = 0 minutegdisabled)
Maximum = 60 minutegl hour)

Idle Frobes(Availdle onVPN serers aly):
On Idle Timeout, this sets the number of Idle Probes talsgithoutreceiving a replyAn ldle Probe attempt
consistsof a 100byte UDP packet that sent and received via a VPN tunnel. A successful ard receive
prevents pemature key exclangefor that VPN tunnel.

Notes: The Idle Timeout setting must be naero befae Idle Probes areent.
The retry frequency of e&acprobe attempt is determined by the Network Latency setting.
For a Network Lateryof 10, the prdoe frequencyis 10 gconds.
Defadt = 3 seconds
Minimum = 0 second&lisabled)
Maximum = 10 secals

Key Tineout (Available on/PN servers only

Maximum duraton of VPN tunnel cipher keyseKexchange consists of approximately twelve g@&)100-byte
TCPpackets (1 kobyte), whichmay ke several seconds or longer when the network is busy.
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Notes: The retryfrequency of eackey exchange attempt is deternéd by the Network Latency setting.
For a Network Latency of 10, the exchange apéefrequency i0-70 seconds.
A VPNserver aitomatically sets this parameter on its clients during key exchange.
Default =6 hours
Minimum = 1hour
Maximum = 24 hours

Network Latency(Available on VPN semgeonly):
This parameter is a factor (multipliggr tuning VPN raintenance perations. It afectsthe frequency of server
status packets, idle probes, and keyckange reties (see explanains of these settings, earlieigr details).
This number should be set higher if key exchanges are occurringfregrently thanthe Key Timeut seting
(see the VRN Status and Statistics section.

Notes: Only change this vaduby smalbmounts (15 secouls).
Default = 10 seconds
Minimum = 2 seconds
Maximum = 30 secats

VPN Configuratior; Client Settings
Server IPAddresses (Availdle on VPNI@nts anly): The IPaddress(es) of one or more VPN servers.
Note: When the VPN Seev Status-requency settings zero (default), each of itsehts must be set with that

a4 S NIRE NRddress. Otherwise, this is optionarits g A £ O 2 @R NE vS INR &ddrEsS NJ

VPN Configurationg Packet Filter Settings

These filters provideriteria uised to select whiclpackets are sent via VPN tunsePackets passing inside VPNnieis
are protected with strong encryption. Traffnot matching hese filtersisdiscaded when the Block norVPN Traffic is
enabled (default). Otherwise, it isfivarded &-is (unencrypted.

Note: Appropriate filters are atomatically set when selecting the Set Client/Server Defdulttons.

Source/Detination IP AddressandNetmask The surce and destination IP addresses are used to select which packet
are sentvia VI tunnels.

Source IP fier: Controls which traffic fronthe VPN device or its immediakhernet LAN enters the VPN.
Destination IP Filte Cantrols whichtraffic to the given IP addessor range enters the VPN.
Examples (with Netmask 255.255.255.255)

9 SourcePaddress 172.30.53 allows packets only from trepecified LAN IP address into the VPN.
9 Source IP address 0.0.0.0 allows packetnfany LAN IP adess into he VPN(This isuseful when LAN

devices sending via the VPN are behind routers, listlee casefor a VPN servaronnected to a backhaul
network.)

Note: The Netmask for eaclP laddress controls whether it is a single add@sssubret range.

Examples
255.255255.255estricts the IP address range to the specified value.
255.255.255.@llows thelast part of the P address to range from 1 to 28 and 255 are reserved)
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Source defaults

0.0.0.0 (server, allow any soujce
[LANsubnet] (client,allow any bcal sarce)

Dedination default

0.0.0.0 (allow any destination)

Source/Destination Brts: The surce and destinatin TCP/UDP port number rangeg arsed to select which packets

are sent vighe VPN based

on application type.

Source Portfilter : Controls which traffic fromthe VPN device or its immediate Ethernet LAN enters the VPN.

Destination Port Rter: Controls whib traffic to the givea TG?/UDPport or range enters the VPN.

Examples:

Destination ports 0 to 0 allows packetsany port.
Destindion ports 55550 0 allowspaclets to only port 5555.
Destination ports 5555 to 6000 allows pats to al ports between 555 and 6000.

Default=0 (@llow any port)
Minimum =1
Maximum= 65535

Refresh Click Refresh to update theadtisand statistics toshow the most arrent information available.

Clear Clickng CleaKor cycling power to the iger) will reset all statistis to zero.

4.5.5. OTHER

This tab allows you to select the preferred method of access to the web pages and the conshalhd

Figure 66 - Security - Other

- AES
securty

Other Configuration

Telnet Portlis

SSH Portils
SSH Key

HTTP Portis

HTTPS Portis
HTTPS Certificate

HTTP Server Modedls

If you "Sawve" changes to any parameters mark

Save | Cancel

23 (1-65535, 0 to disable)
22 (165535, 0 to disable)
Regenerate Key
a0 (1-65535)
443 (1-65535)
Regenerate Cenificate
® HITP HTTPS
ed 2% you will need to reser the unit far them to take sffecr.
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Other Configuration

Telnet Port This parameter letthe usersdect the TCP pomumber used by the telnet serven the Viper. Setting it
to O will disable the server. Make sure to use a pannber not usedby other applications. Telnegivesyou access
to the command shell of the Viper over an unencegT CP se®n.

SSH PortThisparameter lets the user seletiie TCP port number used by the SSH server on the Viper. Setting it to O
will disable the server Make surdo usea port numker na used by other applications. SSH gives you access to the
commard shell ofthe Viper over aencrypted TCP session.

SSH KeyPress to delete the SSH R3¥ kile currently used by the SSH server. Whemoting, a nev RSAey file will
be generated.

HTTP Pot: This parameters lets the user select the TCP port number ngélae HTTPserver on the \fier.

HTTPS ParfThis parametes lets the user select the TCP port number used by the HTTPS server guethel WS is
a searre verson of HT'TP (the TCRssims are encrypted to prevent eavesdropping).

HTTPS Certificaté®ress to dedte the HTTPS cdiitiate currently used by the seer. When rebooting, a e certificate
will be generated.

HTTP Server Modé&electhe HTTRnode of operation (non-secure: HTTReare: HTTPS).

Note: If you change any of the port numbers or swla diffeent HTTP server noie, a reset of the Viper is regad
before the setting will take effect, as indicated by the yellow ad;gmbol(ﬂ‘_\. ).
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4.6. DIAGNOSTICS

The Diagnostics kacontaingfive tabs: Interfae Statistics, Remote Statisti@&NMP, Online Diagnosti@d Radio Log.

4.6.1. INTERFACE STATISTICS

Interface Satisticsis the firg (left-most) tab in the Diagostics page. To navigate to this tab, select Diagnostics from the
main menus. This tab providesriformation about packets sent drreceived on each of the interfaces (Ethernet, the
two serial ports, and RFandAirlink ErrorDetectian statistics.

Figure67 ¢ Diagnostic; Interface Statistics

Di ti Interfa
lagnostics Statistics

Port Name LAN
RX Pkts 30271161
TX Pkts 28880913

RX Bytes 0 RX Bytes 0
TX Bytes [ TX Bytes [
RX Pkts 0 RX Pkts 0
TX Pkts 0 TX Pkts 0

Rx 9002 Rx Ctrl 25555
Tx 11574 Rx Data 9182
T=x Ctrl 26347

Tx Data 9804

Reliable Service Msg Success Count 8265
Reliable Service Msg Failure Count 8
Total Retry Count 20
Noise Detected Count 213
Rx Total "Other" Count 0

Refresh | | Clear [Zero] Interface Statz

The Interface Statistics tabeports the amount of traffic remived and sent by each tife three interfaces: Ethernet,
Serial and RF. Thab dso reports statisticsgathered from the aifink that can indicate the quality of the RF links.

Note: Definitionsthat follow in this sectiorfor usein this tab usehe following conventions.
1 Rx (or Input) = data received from a lower network layer.

1 Tx (o Ouput) = dda transnitted to a lower netvork layer.

Cycling power to the Viper or clicking Clear (Zero) laterfStatwill reset all staistics to zero.
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Ethernet
Port Name: LANIndicates that stistics in this section are for the port namedN,Ahe Bhernet port.
Rx Pks: The ptal numberof incoming packets received by the Ethernet interface (LAN).

Tx Pk&: The tdal number of outging packets transmitted by thetiernet interface (LAN).

Serial

Bytes ancpackets statistic$or the Serial port are presentedin two columrs, left and right for each of the ports
Statistics Btedin the left columnare forthe Setup serial port Satistics istedin theright colunn are for theCOMport.

Rx Byte: Total number of incoming bytes received by eup or COM pat.
Tx BytesTotal number ofoutgoing bytes transmitted by the Setup or COM port.
Rx PktsTotalnumber ofincoming packetseaceived by the Setup or COM por

Tx PktsTotal number of outgoing packets transmitted by the Setup or COM port

RF

Paclet statistics in the RBectimn are presented in two columnsas explained below

OIP Sublayer PacketStatisticdisted in the leftcolumn are for Optimized IP () sublayer packets.
Rx Total nunber of incoming packets received by the RFiGtigface.

Tx Total number obutgoing padketstransmitted by the RF OIP interface.

Airlink Sublayer Packetstatisticdisted in the riglh column are foiphysical radigfrequency connection (Airlink)
sublayer packets.

Rx Ctrl Total number of contl packets recéved over the air. lese pakes maybe RTS/CTS messages or RF
Acknowledgements.

Rx DataTotal number of dda packets transmted over the air.

Tx Ctrl Total number of control packets transmétl over the air. These packets may be RTS/@EEsages or -
Acknowledgements.

Tx Data Totd number of output data packets transmitted over the air.

Airlink Error Deection
Airlink erra detection statistics providaformation about the quality of the RF link.

Reliable Service Message Successrolotal number of service messagé¢hat succealed. RF Acknowledgements
must be enabledo generate a Bliable Sevice Message.

Relable Service Msg Failure Couiibtal number of service messages that failed.

Total Retry CountTotal number d retriesfor service messages.
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Noise Detectd Count: Number of noise (no#Viper carrier) detected above the cir sensdevel. If the Nois
Detected Count is high, it mdbe an indication that the Carrier Sense Threshold should be raised.

Rx Tai | f hed @oilirt: Tatal number of messages the \éipoverheard that were intended for another station. These
messagesta discarad.

Refresh ClickRefresh to update the statisi$ to show the most current information available.

Ckar (Zero) Interface Stat€licking Clear(Zero)interface Stats (or cjiag power tothe Viper) will reset all statistics to
zero.

4.6.2. REMOTETATISTICS

Remote Statisticsd the second (from left) tab @he Diagnostics page. To navigate to this tab, select Diagnostics from
the main nenuand dick RRmote Satistics. This tab pradesinformation intable form about communication with
remote units including statistics for pakets transmitted and receivad and from them, received signal strength, and
signatto-noise ratio

Note: A stdisticalentry can be @leted by clicking thé - té the right of the entry.

Figure68 ¢ Diagnostis ¢ Remote Statistts

) NextiGen

— RF DESIGN —
Viper SC IP Router

HELP HOME RESET

ce  Remote
Statistics

L Home

» R le Settmgs

Diagnostics

» RF Network Semngs
All Packets (Infinite)

» LAN Settings Packet Error Rate (PER)
T 9 Recent Packets
» Router
T TR T T Duplicate Packet Removal .
» Security
SR A RS SRR NG < c i
» Dlaqnostl(‘s —l —]
} Set“p St -_- -.I
unicast 0 0 < 100.00%
00:01:91 192.168.5.3/24 N/A NA X
broadcast 0 0 ? 0 0 ?
st 1 0 0.00% 1 2 66.67%
80:17:7€ 192.168.5.4/24 . - ° .84.59 35.59 X
broadcast 0 0 ? 0 0 ?
unicast 1 0 0.00% 1 0 0.00%
80:18:00 192.168.5.5/24 -53.88 40.43 X
broadcast 0 0 ? 0 0 ?

Refresh | | Cear (Zero) Stats |
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General Settings

PacketError Rate (PER) Select how to calculate the PER.

1 All Packets (Infinitex The mclet error rate is @lculated since power cleor sincethe last "Clear Stats" event.
PER=((total bad packetdpfal badpackets + total googhackets))*100

1 Recent Packett The packet error rate is based on the last sel/atandred packets only. Thisode represents
the aurrent link quality moreacairately than the Infinite mode which calculates PER based qraakets
transmitted or receive since the last power cycle &Clear Stats" event."

Duplicate Packet Removal (Needed for Rx PERJhis optian must be enabédto calculate the ERIt controlsif the
packets sent over the air will contain or rtbe packetsequence number (el by duplicate packet detecin and PER
calculation). By defaulit is disabled to presesscompatibility withfirmware versons pior to V33 _R20110919170) ff
this option isenabled facing the older firmware versions (prio V3.3 R201109191700), th&®F communication will
fail.

Remote Statistics Table

This Unit Centered at the top of the table provides the RBCaddress ofthe Vper for reference.
Tabe mlumns areas follows.

Remote Unit The RF MAC address of thagteoringremote unit. This thle is updated every time theiper sends (or
receives) data to (or from) the remote unittife RF MAC addressprefixed wth an aserisk (*, or star), i means this
unit was karned of through a Relay Point (RP) unit.

RFIP AddressThe RF IP Addreskthe remote unit.

ReceivedPackets Number of IP packets sent by the remote unit to this unit and receivgoacke is bal, or faied, if
at least oneof the CRC, the lagth, a the system identifier is incoect, or itis simplymissing (not receiv@ at all by this
unit). The \fier candetect missing packets because of the sequence numbexch packe

PER PacketErrorRate is expessed as percentage thatindicatesthe peccentage of packets that have failéal be
sucessfully transmittedor received over the RF link

When the Packet Error Raiteindicated bya question mark (?), it is because tingit cannot deéerminethe

value.This idbecusethe sequence numbessinot included in the packets received owée air a because no IP

paclet has been receivedyet. Tdm{ S adzNB | NBY20GS dzyAld Ay Of dzRS&a | &S|
duplicae packet remov f §¢turé&nfukt e enabledon it.

Transmitted PacketsTotal number of IP packetsansmitted onthe RF intrface(good and bagbackets) to the remote
unit (unicast or broadcast)

9 A packet is bad (failed) if notification was not receivenfthe remoteunit of the arrivalof the padket.
1 Thetransmit Packet Eor Rat (PER) is calculated using the sadormulaasexplained earlier

1 When the Packet Error Ratindicated by a question mark (?), it is because the unit cannot detetiménedue.
This is beause K S & w @atlired sYidgt enabled on this unit ono IPpacket has been transmitted yet. $h & w C
I/ Yeature lets the uit know that the packet has nu it to the remote unit.

RSSIThe mostrecent Received Signal Strength IndicdRSSI) frorthe remote unit. Eab time anew padketis
received from he remde unit, the RSSI in this tabledsalculatel and updated.
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SNRThe mostrecent Signal to Nee Ratio (SNR) from the remote unit. Each time a new packet is receivethifom
remate unit, theSNR inhis table iscalculaed and updated.

Refresh Click Refresh to update the statistics tdhew the mest current informatbn available.

Clear (Zero) lrerface Stats ClickingClear (Zero) Interface Stats (or cycling power to theNipill resetall staistics to
zero.

4.6.3. SNMP

SNMP(Sinple Network Managemat Protocol): Thethird (middle) tabof the Diaghostics pageTo enale this feature,
select Diagaostics from the main menu and di&GNMP to navigate to this tab.

SNMP is usely network managerent sysems to manage rad montor network-attached devicesand provides a
means to monitor, colld¢cand andyze diagnostic infanation. Viper is compatible ith SNMPv2cSNMP allows you to
access |IP statistics and diagnostics from the Mipieg third-party MIB (Management fiormation Base) browser
software. ThéViper can be programmed to respond ®NMP quessto its local IP ddress, RF, or Ethernet IP adsls
(Automatic) or respond to its Ethernet IP address (Ethernet)respondto its RF IP Addss (RE)Use the optios and
settings n this tab to eableor disale the SNMP agent, configure MR setting, and enable or di&ble alarms for
power conditions.

Figure69 ¢ SNMP Model Manager and Agent

Management System Managed Element
e N ( 2\
MANAGER AGENT
Human Nework Network
Manager Protocol
R | <}— Messages —j|

@ S

Management Database M Datab M d Object

Traps (omlarms) will ke automatically generagd wherever the forward or reverse poer goesout of specification.
These taps can besent to a userspedfied IP address or addresses.
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Figure70¢ Diagnostics; SNMP

Diagnostics

SNMP
SNMP AGENT/!: E_”able'j
@ Disabled
Local IP Addressis  Automatic -
Read Cnmmunity‘i‘. LLIL T L
Read-Write Cnmmunity:i\ sssnene
Trap Cnmmunityi‘. ssenene
/i
nge‘i (a.b.c.d)

Trap IP List Empty
mie Download mibs.zip
Alarm & Notification

Forward Power Enabled @ Disabled
Reverse Power Enabled @ Disabled
PA Power Enabled @ Disabled

Save Cancel

SNMP

SNMP Agent Ehable or disable te intemal SNMP agerity seletingthe appropriate option.The default setting is
Disabled; seledEnabled taactivate SNMP.

Locd IP AddressThe Viper can bprogrammed to respond to SNMP queries to its local IP Address, RF, or Ethernet IP
address (Autom#c), o respond totis Etherret IPaddress (Ethernet), orespondto its RF IP Address (RE&¢let
either Automatic, Ethernetpr RF. The default settingAgaitomatic.

Read CommunityThepassword string entered in the Read Commufiggyd grants readonly acces to externaMIB
browsers.

ReadWrite Community The passvord string entered irthe ReadWrite Communiy field grants reaewrite access to
external MIBbrowsers.

Trap Community The password string entered in the Trap Community fielkdduded in SIMP trgp packets.

Trap IP Ist: Thislist shows the useprogranmed IP addresses where the Viperwénd SNNtraps. To add arf
Address to the list, selethe Add radio button, enter the IP address into the address field (d)p.and henclick
Save(near the bottomof the tab). Whenthe page is refreséd, the IP address you entered will appeatrtie Trap
IPList.

To delete a IP address from the list, Ieet the Delete radio button, enter the IP address to be deleted in the
address feld (a.b.c.d)and clck Save (gar the lottom ofthe tab).

MIB: Three ViperMIBfilesare bundled with eactVipei@ firmware/ £ A O1 G KB Y¥Woes it »UE Ay G2
.zip file that containshe three MIB files. These files contdiinksto the SNMP nformation availabk in theViper.
The MIBfilesmust be loadedrito a thrd-party MIB browser.
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Caution:Certan MIB brovses (standalone ointegrated in an SNMP managenpy require you to modly the MIB
FAESQa SEGSYaAzZYy O6FB.NI SEFYLI ST FNRBY odalL. (2 oc¢-

Each Viper firmware package is bundled with three MIB files (found inside the mibs.zip file): (1) nextgenrf-
regs.MIB contains a top-level set of managed object definitions aimed at managing products with the
NextGenRF brand, (2) 1213.MIB contains a set of managed object definitions aimed at managing
TCP/IP-based network devices, and (3) Viper_scx.mib contains a set of managed object definitions aimed
at managing Viper radio modems.

Formore information about MIB files included with the Vipenfivare, seeAPPENDIXdHMIB File

Alarm & Notification

Belaw are thetraps that will be set on an alarm or notificatio condition to the server that has been addedtbe Trap
IP ListEach of hese may be enabledor disabkd.

Forward Power Faward power exceeds minimen or maxmum levels. The default setting@¥sabled.
ReversePower. Powerexceeds maximum reverse powd he default setting is Disabled.

PA PowerPA power has folded back. The ddfaetting is Dsabled.

Save ClickSave tcsaveany danges you have nae to setings in this tab. See Note belo
CancelClick Cancel to carl any changes you may hawade to any of the settings in this tab.

Note: If youenable or disable the SNMBext or change he Loca IPAddress Read Community, Read-Write
Community or TrapCommunity password stringr add or delae IP addresses in éhTrap IP Lish this tab, @

indicated by the yellow alert symbc_/i\,), a reset of the Viper is required beéoany of these sttingswill take effect.

4.6.4. ONLNEDIAANOSICS

Online Diagostics & the fourth (from left) tab othe Diagrostics page. To navige to this tab, select Diagstics from
the main menu and click Online Diagnosti8sttings in this tab alloyou to set theinterval, configuie settings,and
savea report containingdiagnostc information.

The transmissio of onlire diagnostics may benabled or disabled at anyagton or stations without affecting their
ability to communicate with other statits. Online Diagosticscan be sent anyhere,induding being backhauled.
Backhaul alds to network traffic flow andnust beconsideredvhen designing a network. If &turn flow is necessary,
it needs to be reduced substantiatly have a minimal ééct on the retwork. TheVipercan support ugo four (4)
diagnosic socket conneabns atonce. This may be useidy exampe, to carry out mortoring at a main office andta
up to three separate field locations. It is also possibteone of the four canections touse a serigport instead of
enablingit in the ViperWeb browser inteface.
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Hgure 71 ¢ Diagnostics; Online Diagnostics

Interface | Remote Online Radio
Diagnostics | Log

Diagnostics | gioistics | Statistics | o 0

On-line Diagnostics Interval seconds

Version /4 |3 (Device Manager) vl

Local Copy Only (O Enabled ) Disabled

Identification &) |P Address O RF MAC Address
Measurements /% [7] Period

. 1 . . N
If you "Save" changes to any parameters marked I/—\ wyou will need to reset the unit for them to take effect.

oy Temperature (Celsius)
£\ [¥] Temperature (Fahrenheit)
&[] Supply Voltage

A7) RS

44 [¥] Forward Power

43 [¥] Reverse Power

&\ [7] RX Packet Error Rate
5 [7] TX Packet Error Rate
A7 Alarms

A7) Qos

&4 [¥] TX Pkts Total (success)
45 7] TX Phts Total (failure)
4\ V] RX Phts Total

A7 SNR

Cancel

Online Diagostics

Online Diagnostic Interval The online diagnostic iarval is the time ingrval (in seonds)at which theViper will
broadag the diagnogic string.Setting the aline diagnostic intervab zero Q) disables online @ignostic
reporting. The defalt setting is three (3) seconds.

Version

You can change the version of onlinagtiostic mesages, whiclaffects the format.Three |1 (Computer Friendly)

versions areavailable.
1 Compuer Frierdly: ¢ KA &

3 (Device Manager}

2 (User Friendl
3 (Device Manager)

A & @ Ui & §corapatérrRAdable but can be difficult taeadly undersand

f  User Friendly This is the same as Computerefdly (1), with theexception that all valugi I hidBan &
readable (with the trade-off that this formatis sliditly more verbose). Aexample ad explanation are
provided in the following sectim

1 Local Copy @ly: When this is enabled, the Viper will not gighack itddiagnosic messages\er user taffic.
The Viper wilktill output its diagnostic messagesser toTCP clients connected to the onlidegrostic TCP

port.
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VersionSpecific Configuraon

Information in the lower section of the tab will chandepending orthe Vesion of onlinediagnostianessags you
have setcted abwe. This gction provides ptions for whether you want the Viper to useehP Address or RF MAC
address for identificthon

Identification: Select whether to use the IP Address oMRRC Addres of theViper for identificationin online
diagnostisreporting. The déult setting isto use he IP Address.

Measurements These ar@resented as a checklist. Check the items toilb@uded in the online diagnostic reporting;
uncheck thetemsto omit. The defalt setting isto includeall items.

Save Cick Saveo save ay changes you hamade b settings in this tab. See Note below.

Carcel Click Cancel to cancel any changes yay have mae to any of the settings in this tab.

Note: If you changehe Verson or add oremove anyitems in the measuremats listin the lower section in thgtab, &
indicated by the yellow alert symb(&), a reset of the Viper is required befomay of these sétings will take effect.
4.6.4.1. HumanReadable OutptiFormat

Note: Thissection is opional. Forassisance or more spefic information, contactsupport@rextgenrf.com.

With the Online Diagnosticgerson set to 2 (User Friendly) and savadni a Command Prompt window, type telnet
nnn.nnn.nnn.nnn.@72 (where nnn.nnn.nnn.nnnapresent the + A LJS Biddrés irLdbt decimaformat). The VigrQ &
online diagnosic output will displayon your screenTheonline diagnostic output is human amdachinereadable
ASCII, commédelimited format.Any reader programsaed(or written) must deodethe Vesion fieldand chek for the
typet M FGrNutér INR S yoRXfar& ! & BeNdRAE to determine the format.

Note: No overhead is generated in the Vipéno online diagnostic connectionfisade

The outpu lookslike the output shown in the fdowing figure.

FHgure 72 ¢ Diagnastic Output Samje ¢ Computer readable and HumafReadable format

2., TCP ASCI Terminal :192:168.205.100:58317 -> 192.168.205.1:6272 E=2EER 5
Rx Data: I~ Packet s Local Address:

~ [192.168.205.100
[192.168.285.1] -
[89:88:80:81]," 2, 11, & Sec, BxB1, [192.168.265.1], [192.168.286.1], 39, 13.36 U, -60.86 dBm, —60.88 dBm, 1.18 U, 6.8 U, B.868%, Local Port:
[90:88:00:81], 2. 11, 5 Sec, OxB1, [192.168.205.1], [192.168.206.1], 39, 13.38 U, -60.86 d8m, —60.00 dEm, 1.10 4, 0.0 4, 0.006%, 58317
[00:80:00:81], 2. 11, 5 Sec, 0x81, [192.168.205.1], [192.168.286.1], 39. 13.38 U, -60.00 dBm, -60.08 dBn, 1.18 W, 8.08 U, B.000%, B coote Address:
[09:88:88:81], 2, 11, & Sec, BxB1, [192.168.265.1], [192.168.286.1], 39, 13.36 U, -60.86 dBm, —60.88 dBm, 1.18 4, B.68 U, B.868%, | e —
[192.168.285.1] - Remote Port:
[09:88:00:01]," 1, 11, 5, 6x81, [192.168.265.1], [192.168.286.1], 39, 53, &, 8, 11, B, &8, 6272
[90:88:00:01], 1. 11, &, exe1, [192.168.286.1], [192.168.2e5.1], 39, &9, &, @, 11, 8, @,
[ea:g8:aB:a1], 1. 11, 5, Bx21, [192.168.265.1], [192.168.286.1], 39, 53, & 8, 11, B, @ “Dieanned v

Table16 Diagnostics Output Definitionfor ComputerReadabé Format

_ Output Definitions

Host MAC adlress of the stabn whee diagnostic measwments ae being cdlected. The haswill
cdlect diagnostic messagdrom itself and all remote units with IPSD enabled. IPSD can be
enabled or disaledin the Advanced &up optionsfor the pott setings

Ver Version of the oline diagnodics. Differentversionsmay havedifferent parameers. Ths table
describes Versin1l.

# Number of items that follow in the online diagnostic message.

Period PERDD (seconds). Speeii the time betwea geneaation of onlinediagnostic messags fromthe
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_ Output Definitions

Flags

Souce

Destination

source station.
Online Diagpostics FlagsNextGen REspecific.)

Source Address. In Bridge mode, this address displays the MAC address oftiee\dper. In
Router modethis address didpysthe IP address dhe of the sourcé/iperstation generating
the diggnostic messge. Thisd alsathe souce station from tke point of view of the RSSI
measurements.

Destination Address. In Bde mode, this address disys the MAC addes d the destination
Viper. In Router rade, ths addres disphysthe IPaddress of he destindion Viper. Thi is the
destinaton station from the point of view of RSSI measurements.

Temperature of the sowe Viper in Celsius or Famheit. Temperatug urits can be configed
on the sourceViperin Home »Basic 8ttings.

Source supjy voltagemore than 8 vdts, shown in énths (0.1) of volts.
Supply voltage = (ODM_reading / 10) ¥.& reading of 35for example, meanl1.5 V.

RSSI measured &he source Viper for théast message reived fom the destnation Viper. Ths
is alsareferred to asthe LocaRSSIUse thefollowingtable to interpret the RSSI value.

RSSI measured at the destinatiapés for the last messageceived from the surce Viper. This
is alsoreferred to as tle Remoé RSSUsethe followingtable to interpret the RSSlalue.

Radio/antennadrward power measured in tenths (0.1) of watts at the source Viper. A value
51, for examplemeans 5.1 W.

Radio/antenna everse power measured ingnths (0.1) of ws atthe sairce Vper. Avalue of2,
for example, means 0.2W.

PERmeasured at tle source. This is calculated as the percentage of packietsted due to an
invald headerthecksum over thé&otal number of @ckes received. To fit @mall unsigned
integer, this value ismultiplied by 000 and i maxinum valueislimited at 255. A reding of 2
for examplemeans0.002 % of packets were rejected.

Table17 Online Dignostics RSSI Disty

0

1
20
255

N/A The RSSI Valignotavaildle.

> 60.25dBm The RSSI Vae isgreater han ¢ 60.25 dBm.
¢ 65.00 dBm

< 123.75 dBm RSSI is less than123.75 dBm.

RSSI x 60 ¢ (X x 0.25), for X not eglLe 0.

4.6.5. RADIO LG

Ralio Log is the fifthr{ght-most)tab of the Dagnogics paye. Tanavigateto this tab, selet Diagnatics fran the main
menuand click Radio Log. This tab allows you to generate a radio log and saveéekiafia
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Figure73 ¢ Diagnosticsg Radio Lg

Di . Interface | Remote
1IAgNOSUCS | giotictics | Statistics

Radio Log

Click to generate radio log.
This may take several
seconds.

| Generate B adio Log File |

Right-click and "Save As..."
the link to save the radio
log file

RadioLog.txt

Diagnostics | Log

Radio Log

When Geneate Radio L@ Fileis clicked, the unit will execute aspecialscript which gthers diagnostic and log
information. This information is written to the Radiogtext file named RadioLogkt. This proceduréakesseveral
seconds. Wan the procedurds compete, you maythen extract the Radio Lg textfile byright clikingthe

LIN2E GARSR ySIFEN 0KS 0620G02Y 2 P adikdory driyour PCy R

Radiobg.txtf A ¥y

The RadioLog.tAtle is an advanced diagstic tool that slould besentto NextGenRFE3 technial supportfor further

andysis.
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The Device Maintenance page contains three tabs: Config Control, Packagd,@matvding Commander

4.7.1. CONFG CONTRIO

ConfigContol is the first [eft-most) tab of theDeviceMaintenance page To navigae to thistab, select Dege
Maintenance from themain menu.

Figure74 ¢ Device Maintenance, Config Contrbd

Device Maintenance ‘ Config Control | Package Control | Wing Commander

User Configuration Settings

O save Configuration using this name drp

O Import Configuration from

PO bridge_mode_high_reliability.drp hd
O pelete Configuration

Firmware Upgrade Settings

()] Merge settings bundled in upgrade package with current configuration /2,

Factory Settings

() Restore Factory Settings /1,

Proceed | Cancel | Mote: Some operations may take a minute or so to complete

.. I . Y U SR
Operations marked fh will require you to perform a "Reset Unit”, after 3 successful completion.

Config Control allowgou to save (backp) configuration settingsand restore confjuration settingsfrom saved or
baclkup configuration files tothe Viper The followingchapters about usindlextGen Riprovided and cloned Viper
configurations ad upgrading firmware explain pabte additional practical applications forantrols in this ab.

User Configuraion Settings

SaveConfguration using thisname: This option swves the current user configuration settings in the Viper to the -user
specified fie. Valid characters for the filekame are &z, AZ 0-9, -, and _. All Viperconfiguration fies mus have a
.drp extersion. A nissingor invalid file namewill cause an Inglid Entry message to pop upo save the user
configuration settings to a fileJick the radio button and enter le name,andthen click Proceed.

Import Gonfiguration from or Delete Configuation: These twaadio buttons allow you tamport or deletea stored
configuration file Both options use the same dragown list to select theonfiguration file.

To import aconfiguratian file, click the radio buttondr Import Configuation, select thefile from the dop-
down list, and clickProceed

Note: Do notload more than five (5) separate configuration files onto a single Viper atea tioading too many
configurationfiles ontoa Vper can use up excessive de¥ memory and aacausehe Viperto malfunction.

To delee a configurationite, clck the radd button forDelete Configuration select the file from the droglown
list, and aick Proceed
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Firmware Upgrade Seings

Merge setting bundled in upgradepackage with current onfiguration:
Thisoption merges pgradedsettings with the arrent configuration Select this radio button and cli€koceedo
load an upgrade package and metbe current configuration settirgy Then, otk Save Configand Reset Unito
reset the Vipeto operate with the upgraded firmware andcurrent configuraton. (See notes below.)

Notes:The FirmwardJpgradeprocess will replace an existing configurationhwiine that came bundled with the

firmware upgade package
A reset of the Vier is required foto canplete thisprocess as imlicatedby the yellow aIertsymboI(_/i\,).

FactorySettings

Restore Factory Setting&Jse this selection to return the Viper to facgodefault settings(See notes blow.)

Important: Activating Restore Factoettingswill reset thelP addressf the unit o its defult value of 192168.2051

and reset he Usernameand Password to defaults of Admin and ADMINISTRATOR.

Have a record ddll original Viper factory setigs availald before proceeding with restorig to factory setings.
Proceed Click Proceed toapply thesettings in thigab.

Carcel Click Cacel to cancel configuration changes made in this tab.

Note: If you imported or dedted a configuration file in th¥iper, or restored factory settings, a reseif the Viper is
requiredfor any d these to t&ke effect,as indicated byhe yellow alert symbtb(&).

Note: LG A& Ffaz2z LIaairocotsS G2 I O0O0S ) twrestdeShe fadtdryIlefaviEalugs AL
terminal emulator program set to 192 kbps,N,8,1 caaccesshe CLlI ia serial calte to the Setup port, then
entering the followingCLI commands.

Login: Admin

Passwordcurrent passwordor default password ADMISTRATOR)
default * [Enter] (thiswill log youout, but log back in as before)
save * [Enter]

stationreset [Entef

0/ 2YYl

The above vill resetthe Viper and wha the Vper is back oline, it will have the factory default values including

the default Ethernet IP attess 192.168.205.1. This willtmeset thesecuity parameters, including #n
password

4.7.2. PACRGE CORNROL

Packae Control isthe secod (middle) tab othe Device Maintenane page. To navigate to this tab, select Device

Maintenance from the main navigatianenu and click Package Contfalom this &ib you can view information about

installed firmwae forthe ModemandRadio andupgrade he Radio Firmward necessary.

Packageontrol is used for verifying a field upgrade of the Viper radio modem firmwhilee installation was

successfl) the web mgewill display PASS. If the fallation is incanplete or some fiesare corrpt, the web page will

disply FAlILand will givean error message specifying which files are missing or corrupt.
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If an upgrade prolem arises and persists, clitle Package @drol once more and have the relting messages
availablewhen contcting NextGen RRechnical supportat support@nextgenrf.com

Figure75 ¢ Device Management, Package Control

Device Maintenance

NextGenRF Viper (HW-PCB-280-03470)
(CodeBase-ipr_3.15_R202104281100_SC_ONLY)

Radio Firmware Version VIPR-03 20-R

Modem Firmware Version

Radio Fimware Upgrade |

200-Package Name: distrib.pkg
200Minor: 15

200-Majer: 3

200 Package distrib.pkg i= valid
Be=ult: PR33

More information about using th Packag Control tab foupgradng firmwareis grovided in Chaper 6. Upgrading
Firmware which folbws.

Most of the WCPsettings (intrusive or transparent paekpacingaddressing options, regs, etc.) ag controlled from
the saver, leavirg only a fav settings to be specifiedn the Viper.

WCP Security
The user mat set the WCP security configuration becaaB®/CP communication is encrypted.

WCPLogin Login using he WCRpassword before proeeding withthe WCP securitgonfiguration. Ener the WCP
Login inthe field provided and dick Login.

WCP Passwordoseta new passwordenter the new password andick Seé Passwrd. The password must contain at
lead three ofthe following.

An uppercae alpha chacter (AZ)

A lowerca® alpta chanacter (az).

A nunreric character (@).

Anyother printable character (forxeample, |@#$%).

Password length must be a nmimum of 8 ard a maximum of 32 characters.
Data KeyStrength Slectthe data key strendt, either 18, 192, or 256 Ibs, andclickSet3rength.

Data Key Enter the datkey hereand click Set Key. This must matich key set in the WCP server database. Réwe
lengthe myst beexactlyl16, 24, or 32 charactsr correspnding to the data key séngth valuesl 28, 192, or 256
ClickSet key to set thedata key

Logout and SaveClickto log out and save the new configation.

[ 232dzii | y RClibkaofia@piit wifhbuZs&ving the new configuration.
The newconfigurdion will be lost after aunit reset.
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WCP Settings

Unit ID: Enter a wigueidentifier to identify this unit. This canbe used when a file upload is tgeted to this specific
unit.

Group 1D Up to our (4) groy IDs may be entered. This unit willrpeipatein a file upload targetingnyof these
Group IDs.

IP Sttings

Multi castGroup: The WCP swer uses multicst messaes to target all units simultaneolys Therefore, the multicast
group address mst match tha which is used on the server for afilipload argeting this unit.

LocalPort: The IPport number enteed heremustmatch that which isused on the serve

Remoke IP AddressThe destination IP addss used when sending WCP messa(i€s & fredpin@ S éenabléd, this
parameter is not usedgl.

Remote Pot: The destination port numer used whe sending WCP msages.(IT utofespoy a S énabled, thi§
parameter isnot used)

Auto ResponseWhen sendinga WCP message (UDP), do not use the remottgmal remote IP address configured,
but rather seml to the IP address and port numbef the lastWCP message reweid. Wten this feaure is
enaled, drop any mesage totransmit until at least one message eceived.

Note: If you change the Multicast Gup or LocalPort in the IP Setting section in thab, a reset of the Viper is
required before the setting will t&e effect, asindicated by theyellow alert syrbol (;i\,).
General Settings

Forward WC Traffic tRF network Enable or disable forwarding tréffor the Wing Commander protocol onto the RF
network. Thedefault setting is Enabled.

Note: If you change the Forard WCTrafic to R-network Enabled or Disabd, a reset of the Viper is required before
the setting will take effect, as indicated by tlyellow alert symbol &).

Queued FilesTable

The W client sipports up to five (5) simltaneous fie downloads. Thitable liststhe gatus of eah uploaded file.
Server IP Address of the server uploading fiile.

Filename Filename of the file beingploaded.

Sre Size of the file being uploaded.

Handle: Aunique handle with whichhe server iéntifies this fie.

Blodks: Afile uploadis brokenup into blocksand theblock size is under control for trerver. Shown here is the total
number of bbcksfor this file as well as the number of bloakstten (received successfully).

Conpleted: Percent completion 6this file upload

Cmd Stows the st command receed by he WCP client.
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Cleanup FileCick Cleanup Files to clear all entries frdme tQueued Flies Table.

Save Click Save to savedtthangefiyou erable or disable Favard WC TrHic to RF netwdt, or cthangeany ofthe IP
settings inthis tab. See Natbelow.

CancelClick Cancel to canlcany change you may have made to any ofgh#ings inthis tab.

Note: If you change the Forwd WC Trdfc to RF network Enablemt Disabledr either of thelP Seting n thistab, a
resetof the Mper is requirechefore the setting will take effect,saindicated by the yellow alert symbui\,).
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5. NETWORK OPTMIZATION

5.1. MAXIMIZING TCP/IP THROUGHPUT

After optimizing the Viperairlink, if there apgears to be an unglained speed loss you can atempt to maximize
TCP/IP thoughput

TCP/IP throughput can bechallenge to measure, as performance is rethtot only to the RF link, but to how well
flow control is mplemented in the TCP/IRagk and eak | LILJ A eSigniTheiye 58 ha beenoptimized When
the Tx/Rx LBflashes green ored, this indicates data is moving across tiedwork. Italso indicates (by the LED off
periodg when da# is not moving across tHeF network at full rated spele LED off griodsindicate the applicaton has
not presented data to the Vper rado modem.

Using different client/server combinations applicationsmay show improvements. For example, e TP seer may
work 30% faster tha another, the buffer managenme is quicke to respondor has larger ressage bffers, and yet run
at neaty the ame speed ver a pure Ethernet (no RF) link.

Network AddessTranslaion (NAT), payload data compressiondaencrypton have little effect otler than adding a
small latencyto the flow of traffic.

5.2. MAXIMIZING THRUGHPUT WH A WEBK RF LINK

5.2.1. USE ROTER MOE WITH RF@KNOWLEDGEMENTS ENABLED

Selecting Router mods highly ecommended when running over a weakIRK. Thisnode ensureshat only the
necessary packets are passmcer the Rinterface Usingbridge mogk often results h passing more tiféic than
necessary

In router mode, you have options to enalidataRetriesand enable Collision Avoidance to irape the néwork
performance The Daa Retries and Collision Avoigiee mechanisis ae alsoavaikble inbridge modewhen
communication spansmy oneRF hop.

Rouer mode requires some IP route planning todafrom Vipe units butis well worth the increasin link gability
over the simple idge mode

5.2.2. REDUCE RF NETWORK RATE

The Vipe SC+ hs upto four speeds of oration available for eaclof the five chamel bandwidths. The fastest speeds
utilize 16level FSKftequency shift keying). The slower suls in eab bandwidth utilize 2 4-, and 8level FSK, yielding
ahigher sign&to-noise level resulting inbetter sensitivity. When the receied RF gjnal levéis strong, the systercan
utilize faster bit rates. However, if the system has a lowdRfhal leel or the RF signal lesehre close to an elevated
noise floorlevel, yau can un at dower overthe-air speed érthe  a G SY Q&  at mgyrsulk iRhietkedoverall
performance.
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5.2.3. USE DATRETRES
Increase Data Retries in the Viper Web hidee in he RF Network Settings # Bandwidh Managementab.

When dataretries ae enabkd, thereceving Vipewill reply with ashort RF Acknowldge nessige each time a unicast
data packet is regived corredly. The RF Acknowledge allows the tsaritting \iper to verify that the paket was
received successfullyrhis @es,howewer, adda small amant of latency toeach paket, reducing overall thraghpu.

If the transmitting Viper does not receiam RFAcknavledge, it will retransmit the messagaain, ugo the maximum
number of dita retries speified.

5.2.4. USE COLISIOM\VODANCE
EnableCollision Awidarce in the \foer Web hterfacein the RF Networlsetings » RF Bandwidth Management tab.

When enated, the Cdlision Avoidance feature will transndtshort two-way handshake between ghtransmitting and
receiving Yper. Ths tells ay adjaent Viperghat a data transnission wll be taking place. Adjant Vipers will wait
until the data transmissiorsicanplete before they try to capture the air by sding a nev packet.

The twoway handhake reserveairtime from the netwok for the packettransmission It will, howeve, add asmall,
fixedlatency to eah packe. The added latency is small relativethe time ittakes to transmit a large packet whelmet
chanceof collisionis greatestHowever, when short packets ad to betransmitted, itcan sometims tale just as lag
to conmplete the two-way handsha& asit does to send the short packet.

For this rason the cdlision avoidance parameter allows thiger to sgcify the packet size thehold above wlich the
two-way handsh&e s impemented For examm, ifthe Collisbn Avoidance is st for 128, then he Vperwill complete
a two-way handshake beforgendng paclets that are larger than 128 bytes, necing potential congestion. The Vipe
will NOT complete the twavay handslakebefore sendirg packets that are smaller tlan 128 byes, impoving
throughput.

5.2.5. USNGNEXTGEN RFROVIDED AND CLONED VIPER GORHAIIONS

Several configuration files are pwided preinstalled saved in the \ier as shipped. Thes®nfiguration files canbe
seenusing tre dropdownmenuin the Confy Controltab ofthe Device Mainteancepage of the Viper Web Interface.
See the fdbwingfigure, which shows the list of the swle files

The following figure shows sveralNextGen RFpre-provideR 2 Ny 31 ROdfigi@ediofis. The Ist you see may differ
slightly from the list avitable at the time of this writirg, but thefile names should give ste insight into the function
and purpose for the configuation.

Totry anyof these pe-installed configurations selectDevice Maintenane from the Main Menu and then select
Config Contol to navigde to the Config Combl tab.
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Figure76 ¢ Drop-down list in Device Maintenance » Configprirol Showing Available Sample @nfigurations

Device Maintenance | Config Control | Package Control | Wing Commander

User Configuration Settings
) save Configuration using this name drp

@) Import Configuration from

N,

£ test.drp w
© Delete Configuration

bridge_mode_high_reliability.drp
bridge_mode_low_latency.drp

) Merge settings bundled in upgrade pa Dfidge_mode_mid_reliability_latency.drp
router_mode_high_reliability.drp

Firmware Upgrade Settings

Factory Settings router_mode_low_latency.drp
router_mode_mid_reliability_latency.drp
0 Restore Factory Settings /i Ver3bTestdrp

192.168.205.1_rfmac800001_Masterl_DemoProjectdrp
Proceed | Cancel | Mote: Some operations may take a minute or so to complete

Operations marked # will require you to perform a "Reser Unit”, after a successful completion.

Clik thedown-arrow at the right of the list box to expand the dredown menuandsédect the desired canned
corfigurationfrom the list, and thenlack Proceednear the bottom of tte tab.

Note:A reset ofthe Vipe is required beforethe setting fromthe impated camed configuratiorwill take effect, as
indicated by the yellow alésymbol (_/i\,).

If desired, you cago throudh other page tabs to seeolw the Viper will be configured when restarted.

Important: If youselect aconfiguraton that changeshe LAN IRAddressfrom the LAN IP ddress yu entered in your
02 Y LJdzii S NI & ressa® aréh&hdeUsef@8nesind Passwals to access the devicegy will need to know
these to recomect via the browser &r rebooting the Viper.

Forassisance with wsingNexiGen Rfprovided configuraibns orcloned configurations (the following tag) contact
suppot@nextgenrf.com

The Viper configuration cansal be clonedcoped) from another Viper by importing an existng configuration fle from
another Viper. An FTP utility is required to trangtee desirel configuraion from another Viper to the Viper being
cloned from theother. Ater the configurationife has beerransferred tothe Viper using ar-TP utity, the
configuration fie will appear as a selection in the drafown menushown in peceding figre.

Note:An FTP utility is a separate application the customer rimssall on his or her PGlextGen RFdoes notsupply an
FTP tility.

Notes atout Viper Corfiguration files and fle names

1 Valid characters that can be used in the file nane az, AZ 0-9,-and _.Filenames must not contain a space
character.Becausenany opeating systems and filsystems se¢he spacecharader as a delimite or sepaator,

using a space infde nare is generally a bad idea. Use the underscore chardc) instad as shown ithe
sample file names.
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1 File names are case sensitivesiidrp is not the same as tedtp (nor is €st.drp or other similar combinatons),
and each may likely contairconfiguration settings that differ from each other.

1 All filenames must ad with the .dp extension. The cloned configuration file may be reedmif desired, but (it
must nothave any spee daraders inthe file name, ad) it must keepthe .drp extensiorio be recognized by the
Viper as a possible valid configuiat file.

1 Donot load morethan five (5) separate configuration filego a singk Viper. Loading many configuien files inb
aViper ma useup an excessivamount ofmemory and may cause th®iper to malfunction.

After saving the configuration file bk into theViper using af-TP client, follow the instructions for
on the prevous paeto select and use the cleed confguration.

Note: A reset of the Viper is required ek the settng from the imporéed cloned configuration will take effect, as
indicaed by the yellow alert symbo_/i\,).

If desired, you can gothroughother pagetabs tosee how he Viper will be enfigured when restarted using the cloned
configuration.

Important: If you use a cloned coitfuration from another Viper, the LAN IP Addrishe onesetting that you will
want to changdrom the LANIP Addresssettingof the Viper youcloned the configtation from, since each unit on a
subnet should have a uniquP AddressAfter you reset the Viper, you will need to enter its IP Addréssour

O2 YLJzi SNR & 0 MPlzaayShhidgs te Bsbidasedor Rasswordsvere afected, youwill alsoneed ths
informationto reconnect andhccess th&/iperviayour browser afterrebooting.

For asstance with usindNextGen Riprovided configuratios or clone configurations (thedilowingtopic) contact
support@nextgnrf.com
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6. UPGRADING FIRMWARE

The Vipe uses two ses offirmware (co@). The Device Maintenance page, shown in the following figure, displays the
vergons of the Modenmand Radioifmware codecurrently rurming onthe Viper.

Modem FHrmware code: This must be uptied every time a softwarepgrade is required

Ralio Firmware ode: This code resides on the Viper SC+ transceiver RE dnoé requires the usego manually
perform the upgadeprocess.

Note: RadioFirmwarecode does not eed to be upgraded each time thtlodem Firmware code is gpaded

Figure 77 ¢ Device Maintenance, Package Control

Device Maintenance Config Control | Package Control | Wing Commander | Advanced

NextGenRF Viper (HW-PCB-280-03470)
(CodeBase-ipr_3.15_R202104281100_SC_ONLY)

Radio Firmware Version ViPR-03 20-R

Modem Firmware Version

Radio Fimware Upgrade |

200-Package Name: dis=trib.pkg
200Minor: 15

200-Majer: 3

200 Package distrib.pkg i= valid
Result: PA33

The Viper firmwee code is pgraded by upoading new fles irto the radio usiga FTPKile Transport Protocol)

program or by using anyTP utity sessionlf usng FTP, weecommend using a program such as FTP Commander. FTP
Comnander is available asdemo-version progam and carbe dowvnloadedfrom http://www.internet -
soft.comftpsoftware.htm.

For information onperforming an upgrade refer to the applicable Support Bulletiogtact support@rextgenrf.com

6.2.1. UPGRADE THMODEM FRMWARE
Very Important ¢ Hardware \ersions!

Thee areearlier hardwae \ersions for the Viper radio: Viper SC and SC+, an&@recach version requires a different
version of themodem firmware.

Note: You cannot load modeiirmware for the Viper SC 08C+into a pre-C Viper.
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UpgradeViper SCand Vipe SC+ Mdem Frmware

C Mbdem firmware version has a Viper 3.X release number. (See the figure above.) This should not be confused with
the radio frmware code.

To upgrade thdirmware in themodem, referto the Suppor Buletin or our website at http://www. NextGen
REcom/support

Upgrade VipeMNon-SC Modem Firmware
NonSC modem firmware hasViper 1.XXelease number. This shoulibt be confusedvith the rado firmware ®de.

To upgrae the firmware in the maem, refer to the SupportBulletin on our website dtttp://www. NextGen
REcom/support

Upgrade ModemFirmware in Older Nor5C Rdios

To upgradetie modem frmwarein older non-SC adios, refer to the SupportBulletin on our websitehttp://www.
NextGen RIEom/support

6.2.2. UPGRADE THE RADIO FIRMWARE

Toupgrade thefirmware in the modem, refeto the Support Blletin on air website athttp://www. NextGen
REcom/support

ViperSC# IPRouer for Licensed SpectruRN001-5008000Rev.H | Page132


http://www.calamp.com/support
http://www.calamp.com/support
http://www.calamp.com/support
http://www.calamp.com/support
http://www.calamp.com/support
http://www.calamp.com/support
http://www.calamp.com/support
http://www.calamp.com/support

APPENDIX AABBREVIAIONSAND DEFINITIONS

Access PointCommunication hub for users to connect DTEData Terminal Equipmenthis designation is
to a LAN. A@ss Points are important f@roviding applied to egipment suchas terminals, PCs, RTUs,
heightened wireles searity ard for extending the PICs, etc. DTE iesigned to onned to DCE

physical range ofvireless sevice accessibty.
Dynamic IP Address Atemporary IP ddressassgned

AESAdvanced Encryption Standard.
by a DHCBerver.

Airlink: Physical radidrequency connection used for

L . Ethernet IEEE standard network protocol that
communication letween units

specifies how data is placed on and retrieved from a
ARP Address Resolution Btrocol; maps Intenet common transmision medium.

addreses tophysicd addresses.
pys Firewall A setof related progams locatecht a

Backbone The part of a atwork conreding the buk network gateway sever that protects the resoucesof
of the systems and networks together, handling most a retwork from urs on other networks.
of the data.

Firmware The embedded programming code running
Bandwidth: The transmission capacity of avgn a network device.

device @ network. . . . .
Fragmentation Breakirg a packetrito smaller units

Browser. An appléation program poviding the when trangnitting over a néwork mediumthat camot
interfaceto viewand interact withall the informaion support the ariginal sze of the packe

onthe World Wide Wé. .
FTP: File Transfer Prtocol; A protocol used to transfer

COM PortBoth R€32 serial communications ports of files over a TCP/IP network.
the Viper SC and Viper SC+ wireless radio modems are
CM ports confguredas DCE and designealdonnect
directly to DTE.

Gateway A device interconnecting networks with
different, incompdible communicationgrotocols.

5 HDX balf—Duplex;Datatransmisionoccurring in two
Irections overasingle line, using sepeate Tx and Rx
frequencies, but only in one direction at a time.

CWID: astation identifierorad OF Ay ¢ AANRI ROI
Morsecock at specifiedoeriodic intervals to identify
the broadcasting radio.

HMI: Human Machine Interface. Button panel,

DCEData Communication Equipment
aup keyboard, ortouchscreerequipped devicehat

Default GatewayA device forwardng Internet traffic provides a mans of humarinteradion in controlling

from the Local Area Netork (LAN) devices.

DHCP:Dynarric Hbst Canfiguration Protacol; A HTTPHypertex Transfer Protocol; Conmunications
networking protocolthat allows a@ministrators to protocol used to connect to servers on the World Wide
assign temporary IP addresses to network computers Web.

a2 I dﬁSNJTENJP.
Ipconfig Internet Protocol Configuratig A console

applicaion available in Mimsoft Windows ad Mac

o0& afSlaiay3aé |y Llimted RRNBEAa
amouwnt of time, instead of assigng permanent IP

addresses.

OS Xhat displaysall current TCRIP network
DNS:Doman NameSever; Translatesthe domain configuratbn values.Displays thdP address for a
nameinto an |IPaddress. particular networking device.
Domain: A specific name for a network of computers. LAN:Local Area Network.
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MAC Media Access Control; The uniquideess a
manufacturer assigns to each netrking device.

MTU MaximumTransnissionUnit; Thelargest TCPR
packet that he hardware can carry.

NAT: Network Address Translation; NAT technology
translates IP addresses of a local area network to a
different IP addressdr the hternet.

Network: A sries of computes or devicegonrected
for the purposeof data $aring, storageand/or
transmission beween users.

Network SpeedBitrate on the RF link between units in
a network.

Node: A network junction or conection point
typically,a computer or wokstation.

OIP. Optimized IPCompesss TCP ad UDPheaders,
andfilters unnecesary acknowvledgements. @ makes
the most use of the available bandwidth.

OTA Ove the Air; Standard for the transmission and
reception of applicéion-related information in a
wireless commurations sys¢m.

PHY: A RHY clip (dsocdled a BMYceiver) prodesthe
interface to theEthernet transmission medium. Its

purpose is digital access of the modulated link (usually

used together withan MII chip) The PHY defines data
ratesand transmissiomethod paraneters.

Ping: A negwork utility usedto determine wtether a
particular IP adress $ online.

PLC ProgrammablelLogicController; An intelligent
device that can make decisiorggther,andreport
information,and control other dgices.

PVID:PortVLAN ID.

QoS:Quality of Sewice;refers to redurce reservatn
control mechanisms.

RADIUS:Remote Authentication Didh User ServiceA
networking protocol that providesentralized
authenticatian authorizaton, and account
managemenfor computers toconnect anduse a
network sewvice.

RIR/2: Dynamt IP routing potocol basel on the
distance vector algorithm.

Router: A networking device connecting multiple
networks.

RS232 Industry-standard inteface for dattransfer.

RTU Remote Terninal Unit; A SCADdevice use to
gatherinformation orcontrol other devices.

SCADA: Supevisory Contrband Data Acquisition; A
general term referring to systems gathering data or
performing control operations.

SNAD:Signafto-Noiseand Distortion; a réio used as a
measure of thequality of asigral from a
communicaions device.

NMP: Smple Network Mangement Protocol; A
protocol used by network management systems to
manage and monitor networttached devices.

INTP Smple Network Time Protocol; A pttocol for
synchraizing clock ofcomputer sysemsover packet
switched, variabé-latencydata networks.Uses UDP as
its transport layer.

Static IPAddress: A fixed address assigned to a
computer or device connecteid a compuer or device
connected to a atwork.

Satic Rauting: Forwadingdata in a retwork via a
fixed path.

Qubnet Mask: AnEthernet addresode determining
network size and determining which addresses belong
or do not on a specified subnet.

Switch Adevice conecting @mputing devices to bst
computers, dbwingmanydevies b sharea limited
number ofports.

TCPTransmissionControl Protocol; A network
protocol for transmitting data that requires
acknowledgement from the recipient dfta sent.

TCP/IP:Transmission Control Protocol / érhet
Protocol; Aset ofprotocolsfor network
communia@tion.
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Tehet: Use command and TCRP protocol used for Upgrace: Toreplace existing sofware or firmware

accessing remote PCs. with a newer version.

Terminal ServerActs as a converter between URL UniversalResource Locator; The address of a file
Ethernet/IP and R332 Protocol located on theniternet.

THP:Trivial File Trasfer Protocol; UDP/HBased file VDC Voltage Direct Cuent

transfer protocol.
VLANVirtual Loal Area Network

Topology: The ghysical dyout of anetwork.
VPN:Virtual Privae Network; A compute network

Transparent: Denvice capable of transmitting all data that uses apublic network(exampleThelnternet) to
without regard to special characters, etc. transmit private data. VPN usersmaxchange data as
if inside an internal networkven if they are not

UDP:User Datagram ProtocdNetwork protoool for directly interconnected

transmitting data that does not raqre
acknowledgerent from the recipient of the sent dag. VTSVirtual Terminal Sever
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APPENDIX BVIPER Séx SPECIFICAONS

These specittationsaretypical and sbject to change without notice.

GENERAIKPECIFICATIONS

FCCI/IC é€ttified Models

140-5018502 136-174MHz 6.25kHz, 15 kHz 25 KHz, 50kHz

140-5028-504 215 - 246 MHZ* 6.25kHz,12.5 kHz, 2%Hz, 50 kHZ,00 kHz
1405048302 4061125-470.000 MHz 6.25 kHz, 12.5 kHz, 25 kHz, 50 kHz
1405048502 450000-511.95 MHz 6.25 kHz, 12.5 kHz, 25 kHz, 50 kHz

ETSI/ACMA Certified Models

1405018600 142-174 MHz 12.5 kHz, 25 kHz (EFS/NZ)
1405048400 406.1125- 470.000 MHz 12.5 kHz25 kHz (ETSI/ASZ)
140-5048-600 450.000- 511.975 Mk 12.5 kHz 25kHz(ETSIAS/NZ)
Frequency Stability 1.0 ppm for all models except the models specifietbw:
0.50 ppm for 18-5028504,
Modes of Operation Simplex, H&Duplex
Frequerty Incemert 1.25kHz
PowerSource 10-30 V DCNegatve GND
The Viper isUL approved when powered withliagted Class 2 power supply.
RHmpedance 50m
Specified Temperature -30° to+ 60° C
Operating Temperature -40° to +70° C
Storage Temperature - 40° to +88C, norcondensing RH
Operating Humidity 5% to 95% nowondensng RH
690 mA (max.) 345mA (max.) 260 mA (max.)
600 mA (typ.) 300 mA (typ.) 225mA (typ.)
@ Max. Power 6.0 A (max.) 2.7A (max.) 1.8A (max.)
3.8A (typ.) 2.0A (typ.) 14A (typ.)
60 W (max.) 54 W (max.) 54 W (max)
@30dBn (1W) 1.8A (max.) 1.0 A (max.) 0.8 A (max)
14A (typ.) 0.8 A (typ.) 0.6 A (typ.)
Cold start 35 seconds
Nominal Dimensions 5.50in. W x 2.125 in. H x 4.25in. D (13.97 cm x 5.40 cm x 10.8 cm) chassis or
Overall Dimensions 6.50in. W ®.17 in. H>.74 in. D (16.5 cm x 5.51 cm x 12.0 cm) with flat mount pla
Mounting Options Mounting plate/pattern and DIN Rail
Shipping Weigh 2.4 |bs. (1.1 kg)
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Fan Output 5V DC, 400 mA max.

(Transmitter | vWF_____ | uw | |

Tx Frequencies 136-174 MHz 406.1125-470.000 MHz

215-240 MHz 450.000- 511.975 MHz
Carrier Output Power 1-10 Watts, Adjustable 1-10 Watts, Aljustable  1-8 Watts, Adjustable
Duty Cycle 100 % (PoweFoldbackAllowed fa High Temperatures)
Radiated Sprious Emissns Per FCC / Regulatory
Conducted Spurious Emissions Per FCC / Retauory
Transmitter Stability into VSWF > 10:1 (Power Foldbaddlowed)
Rx to Tx Time <2ms

4 ms (ETSI Versions)

Channel Switching Time <15 ms (Bandnd to BaneEnd)

*Note: Frequentes from 240246 MHz are for use in Argentina Only.

Bandwidth = 140-5018-50x 140-502850x 140-504830x Units
Bit Rate 140-5048-50x
Rx Frequencies 136-174 215-240 406.1125-470.000 MHz
450.000- 511.975 MHz
Data Sensitivity @  6.25kHz
10° Bit Error Rate 4 kbps -115/-112 -115/-112 -115/-112 dBm
(BER) 8 kbps -106 /-103 -106 /-103 -106 /-103 dBm
12 kbps -100/-95 -100/-95 T dBm
Typical / Max 12.5 kHz
8 kbps -116/ -114 -116 /-114 -116/-114 dBm
16 kbps -109/ -106 -109 /-106 -109 /-106 dBm
24 kbps -102/ -98 -102 /-98 -102 /-98 dBm
32 kbps -95/-91 -95/-91 -95/-91 dBm
25 kHz
16 kbps -114 /-111 -114 /-111 -114/-111 dBm
32 kbps -106 /-103 -106 /-103 -106 /-103 dBm
48 kb -100/-96 -100/-96 -100/-96 dBm
64 kbps -92/-88 -92/-88 -92 /-88 dBm
50 kHz
32 lops -111/-108 -111/-108 -111/-108 dBm
64 kbps -104 /-101 -104 /-101 -104 /-101 dBm
96 kbps -97 /-94 -97 /-94 -97 /-94 dBm
128 kbps -88 /-85 -88 /-85 -88 /-85 dBm
100 kHz
64 kbps -103/ -100 dBm
192 kbps -96/ -93 dBm
256kbps -89/ -86 dBm
-80/ -77 dBm
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T -1 /| | |

Bandwidth  140-501860x 140-504840x Units
Bit Rate 140-504860x
Rx Frequencies 142-174 4061125-470.000 MHz
450.000- 511.975 MHz
ETSI Mode 12.5 kHz (ETS
UseableSensitivity 8 kbps -111/-108 -111/-108 dBm
@ 10? Bit Error 16 kbps -104 /-101 -104 /-101 dBm
Rate (BER) 24 kbps -96 /-92 -96/ -92 dBm
25 kHz (ETSI)
Typical / Max 16 kbps -110/-107 -110/-107 dBm
32 kbps -103 /-100 -103 /-100 dBm
48 kbps -96 /-92 -96 /-92 dBm
Adjacent @Gannel 6.25 kHz 45 45 45 dB
Rejection (min.) 12.5 kHz 60 60 60 dB
25 kHz 70 70 70 dB
50 kHz 75 75 75 dB
100 kHz T 75 1 dB
Sp_urlqus Respons: All > 75 dB dB
Rejection
Intt_ermodjlat|on Al > 75 dB dB
Rejection
Tx to Rx Time <lms
All ms

5 ms (ETSI Versions)

C'hannel Switching All <15 ms (Band End to Band End) ms
Time
Receive Input

All 17 dBm (50 mW) max. dBm
Power

Antenna Conactor TNC Female (Tx/RX)

SerialSetup Port DE9F

Serial Terminal Serve DE9F

Ethernet RJ5 10 BaseT auto MDIX
NextGen RP/N 4157108113 NextGen RAP/N 8975008010
(Weidmiller P/N 1615550000 (Weidmdller P/N 163926100)
4 Pin, 3.5 mm, Powerdader 4 Pin,3.5 mm, Power Plug

Cable: 60 inches
Connections: Fan Output, Groundyvirer, Enable
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Viper SC+

Viper SC+ ETSI

Modulation Ty
Addressing

Model 6.25 kHz 12.5 kHz 25 kHz 50 kHz 100kHz
Viper S@ 200 4 ops 8 kbps 16 kbps 32 kbps 64 kbrs
1405028504 8 kbps 16 kbps 32kbps 64 kbps 128kbps
1405028505 12 kbps 24 kbps 48kbps 96 kbps 192 kbps
32 kbps 64 kbps 128 kbps = 256 kbps
Viper SG 100 (ETSI
AS/NZ)
1405018600
1405018601
Viper S@ 400 (EH® 8 kbps 16 kbps
16 kbps 32 kbps
RSN 24 kbps 48 kbps
140-5048400
1405048401
1405048600
1405048601

2FSK, 4FSK, 8FSK-316
IP

Interface
Data Rate

EIA232F DCE

Setup Port 300 115,200 kps (Default19.2 kbys) (100 kHz capable mot
Setup Pa 300¢ 19,200 bps (Default 19.2 kbps) (other models)

COMPort 300¢ 115,200 bps (Default: 8.kbps)

5 Tricolor statis LEDs = Power, Status, Activity, Link, Rx/Tx

Degrosics |

Messa@ elements

Forward & Reverse Power
Temperatue

Voltage

QoS droppedackets

Tx & Rx Total Packets
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The bllowing figure show theoverall dimensions of th&iper SC+ IRuter with mounting plateand locationsof
mounting holes The nountingplate allowsthe Viperto be secured to any surface that can be drilled for thigopse.
Thisdrawing may be used for layoutfezence, but it isadvised that a actualphysical comparison be madsingthe
Viper and mounting platebefore laying out and dliing mouning holes.

Figure 78 ¢ Viper SC+ Chassis aiMbunting Plate Overall Dimensions and Mounting Hole Locations
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APPENDIX €VIPER SG#+REGULATORY CERTIFICATIONS

Domestic and Internabnal Certifcations _—

Model Number  Frequeny Range FCC IC (DOC)  European Unior  Australia / New
EN 300 113 Zealand
140-5018502
1405018503 136-174 MHz 2AY355018-500 2715%50185@
ACMA ABIZS 295-
140-5018600
1405018601 142-174 MHz (€ 2004 (Spectrum
Impact Assessment
140-5028-504
140-5028505 215¢ 240 MHz 2AY355028504 271575028504
1405048302
1405048303 406.1125 470 MHz 2AY355048300 ' 27157504832
ACMA AS/NZS285-
1405048400
1405048401  406.1125 470 MHz (€ 2004 (Spectrum
Impact Assessment
1405048502
1405048503 450-512 MHz 2AY355048300 2715#50483®
ACMA AS/NZ95-
1405048600
1405048601 = 4006512 MHz C€ 2004 (Spectrum

Impact Assessment

UL Certfication Allmodels UL aproved when poweredvith a listed Class 2 source.
This device is suitable for use in Class I, Divisi@roups A, B, C, and D or Amarzardous locations
only.

Ingallation Thisdevice is intended for installation only aRESTRTERACCESSOCATION p&iN609561:2006.
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DECLARATION OF CONFORMITY FOR MODBEE® #818Dx, 140504840x, and 146604860x

The Viper radio isdasted to and coforms with the essential requirements fprotection ofhealthand the saféy of the
user and ay other peson and Electromagnetic Compatibility, as included in following stalsda

EN 60956 2006 (withAmendmentA11:2009 + Al: 2010
EN 301 484 200804
EN 301 48% 200208
ETSI RED
It istested to mnform with the essential radioest suites e that it effectively uses the frequency spectrum allocated to

terrestrial/space radio communication drorbital resourceso avoid harmful interfeence, as included in the follamg
standard.

Sardar

EN300 1131/2 200911

It therefore complies with the essential requirements and provisions of the i@ 999/5/EC of the European
Parliament and of the council darch 9, 1999 on Ramlequipment and Telecommunidahs TerminbEquipnent ard
the mutualrecognition of theirconformityand with the provisions of Annex IV (Conformity Assessment procedure
referred to in article 10).

This devices a data transceiver ianded for commerciaand industrial use in all Eihd EFTA mends states.

[s[28318 1w/ 1 SO NextGenRENY (G2 LINRKf I OdzeSs OS GSyid2 NI RA:;
RFf ONYA LInjNaf dzOyeéeYA dzaidl y20SyYNYA &YS|

[4s] Dansk [Danish] UndertegnedeNextGen RErkleerer herved, afalgende udtyr radio overholder €
vaesentligekrav ogavrige relevante krav i direktiv 1999/5/EF.
[4] Deutsch [German] Hiermit erklartNextGen RFdass sich das Gerét radio in Ubereinstimmung mit den

grundlegenden Anforderuren und den Ubrigen einschlagig@estimmungn der
Richtlinie1999/5/EG befinde

Eesti Estonian] Kaesolevaga kinnitaldextGen REeadme raadio vastavust direktiivi 1999/5/EU
pbhinduetele ja nimetatud direktiivist tulenevatele teistele asjakohasteletstde

English Hereby,NextGerRF, declares tha this radio is in complianoeith the essential
requirements and other relevant provisions of Directive 1999/5/EC.

Espafiol [Spanish] Por medio de la presentdextGen RBeclara que el radio cumple con leguisitos
esenciales y cualesgpra otrasdisposiciones aplicables o exigblde la Directiva
1999/5CE.

ln<<' A" ¢ OD rn [&) [Nek@hRESEr My N4 s 4 [Bpssvmys 1)
gliJampniy BIBIfEernir By [i1 (BI]NL

Francgais [French] Par la présentdlextGen RBéclare que I'appareil radio £sonforme aix exigeces
essentielles et aux autres dispositions pertinentes de la directive 1999/5/CE.

Italiano [Italian] Con la present®lextGen RHichiara che questo radio € conforme ai requisiti essenz
ed alle altre disposizioni pertinergtabilite dalla dettiva 199/5/CE.

[lv] Latviski [Latvian] I NJN&#GenRRS1 f F NI {{F NI}IRA2Z2 FGOoAf A N.

5 A
OAGASY TN G2 alAaadodl2ASY y23G0SA1dzYa s
[t A SGdzdA e & ~AMNRIGenRRS|1t I NH22FE {FR OA&a N}IRA2Z2 | 0]

/
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1999/5/EB Direktyvos nuostatas

[v| Nedelands [Dutch] Hierbij verklaariNextGen RHat het toestel radio in overeenstemming is met de
essentiéle eisen en de andere relevante bepalingen van richtlijn 1999/5/EG.

[mt] Malti [Maltese] HawnhekkNextGen RFjiddikjara li dan taradju jikkonformamat G A FA 2A S
YI LINEGPSRAYSYGA 21 Nhr@tyva INB/6/BF yGA € A

Magyar [Hungarian] Alulirott, NextGen RRyilatkozom, hogy a radié megfelel a vonatkozé alapvetd
koévetelményeknek és az 1999/5/EC iranyelv egyéb elGirasainak

[el] Pdski[Polish] NiniejszymNextGenRE T g A ROT I £ ©S NI RA2 2Sad 1=

LT 2aGlF08YA adG2az2é6yeYAr LRadGly26ASyAl”
Portugués [Portuguese] = NextGen RHBeclara que este radio esta4 conforme com eguisitos essencig e outras
disposi¢des da Directiva 1999/5/CE.
[t Slovensko [Slovenian] NextGen REzjavlja, da je ta radio v skladu z bistvenimi zahtevami in ostalimi
NEt SOFIYyliyAYA R2t26AfA RANB|{GAOBS mdbdhpdi

sk Slovensky [Slovak] NextGenRE & Y 2 @& Kf | azdee S5t {GS RWIER AL22 GRASTR| &
ustanovenia Smernice 1999/5/ES.

[fil Suomi [Finnish] NextGen RFakuuttaa taten etta radio tyyppinen laite on direktiivin 1999/5/EY
oleellisten vaatimusten ja sitéa koskevien direkti muiden ehtojen mukainen.

(=] Sverska [Swedish] Harmed inygarNextGen REtt denna radio star | Gverensstammelse med de vasent
egenskapskrav och ovriga relevanta bestammelser som framgar av direktiv 1999/

islenska [Icelandic] Hér med lys NextGen RI#fir pvi ad Gtvarp er i sarmami vio grunnkréfur og adrar
krofur, sem gerdar eru i tilskipun 1999/5/EC.

[2] Norsk [Norwegian] NextGen RErklaerer herved at utstyret radio er i samsvar med de grunnleggende k

og @gvrige relevante kxai direktiv 1999/5/EF.
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Acceptable Frequencies Prohibited Frequencies
Belgium 146-174, 470-512
406.1-430 or 440-470
450-470
Bulgaria None All
Denmark 406125-470,450- 511.975 136-174
Estonia None All
France Contact Authority Contact Authority
Germany ContactAuthority Contact Authority
Greece 142-174 406.1250- 420
421-449 450-511.975
Hungary 142-174 Contact Authority
406125-470
450-511.975
Italy 142-174 Contact Authority
Latvia 142-174 450-470
406.125- 470 470-511.975
Lithuania 406125- 430 136- 146
440- 470 430- 440
470-512
Luxemboug 146-156.5125 142-145
156.5375 156.7625 431-439
156.8375-169.4 471-511.975



Acceptable Frequencies Prohibited Frequencies

169.825 174

406.1- 430

440- 470
Malta Contact Authority Contact Authority
Slovak Republic 146-174 142-145

410 - 448 406.25- 409, 449470

450-511.975

Slovenia 146-174 142-145

401.6- 410, 440- 470 411-439

450-470 471-511.975
Spain 147-174 430-440

406.1- 470
All other EU and EFTA Member States 142-174

406.125-512

The countrés not listed above did not reply to the notification, which means the country aitthdid not have any
guestion or problem with the notification information, howewit will still be necessary to obtain a license ad/
authorization from the appropriat country authority, and to operate the device in accordance with the frequency,
power, and other conditions set forth in the authorization.

FCC Emission Designasor

Viper SC+ 100/ 400 FCC/IC Type Acceptanges.25 kHz / 12.5 kHz / 25.0 kHz

Model Numker Channel Channel Data Rate Baud Rate OCBW Emission Designator
type Bandwidth (kHz)

1405018502 0 6.25 kHz 4 kbps 4 3.30 kHz 3K30F1D

1405018503 1 6.25 kHz 8 kbrs 4 3.55 kHz 3K55F1D

1405048302 2 12.5 kHz 8 kbps 8 8.20 kHz 8K20F1D

1405048303 3 12.5 kHz 16 kbps 8 8.30 Hz 8K30F1D

1405048502 4 25.0 kHz 16 kbps 16 16.5 kHz 16K5F1D
5 25.0 kHz 32 kbps 16 16.8 kHz 16K8F1D
6 6.25 kHz 12 kbps 4 3.20 kHz 3K20FD
7 6.25 kHz 16 kbps 4 3.45 kHz 3K45F1D
8 12.5kH 24 kbps 8 8.50 kHz 8K50F1D
9 12.5kHz 32 kbps 8 8.08 kHz 8KO08F1D
10 25.0 kHz 48 kbps 16 17.8 kHz 17K8F1D
11 25.0 kHz 64 kbps 16 17.0 kHz 17KOF1D
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FCC Emission Designators

Viper SC+ 200 FCC TypAcceptance; 6.25 kHz / 12.5 kHz / 25.0 kHz 0B kHz

Model Number Channel Channel Data Rate Baud Rate OCBW Emission Designator
type Bandwidth (kHz)

140-5028-502 0 6.25 kHz 4 kbps 4 3.30 kHz 3K30F1D

140-5028-503 1 6.25 kHz 8 kbps 4 3.55 kHz 3K55F1D
2 12.5 kHz 8 kbps 8 8.20 kHz 8K20F1D
3 12.5 kHz 16 kbps 8 8.30 kHz 8K30F1D
4 25.0 kHz 16 kbps 16 16.5 kHz 16K5F1D
5 25.0 kHz 32 kbps 16 16.8 kHz 16K8F1D
6 6.25 kHz 12 kbps 4 3.20 kHz 3K20F1D
7 6.25 kHz 16 kbps 4 3.45 kHz 3K45F1D
8 12.5 kHz 24kbps 8 8.50 kHz 8K50F1D
9 12.5 kHz 32 kbps 8 8.08kHz 8K08F1D
10 25.0 kHz 48 kbps 16 17.8 kHz 17K8F1D
11 25.0 kHz 64 kbps 16 17.0 kHz 17KOF1D
12 50.0 kHz 32 kbps 32 33.3kHz 33K3F1D
13 50.0 kHz 64 kbps 32 34.3 kHz 34K3F1D
14 50.0 kHz 96 kbps 32 36.0 kHz 36KOF1D
15 50.0 kHz = 128 kbps 32 33.0 kHz 33K0F1D
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FCC Emission Designators

Viper SC+ 200 IC Type Acceptanagl2.5 kHz

Data Rate Baud Rate OCBW

Model Number Channel Channel
type Bandwdth

140-5028-502 2 125 kHz
140-5028-503 3 125 kHz
8 12.5 kHz

9 12.5kHz

8 kbps
16kbps
24 kbps
32kbps

(KHz)

8

8
8
8

8.20 kHz
8.30kHz
8.50 kHz
8.08 kHz

Emission Designat

8K50F1D
8KZF1D
8K50F1D
8K50F 1D

Viper SC200 FCC /IC Type Acceptangé.25 kHz / 125 kHz / 25.0 kHz / 100 kHz

Data Rate Baud Rate OCBW

Model Number Channel Channel
type Bandwidth

6.25 kHz
6.25 kHz
12.5 kHz
12.5 kHz
25.0 kHz
25.0 kHz

140-5028-504
140-5028-505

a b~ WO N P O

4 kbps
8 kips

8 kbps
16 kbps
16 kbps
32 kbps

(kHz)

4
4
8
8
16
16

3.30 kHz
3.55 kHz
8.20 kHz
8.30 kHt
16.5 kHz
16.8 kHz

Emission Designator

3K30F1D
3K55F1D
8K20F1D
8K30F1D
16K5F1D
16K8F1D
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Viper SC200 FCC /IC Type Acceptancé.25 kHz / 15 kHz / 25.0 kHz / 100 kHz

Model Number Channel Channel  Data Rate Baud Rate OCBW Emission Designator
type Bandwidth (kHz)

FCC Emission Designators
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FCC Emission Designators

Viper SC+ 100/ 40Q ETSI Type Acceptangel2.5 kHz / 25.0 kHz

Model Number Channel Channel Data Rate Baud Rate OCBW Emission Designator
type Bandwidth (kHz)
140-5018-600 16 12.5 kHz 8 kbps 8 6.30 kHz 6K30F1D
140-5018-601 17 12.5 kHz 16 kbps 8 6.10 kHz 6K10F1D
1405048400 18 12.5 kHz 24 kb 8 6.00 kHz 6K00OF1D
1405048401 19 25.0 kHz 16 kips 16 13.8 kHz 13K8F1D
1405048600 20 25.0kHz 32 kbps 168 13.2kHz 13K2F1D
1405048601 21 25.0kHz 48 kbps 16 12.9kHz 12K9F1D
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APPENDIX DUL INSTALLATION INSTRUCTIONS

UL acceptance requires the followingtiakation instructions. These installation instrumis are availald and may be
downloadedfrom the www.NextGenREcomwebsite listed on théNextGen RProduct Information Card provided with
each unit andriclude thefollowing:

1. This equipments suitable for use in &s I, Divisior2, Groups A, B, C, and D or Awezardous locations only.

WARNING EXPLOSION HAZARDo not disconnect equipment less power has been removed or the
area is known to be nehazardous

2. WARNING EXPLOSION HAZARBubstitution of conponents may irpair suitability for Class |,
A j \ Division 2.

3. The unit is to be powered with a Listed Class 2 or LPS power supply rated at 10 to 30 VDC or equivalent.
4. Device must be installed in @md-use enclosure.

5. All wiring routedoutside the housing, expe for the antenna, must be installed in groundeconduit, following
acceptable wiring methods based on installation location and etzdtcode.

6. The USB and SIM connectors are for temporannectiononly during maintenance and setup of the device. Do
not use, connector disconnect unless the aremknown to be nothazardous. Connection or disconnection in an
explosive atmosphere could result in an explosion.

7. Do not operate reset switch ueds areasknown to be norhazardous
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APPENDIX EVIPER SG#SITE INSTIAATION AND SEJP GENERAL GUIDELINES

This apendix addresses besgpractices instructions for installing and setting up Vipet BRCRoters.

There are three areas that need to be reviewed faclesite b ensure that the Vipers will perform at a high levél

these area arethoroughly inspectednd anyissues found corrected, then the Vipers will perform extremely well. It is
important to record the commissioning information to make future tréeghootingsimple, even for individals who

have little RF odata protocolknowledge or expertise.

These procdures assume that a basic system Viper configuration (router or bridge mode) hadéd@dad upon by
the customer and is known to technical pensiel comnissioning the sites.

1. Viperpower supply

Ensue 60 watts for remote Vipers. 1030 VDC, red and white are positive, black is negative.

Ensure 90 watts for base station Vipers.c18 VDC, terminals are marked + for positivil ¢ for negative.

Ensure a goodonnection. White must b&ed (shorted)to + positive voltage if not usingw-power feature.

2} §OK GKS +ALISNRa [95a (2 R§&ihSmivd yhBnajb& agsigi & + A LISNJ A &
inadequate power supplgapacityor poor power regulation.

oo o

2. Physicamounting

a. RemoteVipers.

i. RemoteVipers should be mounted in a weahtight housing. No ventilation is required. Radio operating
temperature range is30° C to 60° G42° F to 140° F). When possible, a tempemattontrolled
environment is recommnded.

ii. When mounting the Wer in a NEMZAenclosure, care must be taken to mot the radio in such a way so
that the coaxial feedline cables are not kinked ordgight bends. Kinks or tight bends can cause SWR
issues andlamage tke cable.

b. Viperbasestations
i. Rackmount base statias should allowfor easy access to the top and rgavhen practical) for ease of
maintenance.
ii. The base station should be mounted in such a way phatents thefeedline coaxial cable from kimig or
having tight bends in the cables. Kinks or tight beoalscause SWRdues and damage the cable.

3. Polyfase®(lightning surge protection)

a. Itis extremely important to ensure that the cortetype of lightning surge protector device is used. Thishei
basal on the type of antenna being used: grounded or gmtunded. Alttough the antenna specification shiee
may indicate the antenna is grounded, this may not be completely Please refer tdSection2.4 Sekcting
Antenna andLlightning Arrestorcombinations, earlier in thisViper SC#Usea Manual for the recommended
combination of antenna and surge protection devices tsel Failure to install the correct type of lightning
protectiondeviS€ YI & NBadzZ i Ay (KS EIRAENGfin® fower @eices A LISND A G|
b. All lightnirg protection devices must be groundéat the device to provide protection for the equipment.
Please refertoK S Y I y dzF I Ol driésl Nmding\Ndsteuetivny.
c. For remote Vipers, ensure the dewiis nstalled corretly and securely to the hgsing unit. Water should not
be allowed in through this bulkhead mount.
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4. Feedline to PolyPhagg(lightning surge protection device)

Remote Vipes
i. Alcabf O2yySOG2NE aK2dzZ R o0S guidflded | £ f SR dzaAy 3 YI ydzFl O
ii. Ensure alRF connections at the Vi@ and at the surge protector are hasidhtened. It isnot
recommendedto use pliers or wrenches to tighten RF connest@NC male matches ToNC female N
male matches to N female, etDo notcrossmatchTNC to N
iii. Ensure thereare no tight bends in theable. Do not kink the cable.

5. Antenna feedline cable to antenna (from PolyPhaser

a. At the towersite, NextGen RFrecommends that the cabland antenna beanalyzed to determine return loss. A
low return losslpwer than 15 dB) shoud be inspected and corrected.

b. At the remote siteNextGen RFecommends that the cable and antenna be analyzed to determine return loss.
A low reurn loss @wer than 15 dB) shodlbe inspected and corrected.

6. Sitegrounding

All sitesshouldhave a system gpund. The base station or towground might be more intricate than at the
remote sites. The base station might havgraunding bed outside that the insiggounding network conects to.
In all cases, the following devices shouéé ther own groundingcable connecting to the systentaund.
i. Viper (via the back panel or cabinet ground).
ii. PolyPhaser or an isolated grounding bus.
iii. Antenna feedline dale shield.
iv. Power supply.

7. Antennamounting and alignment

a. Tower site antennas
i. Ensure thecorrectmodel was insalled and record.
ii. Ensure the antena is mounted in the vertical, straight up and down.
iii. Ensure there is the recommendetardoff from the tower leg if applidae.
iv. Ensure there ismother antenna mounted directly across from the anten

b. Remde site antennas
i. Ensure antenna is mounted atst 12 inches from any obstacle.
ii. If yagi, ensure yagi is aligned back to the tower location. Check with GPS.
iii. Enswe yagi isnounted for vertical plarization and is level or slightly angled to the &wif exremely close.

8. Weatherproofing connections

a. All mnnections exposed to the weather should be weatherproofed after the site has beexdtesd verified
to pass valid data. B&therproofing kits ae available for outside RF connections. This incladleshidd
grounds as ll.

b.C2ff2¢ (KS YdoymeRdedinsuddi®mMdkthoddEhen applying weatherproofing.
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. Ensure the latesViper firmware is installed.

. Ensure the Viper is caglred orrectly for eah tower group.

Frequencies

Power

Bandwidth and ovethe-air data rate
Wing Commander parameters set
Serial port data famat correct

Security has the same m@se in all Vipers

-0 Q0o

. Ensure unique IP addresses and record for each location.

. Ensure hhe base statiorhas been configured correctly drtan communicate to the internal Vipers.

a. Ensure the default gateway has been set in the base station controller.
b. Ensure itisin auto mode (if rdundant base).
C.9Yyadz2NBE G2 NBY2I( S configue(iNddOndat base). K S 6SSy

. Check and record forward and reverse power in Viper.

a. Key the Viper viaie web page RF test and check forwandl reverse power redings under RF status.
b. Correct any power issues if raiged. F the reverse pwer is greater than 1.2 wattsevify with a watt meter.

. Ping the master Viper (from remote).

Use a ping utilityNextGen RFecommends IntegrdR pirg utility; use random data 28 bytes, 200 pings). Ping
success rate should be 9®ngreatr.

. Check andeacord RSSI and SNR values.

a. Atthemasi SNE NBO2NR Fff NBY23SaQ w{{L FTYyR {bw @I fdsSaod
b.!' i GKS NBY2(0S: NPadEMRvaluésS YI aidSNDa w{

. Ensure the GADA host control center casend commands and poll to end devices.

Verify with the SCADAost control center that commands and responses aent to and received from remote
locations.
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APPENDIX E VIPER SG#+POWERSAVE MODE

Viper has offered a PowSaveMode (PSM ) since the release of vsion 3.4 firmware. The normal power consumption
is asfollows.

Téeble 18 Normal Power Congmption for Viper SC+

Rx Current Drain at 25° C DC Input 10 V| DC Input 20 V| DC Input30 V

Maximum 690 mA 345mA 260 mA
Typical 600 mA 300 mA 225mA
@ Maximum Power Ou Maximum 6.0A 27A 18A
Typical 36A 20A 14A
@ 30 dBn(1 W) Out Maximum 18A 1.0A 0.8A
Typical 14A 08A 06A

Using a 20 V DC input as example, typical Rx current drain is 240 mA. Powesamptim at this levelis 4.8 W. With
the PSM enabled, poweonsumption will drop to less than 2 W, providing a power saving of greaterdib#n

PSM allows for much fastetartup (wakeup) time. Nomally wakeup time is approximately 30 seconds froroad
start (power off).With PSM, wakaup time is between tw to five seconds (5 sec.) for full operation.

The following functions are turned off during PSM:

- Transmitandreceive the radio will not eceive nor transmit a message while in PSM.
- Communicaibn portsare inactivethe Ethernet and serial ports are tfoinctioning during PSM.

PSM is enabled by programming the Power Management feaifithe Viper SCin the Basi&ettings tab of the Home
page by setting the Auto Reset option to Enabled (Follgmition Sense) as slown in the following figure

Figure79 ¢ Enable Power Management Using the Auto Reset menu in Home » Basic Settings

Unit Status | RF Status | Basic Settings

Station Name | Viper_Remotel

Power Management | Disable V|

Disable
Enabled (Follow Ignition Sense)

Auto Reset

Unit Reset Interval minutes (minimum: 10 minttes)

@ Celsius
O Fahrenheit

VLAN Modells (O Enabled (@ Disabled
Management VLANZL O Enabled @& Disabled

Management VLAN 1D I:I (1-4094)

Temperature Setting

Cancel

If you "Save” changes to any parameters marked & wou will need to reser the unit for them o take effect.
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To setup the Viper SC+ to enabte disable PSM using the commalie interface (CLIyse eiher of the following
two commands:

set low.power.mod e=0 (disable s PSM.)
set low.power.mode=1 ;(enable s psm , follows the state of the oignition sense 6 signal)
save ;( when selecting either  mode, enter save to save your setting.)

Selecting Power Magementto Enable (folbw ignition sense) as shown aboveloals the white Ignition Sense line to
control the PSM of the Viper SC+.

Normally theWhite ignition sense line ak Sabke¢ t A y' S ABi supplySleng ivigh thé Refl B+ wire. When used
for PSM, thewhite wireis connected toa line that will togglerbm B+ to OFF. When B+ is applied, the Viper SC+ will be
powered up as normal. WheB+ is removed, the PSM sleepde is enabled in less th&00 milliseconds (500 mer

0.5 sec).

When B+ is reggied tothe White wire, the Viper SC+ will wake up and befiill operation mode in approximately one
second (1 sif VPN is not used. If VPN is used, wagegime will be éss than or equal to five sends (5 s). Wakap
time may increase if the systems ¢ongeted since VPNeaguires the keys to be updated frorhe VPN server.

Thefollowing table shows the maximum current drain used by the Whiire. Input voltage is from10V DC to
+30V DC. This Wliallow the user to size the DC switching line totoalrthis feature.

Enablelgnition Sense |||

Input Voltage Curent (Max.) Current (Typ.)
10V DC 0.3 mA (max.) 0.2 mA (max.)
20V DC 0.5 mA (max.) 0.4 mA (max.)
30V DC 0.7mA (max.) 0.6 mA (max.)

The following figure shows the Viper SC+ power conneatalidentifies the Iaation of Hn 1 used for ignition sese

Figure80¢ Viper SC+ Power Connector Pin 1

o L

Q' MNexetan o rowsm @ sTATUS 1 i ® narn

The amaint of current drain will varyor each radio. Initial testg has shown a current drain of approximately 130 mA
at+12V DCinput. Thiss a power consumption of less thar6W. These are average readings and are not a
guaranteed specification. Please ContieixtGen RFechnical Suppostith any questions. Technical Support can be
reached &

Email:support@\extGerRFcom

Phone: 1.507514.6245
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Is PSM currentlgvalable in the Viper product line?
Yes. PSM has been supportedcsithe version 3.4 firimare release and all units leaving the factory have version
3.4 or never firmware installed.

Ca | put PSM inb a Viper that is not an SC or SC+?
No. The \fier must have the Viper SC or Viper Sigsignation to have PSM.

Where can | obtain firmwarat the mostcurrent version for my Viper SC+ and for Viper SC ahgady
implemented in the ikld?
Contad NextGen REechnical support by -enail atsupport@\extGerREcomor byphone at 1.507514.6245.

Can | use my RTU/PLC to control PSM?

Yes.Apossible scenario might be for the remote PL@divate the Ehable line of the power connector, wait a
few secmds, and then send and receive data. Once the respongell is completed, it places the Viper back into
sleep mode by removing B+ from thi¢hite wire.

Can | have the Viper SC+ listenRB carrier to wake up the radio?
No.In this case the remot¥iper will not wake up since the Viper radio is aplaad does noti$ten to incoming RF
messages. The Ignition Sense line must be toggbed Off to B+ to wake up the radio.

Are thereany other powersave modes available in the Viper that | canizgilin my system?
No. Currently there are no othgrower-save modes available.

/'y L dzad S Li2{Ndi ¥ I9EOBIIiA2yé &aeaiqsSy

Yes A report by exception polling routine is an exest opportunity to take advantage of PSMhe Viper SC+ can
be dlowed to sleep until a condition occurs that triggéine PLC to send response. The radio can be awakened,
message sent, response receivadd then PSM enabled again.

My system pollings based on stict controlled timed poll responses. Is PSM of advantage in this application?
Yes.As an examg, each remote is polled every 60 minutes. At the efid polling cycle, the SCADA sgrgould
issue a command to the PLC telling iptd the Viperradio to sleep for 55 minutes. The Viper will gosteep for
55 minutes, then wake up again just befdhe next poll equest is scheduled.

Email:support@\extGerirRFcom

Phone: 1.50/14.6245
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APPENDIX GNAT OVERVIEW

NAT (Network Address Translat)asthe proces®f modifying network address inforntian in datagram (IP) packet

headers while in transit across a traffisuting device for thgurpose of remapping one Hrldress spee ino another.

Most often, NAT is used in conjunction with netwonlasquerading (or Pmasquerading) which is a techniqgtreat

hides an entire IP address space, usually consisting of private networkrid#sselsl bhind a single IP address in

another, oten public address space. This mechanism is implemented in a rodevige that uses gateful translation
tablestomapt® G KARRSYé | RRNBaasSa Ayid2 | aAy3atsS Lt blRNBaa |y
packets on exit sthat they gpearto originate from the router. In the reverse communicationstpatesponses are

mapped back to the originating IPalldS 4 & dza Ay 3 GKS NMz S&a 6aaidl idSé¢0 aGd2NBR A

As described, the ethod enales communication through the router §nwhen the conversation originates in the
masquerading network, siechis establisheghe translation tables. For exampla web browser in the masqueraded

network can browse a website outside, but a web browsesime could not browse a wetite in themasqeraded

network. Most NAT devices today allow the network adsthator to configue translation table entries for p@nanent

dzASd® ¢KA& FSF{GdzZNBE Aa 2FGSy NBEFSMMBRI GZAOA2KNBAAYIAOAYHCE:
network toreach designated hosts in the masqueraded network.

Figure81¢ Basic NAT Operation

Private Network 192.168.205.0

Packet (1) Packet (1)
Source Address 192.168.205.2 Source Address 172.31.51
Destination Address 172.31.5.2 Destination Address 172.31.5.2
- -
| 192.168.205.1 172.31.561
{ T
- =
Host 1 NAT Enabled Device
192.168.205.2 172.31.5.2
- -
Packet (1) Packet (2)
Source Address 172.31.5.2 Source Address 172.31.5.2
Destination Address 182.168.205.2 Destination Address 172.31.5.1

Public Network 172.31.5.0

In the above example, Host 1 sends a packet to Host 2. The Host 2 device does not see théPpaiddiess of Host 1.
When Hbst 2 sends reply to Host 1, Host 2 uses the destination IP address 172.3Wbidhis translaed back to the
appropriate destinatin IP address by the NAT enabled device, as shown in the preceding figure.

NAT does lot moe than just translation of the source #8dress. For the UDP and TCP protocol, NAT will also
translate the surce port numbers Special handling is also done foore specific protocols like FTP (port 21) and
Modbus (port 502).
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NAT ON VIPER

The purpose ofhe NAT(Network Address Bnslation)protocal is to hide a private IP network from a public network.
This nechanism serves fist as a firewall and second to saNR address spact a Viper, it is normally used on the WAN
side of an IP networto hide bcal IP addresses from an external |Raaek.

The NATenabled device translates the source address of packatsiting fromthe private network to the public
network. The original IP source address gets replaced by theekafled IP address (addresstiodé outgoing
interface). Tle NAT modulereates an address creates an address translation table that iswkexd traffic is @ming
back from the public networkotthe private network.

The user can select which of two interfaces (Ethernet omiF)e onsidered private. The following example
illustrate how to configure the Vipers. The examples use a privetiwork of

192.1.205.x and a public network of 134.5.x.

ETHERNET INTERFACE PRIVATE

The following figure shows NAT enabled for the Ethernetrfate.

Figure82 ¢ NAT Enabled, Ethernetnterface (Private)

Router Routing Table | NAT

NATAY @ Enabled O Disabled

ETHAL 192.168.205.0 255.255.255.0

REL 10.0.0.0 265.0.0.0 F

user1dh  [0.0.00 | 255255255255 | O

user2/h  [0.0.00 | 255.255.255.255 | O

userzd  [0.0.0.0 | 255.255.255.255 | O
Clear Table

Al ¥ Ho
Al ¥ Jo

| [0000 | |
| | |
A ¥ |o lfo | [0000 | fo |
| | |
| | |

[0.000

Al o o
Al o o
Clear Table

[0.000

[0.0.00

Save| LCancel

If you "Save" changes to any parameters marked & wyou will need to reset the unit for them to take effect.
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The preceding fige shows theViperconfigured protect the Viper (1) Eiernet interface IP address from hosts located
on a public network. The followinggfire showswhat this looks like.

Figure83 ¢ NAT Enabled, Ethernet Interface (Private)

Public Network

Host 2
Eth: 172.31.5.2

Private Network

Host 1
Eth: 192.168.205.2

Viper (1) NAT Enabled, 192.168.205/24 Viper (2) NAT Disabled
RF 10.0.14.203 | Etherent 192.168.205.1 RF 10.0.14.186 | Etherent 172.31.5.1
Ethernet (Private)

AnlIPpacket whose sarce IP address originates from tE¢hernet network and is sent towards the RF network will
have its source IP address replacgdie RF IP address of th@er (1) ashownin the following figure.

Figure84 ¢ Private to PublicPacket Flow

Private Network RF Network Public Network
Packet (1) Packet (1) Packet (1)
Source Address 192.168.205.2 Source Address 10.0.14.203 Source Address 10.0.14.203
Destination Address 172.31.5.2 Destination Address 172.31.5.2 Destination Address 172.31.5.2
< < <

Host 1
Eth: 192.168.205.2

Host 2
Eth: 172.31.5.2

Viper (1) NAT Enabled, 192.168.205/24 Viper (2) NAT Disabled
Ethernet (Private)

Host 1 will be abléo ping Host 2, however Host 2 will not be able to ping or originate a messagettd Wah NAT
Eth enabled.
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RFINTERFACE PRIVATE

The folbwing figure shows NAT enabled for the RF interface.

Figure85¢ NAT Enabled, RF Interfa¢Private)

Router Routing Table | NAT | VTS

NATAY  @Enabled O Disabled

ETHA 192.168.205.0 255 255 2560 F

REA 10.0.0.0 255.0.0.0

user1A |{1ﬂ.ﬂ'.{} | |255255255255 | Ll

usER2) [0.000 | 255255255255 | @

userzdh  [0.0.00 | 255.255.255.255 | O
Clear Tahle

Al o o
Clear Table

Save| Cancel

If you "Save” changes to any parameters marked & wou will need to reser the unit for them to take effect.

The preceding figure shows théperconfiguied to protect the Viper 2) RFinterfaceand Viper (1LEthernetinterface
from hogs located on a public network. The following figure shovistthis looks like.

Figure86 ¢ NAT Enabled, RF (Private), Ethernet (Private)

Private Network Private RF Network Public Network

Host 1
Eth: 192.168.205.2

Host 2
Eth: 172.31.5.2

Viper (1) NAT Enabled, Eth (Private) Viper (2) NAT Enabled, RF (Private)
RF 10.0.14.203 | Ethernet 192.168.205.1 RF 10.0.14.186 | Ethernet 172.31.5.1
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An IP packet whose source IP ggi$ origimtes from the RF network and is seéatwvards the Ethernet network will
shows how packets will be modified as theckets passthrough the network.

Figure87 ¢ Packet Flow, Ethernet and RF (Private)

Private Network Private RF Network Public Network
Packet (1) Packet (1) Packet (1)
Source Address 192.168.205.2 Source Address 10.0.14.203 Source Address 17.31.5.1
Destination Address 172.31.5.2 Destination Address 172.31.5.2 Destination Address 172.31.5.2
>

Host 1
Eth: 192.168.205.2

Host 2
Eth: 172.31.5.2

—

Viper (1) NAT Enabled, Eth (Private) Viper (2) NAT Enabled, RF (Private)

In the following figure, the RF interfaof Viper (2)s considered privateNAT is idabled for Viper (1). Viper (1)
changes the source addesf the packet, makiny Viper (2) believe that the pket originated from the RF network.

Figure88 ¢ RFInterface (Private)

Host 1
Eth: 192.168.205.2

Host 2
Eth: 172.31.5.2

]

Viper (1) NAT Disabled Viper (2) NAT Enabled, RF (Private)
RF 10.0.14.203 | Eth 192.168.205.1 RF 10.0.14.186 | Eth 172.31.5.1
Private RF Network Public Network
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Figure89 ¢ Packet Fow, RF Interface (Private)

Public Network Private RF Network
Packet (1) Packet (1) Packet (1)
Source Address 192.168.205.2 Source Address 192.168.205.2 Source Address 192.168.205.2
Destination Address 172.31.5.2 Destination Address 172.31.5.2 Destination Address 172.31.5.2

> >

>
Host 1 \\JN

Eth: 192.168.205.2

Host 2
Eth: 172.31.5.2

Viper (1) NAT Disabled Viper (2) NAT Enabled, RF (Private)

The above figure showsdhwhen Host1 sends a packet, the source IP addressot changed by Viper (2) because the
source does not originate from the private RF network.
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USERNAT ENTRIES
Theuser can add threé3 ) UserP addresses that will be considered private.

The followng figure stows Userl IP address 192.168.205.125 aser2 IP address 192.168.205.90 will be considered
private. If User 3, whos@laddress is 192.1685.87, is connected to the Vipdut not addel to the table, User 3
192.168.205.87 would not be codsied private.

Figure90¢ User 1 and User 2 (Private)

Router Routing Table | NAT | VTS

NATAY @ Enabled O Disabled

ETHAL 192 168 205 0 265 255 255 0 O
RELL 10.0.0.0 255.0.0.0 O
useridh 192168205125 | 255.255.255.255 |
userzd 19216820590 | 255.255.255.255 |
usersd  [0.0.00 | 255.255.255.255 | 0

Clear Table

Save| Cancel

If you "Save” changes to any parameters marked & wou will need to reser the unit for them to take effect.
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NAT PORT FORWARDING

The NAT Port Forwarding table allows the user tectfy a particlar public port orange of pots to be forwarded to
the private network hidden by thiletwork Address Translation table. The user can akslest between TCP and UDP
protocols.

The following figure shows the NAT EttsuPnet 192.168.205.%ill be hidden from the public netork. Any T€
packets sent to the Viper with port number 2000 wilfedirectedto the Private IP Address and PrivatetRamber
entered in the NAT Forwarding Table.

Figure91 ¢ NAT Port Forwardig, Port 2000s redirected to 192168.205.12523

Router Routing Table | NAT

NATZY @ Enabled O Disabled

ETH 192.168.50.0 2552552550

RF/L 10.128.0.0 255.255.255.0 IF1

USER1 |D.0.D.ﬂ | |255255255255 | Ll

user2dh  |0.0.0.0 | |255.265.265.255 | O

userzdh  |0.0.00 | |255.255.255255 | O
Clear Table

A[Tcp v| [2000 |l2000
Al ¥ o

| [192168205.125 | |
| | | O
Al ¥ |o llo | [o000 | o | O
| | | O
| | | O

[0.000

Al o o
Al o
Clear Table

[0.000

[0.000

Cancel

If you "Save” changes to any parameters marked é you will nead to reser the unit for them to take effect.

The following figure shows the Private Network11%8.205.0 being protected from the Public Network 281.5.0.
Viper (1) NAT Eth interfaceasabled,and Viper (2) NAT is disabtleThe Host 172.31.5¢annot send packets directly
to the Private Newvork because it is hidden. In this example, Host 175.21hinksthat the IP packets are coming from
10.0.14.203.
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Figure92 ¢ Port 2000 is redirected to
192.168.205.125:23

Private Network RF Network

Host 1
Eth: 192.168.205.2 Port 23

Viper (1) NAT Enabled, Eth (Private)
RF 10.0.14.203 Port 2000 | Ethernet 192.168.205.1
Port Redirected

Public Network

Host 2
Eth: 172.31.5.2 Port 1435

Viper (2) NAT Disabled
RF 10.0.14.186 | Ethernet 172.31.5.1

When Het 172.31.5.2vants to send packe to Host 12.168.205.2, the packets are sent to 10.0.14.203. NAT p
translaion allows Host 172.31.5.2:1435 (port 1326 send TCP packets to 192.168.3083 (port 23) b sending the

packets t010.0.14.203:2000 (po2000).

The following figure showsow the paclets would be modified as they moved through the network

FHgure 93 ¢ Packet Flow, Pa Redirection
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